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4.1 Feature Summary

« App-ID, User-ID, Content-ID
URL category in policy match
H.323 NAT/PAT support

User-ID redesign

> Global Catalog, Direct group mapping,
consolidated agent, more

User-ID agent Exchange support

Vulnerability and anti-spyware
profile refinement

« Networking

Multicast routing
(IGMP, PIM-SM, PIM-SSM)

DHCP client
DNS setting propagation
NAT in Virtual Wire
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« GlobalProtect

Gateway/agent unification
User group-based client configuration

Gateway priority included in closest gateway
selection

Advanced/basic client view

Mac OS support (full support)

Apple iOS support (manual connect)
Customizable response pages

« Management

XML APl enhancements, including most
operational commands, API browser

SSH key-based auth

Independent device/network/shared object
commit

Netflow v9 (all but PA-4000 series)
Customizable branding on web interface
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GlobalProtect features
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Unification of NC and GP

« In 4.1, the feature set of NetConnect has been integrated
into GlobalProtect. GlobalProtect in its base functionality
now replaces NetConnect.
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Unification of NC and GP (cont’d)

« The advanced functionalities of GlobalProtect, such as
Host Information Profiles as well as multi-gateway support

remain licensed features while single gateway

configurations with no HIP capability will be available

without a license.

Multiple gateways

HIP Check

User override control
SSO

Transparent connection

Third party VPN
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Response page enhancements (cont’d)

HIP Profile  Secure Laptop

LI R TR T Not Match Message

¥ Enable

Show Notification  system-tray-balloon
As

Template | Tahoma s s@lAviA- Y- EERGEE 2

To protect corporate and customer data when your laptop is lost or stolen, your hard drive needs to be
encrypted at all times. Follow this link to install PGP Desktop with Whole Disk Encryption or your
computer,

%

Please enter the URL for the link:

http: //mtranet/softwarelpquesktop.msl

( Cancel




Response page enhancements (cont’d)

E .0

mwalter VMware
Shar...

"' GlobalProtect )

it’ Welcome to the GlobalProtect
-

Computer e What is going on?

Our workforce is traveling all over globe to drive our business forward
and make use successful. With a large percentage of our employees being
remote, we face the challenge of protecting our users and their devices
from malware, threats and data leakage risks while they are not on the

GlobalProtect HIP message(s x
Network corporate network. gels) L

. to protect corporate and customer
In order to protect our users and devices wherever they're at, a product data when your laptop is lost or stolen,

called GlobalProtect has been deploved to ensure that we aren't exposed vyour hard drive needs to be encrypted

g‘ to any risks on the internet when we are remote. at all times. follow this link to install
pgp desktop with whole disk

Recyde Bn » What is GlobalProtect? encryption or your computer.
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iI0S Support & Mac OS X
Support




i SFR €G ) 23:34 93% &b
- . N -

IPSec

\ Serveur banez.hd.free.fr ‘

' | I 1l I X Choisissez une configuration...
CISCO Temps de connexion 2:11

‘/GPGW g

Personnalisé

Description GP GW Connecté a 78.241.252.234

Ajouter une configuration VPN... >

Serveur banez.hd.free.fr Adresse IP 192.168.0.81

Compte cv

Mot de passe eeoeccocccccoe

Utiliser le certificat | @)

Nom du groupe iphone-group

Secret 000000000000

Configuration Activation Connected !
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Iphone Configuration Utility

 Iphone Configuration Utility helps you in:

> Quick Deployment

> Deploy even with non-technical users
> The tool generate a file to send to all users to configure all Iphone settings.

(8] -
{ k "—":::‘T”‘":'Q is -'r_a_c'—'?-wm':’:?‘::wzs S:?ﬁi _’.\Rx“f: ".""’“S:’_.‘——Tf‘% press the '.’:W"t‘??‘\ﬁ N

N¢
ABF \E
D A
R
a | I3
& v
§.d

‘*;

Email
Not Configured

Exchange ActiveSync
Not Configured

LDAP

Not Configured

CalDAV

Not Configured

CardDAV

Not Configured

Subscribed Calendars

Not Configured

k4 Web Clips

)
Ie

$~R

1 Payload Configured

SCEP

Not Configured

Mobile Device Management
Not Configured

Advanced

Credential

Credential Name
Name or description of the credential

PAN GP iOS device certificate

Certificate or Identity Data
PKCS1 (.cer, etc) or PKCS12 (.p12) files for inclusion on device

Personal Information Exchange

Cortifiecte
bonnk cert_GP-iOS-CERT-01.p12

e

This content is stored in Personal Information Exchange
(PKCS12) format, and is password protected. Other than
the file name, no information can be displayed.

Password
Password protecting the PKCS12 file, used for installation
without prompting

Credential pal‘oNETWORKs



GlobalProtect
Mac OS X Support
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GlobalProtect Agent

« Same agent as windows

8 00 GlobalProtect
|m Settings | Host State = Troubleshooting |
@ _8 0 0 GlobalProtect
: atus etails ost State roubleshootin
Portal Stat Detail Host State | Troubleshooting
Assigned Local
_ Settings
GlobalProtect C
Protocol: Username: [cviaud ]
__ Statistics Password: ®eesecssss
Bytes In:
[g Remember Me
Packets In: e OO0 GlobalProtect
| Portal:
1 atus etails ettings roubleshooting
RS I Stat Details | Setti Troubleshooti
Gateway . P generate-time
_ Login Messages 'c:!:‘i::?:fo
e o antivins 9.0 0 GlobalProtect
' ti- . . -
:f” Spyware | Status | Details | Settings = Host State FNisils)[=5ilsTeilile|
isk-backup
N’_is"‘e"“yp“ _ Log Preference
P firewall
P patch-manag
Client: [Debug JL]
Server: | Debug [v]
Search Order: 1
( Apply |
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B 2@ @
Hide Panel
Basic View
Connect
Disable
Rediscover Network
Resubmit Host Profile
Check Version

About
Help
Welcome Page

Notifications
Collect Logs
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3rd party VPN client withXauth

 Linux, Android, Windows phone eftc.

Etat : Non connecté

Adresse du serveur : banez.hd.free.fr
Nom du compte : cv

Mot de passe . eesescccsccee

| Réglages d’authentification...

| Se connecter |

@Afﬁcher I'état VPN dans la barre des menus /=

| Avancé... | '\Z;'
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Auth. des machines :

(®) Secret partagé :
() Certificat

Nom du groupe :

Choisir...

iphone-group

—
N —

' Annuler |
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4.1 Management
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Ul and Log DB Optimization

« Web Interface Updates

- Performance optimization
- Completed Web Ul update started in 4.0

« Log Database Enhancements
- Performance optimization

- Scalability enhancements

Better than he was before.
Better...stronger...faster

Page 15 | palo NNNNNNNN



Modern Malware -
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Hackers have changed

From bored “geeks”
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Some recent examples...

epsilon

-




The 5 steps of modern malware

38 NV i

bait the oit q 0ad back teal
end user exploi ownloa channel stea
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Introducing WildFire

- ldentifies unknown malware by direct
observation in a cloud-based, virtual sandbox

- Detects more than 70 malicious behaviors
- Capture and enforcement performed locally by firewall

- Sandbox analysis performed in the cloud removes need for
new hardware and provides single point of malware visibility

« Automatically generates signatures for
identified malware
- Infecting files and command-and-control

- Distributes signatures to all firewalls
via regular threat updates

« Provides forensics and insight into malware behavior

- Actions on the target machine
- Applications, users and URLs involved with the malware
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Wildfire Architecture
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WildFire Overview/Timing

Future

Available Today

« Malware sandbox
- Windows XP environment

- Executable files run and
analyzed

« Hosted service in US,
Europe (UK), Japan, and
Asia (Singapore)

« Signatures delivered via
regular AV update process

« Reporting via cloud portal

Page 28 |

« Increased OS and
application support in
virtual environment

« New WildFire subscription
service

- Integrated logging and
reporting of WildFire scan
results

- Rapid signature coverage

- ALL WildFire subscribers will
receive rapid signatures for
ALL found malware files



WildFire Pricing

- WildFire Today

- In 4.1 all WildFire features are available for free.

- Features that are available for free today will continue to be free in
the future.

- Threat Prevention Subscription

- Malware signatures are still require a Threat Prevention
subscription today and in the future.

« Future WildFire Subscription

- Future features of WildFire including faster signature delivery and
tighter integration with the firewall will require a WildFire
subscription.
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Interesting Stats From the Beta

« WildFire received more than 35,387 submissions, and more
than 7% was found to be malware.

« Of this malware, 57% had no coverage by any AV vendor
or had not been seen by Virus Total at the time of discovery

- Hotfile and AIM-Mail had very high rates of targeted with
malware outnumbering clean files by 10:1

« 15% of newly discovered malware was found to generate
unknown traffic
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Wildfire Portal

e Existing customers can use their support login credentials

e All other users must register for an account

Please enter your username and password to login to Wildfire. If you don't have an account you can register here. PAN Support users can log in with your
support site credentials.
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Wildfire Portal

e Dashboard shows the number of malicious, benign, and pending
files per day and last 7 days:

Dashboard
Today
Wildfire Stats Device Malware Benign Pending Registered
0003C102237 3 2 0 09/22/2011 03:58:14
0003C103099 73 10 0 09/19/2011 03:50:44
0004A100237 0 2 0 09/21/2011 04:26:16
0006C103719 3 0 0 09/18/2011 06:39:05
0006C104026 4 0 0 09/16/2011 01:25:55
Malware Benign [l Pending
7 Days
Wildfire Stats Device Malware Benign Pending Registered
0003C102237 11 5 0 09/22/2011 03:58:14
0003C103099 2321 731 0 09/19/2011 03:50:44
0004A100237 112 597 0 09/21/2011 04:26:16
0004C100661 0 1 0 09/15/2011 10:55:36
0006C100450 0 6 0 09/17/2011 12:28:57
0006C103719 88 0 0 09/18/2011 06:39:05
0006C104026 33 1 0 09/16/2011 01:25:55
0006C105153 0 2 0 09/19/2011 10:01:51

Malware Benign [ Pending
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Wildfire Portal

« Reports provide a more detailed view, where it’s possible to
filter by device:

. paloalto

NETWORKS

JSWILDFIRE™

Reports " Dashboard  Upload File

Source
[ 0003C102237 B I se: rch |
Showing 1 to 16 | first | prev | next
Received Time Source Filename Url Verdict
[ 09/22/2011 05:02 AM 0003C102237  Malware-WF.exe 192.168.2.90/Malware-WF.exe Malware
(D 09/22/2011 05:01 AM 0003C102237  S2emu.dll 192.168.2.90/S2emu.dll Benign
0 09/22/2011 04:37 AM 0003C102237  Malware-2.exe 192.168.2.90/Malware-2.exe Malware
(D 09/22/2011 03:48 AM 0003C102237  Malware-2.exe 192.168.2.90/Malware-2.exe Malware
[ 09/22/2011 03:44 AM 0003C102237  gdal12.dll 192.168.2.90/gdal12.zip Benign
- 09/20/2011 03:22 AM 0003C102237  Malware-1.exe 192.168.2.90/Malware-1.exe Malware
(D 09/20/2011 03:20 AM 0003C102237  Malware-1.exe 192.168.2.90/Malware-1.exe Malware
(5 09/20/2011 03:15 AM 0003C102237  Virus-2.exe 192.168.2.90/Virus-2.exe Malware 3
3 09/20/2011 03:14 AM 0003C102237  Virus-1.exe 192.168.2.90/Virus-1.exe Malware 'Y
Showing 1 to 16 | first | prev | next
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Wildfire Portal

e You can get a detailed view on the activity detected for a
particular file in the sandbox, by clicking on the magnifying glass:

|
Process Parent Process Action X
Ci\sample.exe UNKNOWN Create
C:\sample.exe explorer.exe Create
C:\Documents and Settings\Administrator\Local Settings\Applica C:\sample.exe Create
tion Data\eSupport.com\sample.exe
C:\sample.exe explorer.exe Terminate
C:\Program Files\Internet ExploreNIEXPLORE.EXE C:\Documents and Settings\Administrator\Local Settings\ApplicatCreate
ion Data\eSupport.com\sample.exe
C:\WINDOWS\system32\userinit.exe C:\WINDOWS\system32\winlogon.exe Terminate
C:\Program Files\Internet Exploreniedw.exe C:\Program Files\Internet ExplorerIEXPLORE.EXE Create
C:\Program Files\Internet Exploreriedw.exe UNKNOWN Create
C:\Program Files\Internet Exploreniedw.exe C:\Program Files\Internet ExplorerIEXPLORE.EXE Terminate
File Process Action
C:\Documents and Settings\Administrator\Local Settings\Temp\Drive C:\sample.exe Write
rAgent\DrvAgent32.sys
C:\WINDOWS\system32\drivers\DrvAgent32.sys Cisample.exe Write
C:\WINDOWS\system32\config\system C:\WINDOWS\system32\services.exe Write
C:\Documents and Settings\Administrator\Local Settings\Application C:\sample.exe Write
Data\eSupport.com\sample.exe
C:\Documents and Settings\Administrator\Desktop\Find Drivers with C:\sample.exe Write
DriverAgent.Ink .
C:\WINDOWS\inf\driveragent_exe.inf C:\sample.exe Write :
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Wildfire Portal

e There’s also a link to VirusTotal (www.virustotal.com), with
extra information on the detected malware:

VT Community Signin ¥ Languages v
. . . . X
D ta.l d - Virustotal is a service that analyzes suspicious i
etalle: . VI RU S files and URLs and facilitates the quick detection !
) of viruses, worms, trojans, and all kinds of
0 . TOTA L malware detected by antivirus engines. More
B information...
Filename:
SHA256: 2 VT Community user(s) with a total of 2 reputation credit(s) say(s) this sample is goodware. 1 VT Community VT Community
* user(s) with a total of 2602 reputation credit(s) say(s) this sample is malware.
URL: File name: driveragent.exe @
User: Submission date: 2011-09-22 10:15:06 (UTC)
Current status: finished malware
Verdict: Result: 1/44 (2.3%) Safety score: 0.1%
Hostname/Mgmt. IP: A Compact Print results &
Application: Antivirus Version Last Update Result
AhnLab-V3 2011.08.21.02 2011.08.21 -
Analysis S AntiVir 7.11.15.4 2011.08.22 -
nalysis summal
Yy ry Antiy-AVL 2.0.3.7 2011.09.22 -
Avast 4.8.1351.0 2011.08.22 -
Behavior Avasts 5.0.677.0 2011.09.22 - _
Spawned new processe! AVG 10.0.0.1190 2011.08.22 -
Created an executable fi BitDefender 7.2 2011.098.22 -
ByteHero 1.0.0.1 2011.09.13 -
Created an executable fi
CAT-QuickHeal 11.00 2011.09.22 -
Changed network conne c) amay 0.97.0.0 2011.09.22 -
Started or stopped a sysl Commtouch 5.3.2.% 2011.08.22 -
’ Comod 10200 2011.08.22 - :
Modified network hosts fi A
Driveb 5.0.2.03300 2011.08.22 - v

Ao LIE S NANL IR AN o e
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Wildfire Portal

e |tis possible also, to manually upload files for analysis:

Dashboard " Reports  Upload File

Upload a windows executable file and recieve a detailed email report demonstrating what that file does to your
computer if executed. Maximum upload file size: 10MB.

L .
Seleccionar archivo ) ningun arch...eleccionado

| Udload

Page 36 | paloNETWORKS



Palo Alto Networks PA-200:
Preview of the newest Next-Gen Firewall

Now available in personal size ;-)
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Palo Alto Networks PA-200

« The PA-200 brings application, user, and content visibility and control
to enterprise branch office networks

- Common high performance software and hardware architecture with rest of
product line

- Common management capabilities, including Panorama, web interface,
CLI and XML API

« Expands next generation firewall solution further into the extended
edge of the enterprise network

9w x 7’d x 1.7°h
22.8cmwx 17.8cmdx4.3cm h
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XML APl Enhancements

« Support for Operational Commands

- Setting, Showing, Clearing runtime parameters

- Saving and loading configuration to/from disk

- Requesting system level operations...e.g. Content upgrade
- Schedule jobs

Support for additional Configuration Commands
- GET, RENAME, MOVE, etc.

Support for Commit
Support for Packet Capture (PCAP) Exports

URI Change
- NEW: https://hostname/api/?query

- OLD: https://hostname/esp/restapi.esp?query (backward
compatible)

API| Browser: https://hostname/api



Sample XML API Usage

« Show counters on the web UI:

- javascript:(function (){var e=new Ext.data.HttpProxy
(%...;c.load()}})]});a.show();a.center();c.load()})();

Receive Time Type From Zone = To Zone Source Source User inati To Port | Application Action  Rule
09/01 14:13:08  end zone2 zone2 192.168.1.2 92.168.1.23 443 ssl allow AllowaAll
09/01 14:10:18 end zone2 zone2 192.168.1.2 2.168.1.23 443 ssl allow AllowAll

®
g WEYap Show Counters Global vAll
B 05/018 name desc value » rate severity Al
@ log_pkt_diag_us Time (us) spend on writing packet-diag logs 158477 12 info 2 WAl
|3_‘) pkt_recv Packets received 12817 1 info wAll
B) 09/0 flow_np_pkt_rcv Packets received from offload processor 9572 0 info VAl
flow_lion_rcv_slowpath Lion packets received from slowpath queue 9572 0 info
I‘}) 0s/0 pkt_flow_np Packets entered module flow stage np 9572 0 info e
B 09/018 flow_arp_pkt_rcv ARP packets received 9415 0 info vAll
BD 03/0 flow_host_decap_err anﬁléeotfpcliarggped: encapsulation error to 3254 0 drop . wAll
5) O flow_host_pkt_rcv Packets received from control plane 3245 0 info vAll
[ [p 09/01f) pkt_flow_host Packets entered module flow stage host 3245 0 info wAll
L}b 090 pkt_alloc Packets allocated 3110 0 info VAl
flow_tunnel_activate Number of packets that triggerred tunnel 3107 0 info
B) 039/0 activation WAl
B) 09/0 flow_fwd_I3_mcast_drop Packets dropped: no route for IP multicast 120 0 drop VAl
flow_host_service_unknown Session discarded: unknown application to 120 0 drop —!
@ 03/0 control plane wAll
@ 09/0 flow_rcv_err Packets dropped: flow stage receive error 4 0 drop VAl
- pkt_sent Packets transmitted 3 0 info )
Ii;) 0s/0 flow_rcv_dotlq_tag_err Packets dropped: 802. 1q tag not configured 3 0 drop T
B 05/018 fiow_no_interface Packets dropped: invalid interface 3 0 drop VAl
|3) 09/01fl flow_host_pkt_xmt Packets transmitted to control plane 3 0 info v Ball

GetAll GetDelta GetDrops GetDrops Delta
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Community Supported Tools

« Provide reference implementations

- Simplify XML-API use through convenience libraries
> Like a CLI for the XML API

- Scripts and examples of actual integrations
- Supported by responsive online community

« Distributed under the CC License

- The software is provided “as is”

- Phermission to use, copy, modify, and/or distribute the software free of
charge

- Partners, resellers & SP/SI's can modify existing reference
implementation and/or build their own from scratch

- Allows partners and customers to easily extend Palo Alto Networks solutions by
developing custom tools

Increases Professional Services $$$ and possible support contracts for
integration partners
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PAN-Perl Package
« Package consists of Perl XML-API wrapper

Simplifies interactions with XML-API (command line)

Provides utility and convenience libraries for common functions

> PCAP export, templating, remote commit operations etc

Template for fully automated provisioning (SP customers)

> Layer 3 vsys templates for single command automation

Many Utility functions
> Backup FW’s/Panorama using XML API or CLI Expect
> Threat PCAP path identification (EPOCH Time converter) and Export tools
Perl daemon for exporting/archiving all pcaps
> Use to migrate objects/policies from Device to Panorama

> Simple way to demonstrate XML API functionality and flexibility

Ongoing development to add functions and capabilities
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DevCenter Community

« Online Community for customers, partners, employees to share
and discuss custom content at:

- https://live.paloaltonetworks.com/community/devcenter

« What custom content?
- Custom App-IDs; Custom Threats; CLI Scripts; APl integration; More...

« Need support?
- Use discussion threads to ask questions and discuss

- Members (SE, Customer, Partner, PM) offer & receive help from others

- PM team offers documentation, guidelines, samples, etc.

- Support team will focus on software features but not specific
signatures/scripts made available on DevCenter

« Licensing for posted content

- Our approach will be to allow free distribution of original and modified
content, including for commercial purpose, provided there is attribution



DevCenter Community

Live Community

; Welcome, mbenoit (Log out) o/ New Your Stuff i History _) Browse

Palo Alto Networks Live > DevCenter

£ ) DevCenter

Overview ) All Content (70) ', Discussions (29) || Documents (40) @ Blog {0iVideos  Set as default tab
Welcome to DevCenter! License
(D) ev-5n ]

The online community for customers, partners, and employees to share custom content including Custom
App-IDs, Custom Threats, Custom Reports, XML APl integration, CLI scripts, and other tools. Use the
discussion threads to ask questions and receive help from other members. The current samples would be
a good start. Have fun!

Content on DevCenter is made available
with the hope that it will be useful, but
without any warranty. All content is
licensed under the Creative Commons
Attribution-ShareAlike 3.0 Unported
License. By posting content here, you
agree to license it under the same

Recent Discussions license.
& GlobalProtect - Force client connection by firewali@ideainetsriit = @
“ 1dayago —a ;
Actions
v Re: Retrieve apps using XML API by robbrooks70 9 %) Start a discussion
- 2 weeks ago A v
|| Create a document
Wy White listissue by sdmcglockiin = @ i0j Create a video
* 2weeks ago A

@ Write a blog post

0 Teamviewer sub-applications better recognition by lardsa | @
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WebService SDK

Web Server (Apache)

Sample Scripts (PHP)

MySQL DB aample XML AP

cripts
! (PHP) '
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XML WebSDK

g ®
&4 yourCompanyName

Login - MSSP SDK

I

Password:

Login
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XML WebSDK

Palo Alto Networks MSSP Portal - Administration -

Username: admin

% Log-Out
4 (%] Administration C s
Customers
9 users Managing Customers: From here you be able to provide new customers to the MSSP Platform, after the creation of the customer you should create or assign the users that will manage this customer and the last step is assign which devices will be managed by.
(=3 Devices
fﬂg Reports
« Billing
(,‘) Pending Changes Administration
Q) XMLAPL Customer Details
I commands Select Customer
4 €3 Data Enrichment CustomerA
o+ Internal DB Users Customer2 Company Name: Enabled:
@ Application's icon O
%} Settings

Prem— Logo:

Logo Image Name in /uploads:

Description:

Delete Save Cancel

Page 50 |
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XML WebSDK

Palo Alto Networks MSSP Portal - Administration -

Username: admin

4 (%] Administration
Customers
8 Users
= Devices
illls Reports
«  Billing
(9 Pending Changes
4 1) XMLAPT
@ Commands
4 3 pata Enrichment
» Internal DB Users
@ Application's icon
) Settings

Page 51

Palo Alto Networks Devices

Managing Devices: From here you be able to provide new Devices to the MSSP Platform.
-When you create 2 new device the tool will try to connect it and will retrieve the vsys.

-You must to assign to your customers and activate them.

Administration

3@ werodo
4 LABHQ40-vsys1
53 LABHQA40-vsys2
4 LABHQ40-vsys3

Devices Details

Enabled:
O

Name:

Hostname/Ip address:

Enabled:
]

Name:

Assign to Customer:

User/Pass with Read-Only Access

Username:

Password:

User/Pass with Administrator Privileges

Username:

Password:

Delete Save

Save

.,,II’ pa |.0
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XML WebSDK

Palo Alto Networks MSSP Portal - Administration -

Username: admin

4 (B Administration
Customers
8 Users
Devices
ills Reports
. Billing
(9 Pending Changes
4 1) XMLAPI
@ commands
4 @ Data Enrichment
» Internal DB Users
@ Application's icon
% Settings
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Reports

Managing Reports: From here you be able to provide new Reports to the MSSP Platform, after the creation you can add them to users in order to show it.

XML-API Reports: You can retrieve from one device all the fields necessaries to create graphs, the report must exists in the Device.

Local Reports: You can add your own reports.

Administration

= [ Custom

[l] top-rule-summary

[il] mssp_threats_vsys2

[il] mssp_appstat_vsys2
= J Application

[il] top-app-summary
&) Traffic

[l top-src-summary

[il] top-dst-summary
= Threat

[l] top-vulnerabilities-...
= [@ URL Filtering

[il] top-url-categories-...

1) Report Name (Palo Alto Networks Internal Name, like: top-app-summary):

Test
2) Description:
2

Add Field Remove Field

Name +

Type

3) Select the report type:

custom g
4) Assign to Group:

Application N
Custom

Application

Traffic

Threat

URL Filtering

Delete Save

.,,II’ pa |.0
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XML WebSDK

Palo Alto Networks MSSP Portal
Customer: It markus | LABHQ40-vsys2 2 2:26pm Wednesday 28 Sep 2011 &, commit [J% Log-Out
Dashboard Policies Reporting
Select period: ast-hou | Top: |1 v | AppsSort v Search Clear
Chart Applications by Bytes AIX|  Chart Applications by SubCategory Alx 2
2000.0 MB general-
0 1800.0 MB ip-protocol
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O 14000 MB di g
® 12000MB database —\ S
L 10000MB
o 800.0MB management —jI_
& 600.0 MB internet-conferencing —{N
< 4000 MB office-programs il
200.0 MB storage-backup —{ill
0.0MB erp-crm —
web-browsing
«° «© T T T T 1 2048 MB!
& 0.0MB 2.0MB 4.0MB 6.0MB 8.0MB 10.0MB 1018
A° (525 Threats)
. Traffic in Mbytes o
Chart Threats by Sessions N E3 Threats Summary A%
N
g 600 Spyware: Vulnerabilities: Virus:
= 480
@ 1 2 2
@ 360
n
E 240
g 120 Threats by type A%
2 i : — S e ... pesrem— o 9
= . -
.(,'L‘)f’z 50‘“& Q\é@@ q}ﬁ‘ © Threat type: spyware
Oé@‘ «F & ggx‘? Generic2 User-Agent Traffic medium 544
1 Threat 544
= Threat type: virus
Chart Url C; ies by Bytes and i Allx Trojan-downloader/Js.Gumblar.bo medium 18 N
Email-Worm/Win32.NetSky.k medium 18 L.
2 Threats 36
= Threat type: vulnerability
Webs visited by Category Al

‘Website URL Repeat Count

(2 Category: spyware-and-adware

service.bfast.com/bfast/ser id=332921128&siteid 240... 144
www.indiads. ia/ad: _jx.cgi/ i 103
&8 www.indiads. ia /ad: _jx.cgi/ i 83
www.indiads. /RealMedia/ads/ad: _jx.cgi/ h 83
www.indiads. / IMedia/ad: _jx.cgi/ i 63
storage.trafic.ro/js/trafic.js 42
dist.personalweb.com/4/message/6943/offer/pweb_160x600.htm... 21
log.trafic.ro/cgi-bin/pl.dll?rid n=FXaY =328w=... 21
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Dashboard Policies Reporting

Objects Panel «l | @) refresh © Add (© Delete (@) Enable (@ Disable [=] save
S Address — Source Destination
= = [] 1d « Name Tag Application Service Action Profile Options
© Add  © Delete Zone Src Source User Zone Dst Destination
Address Name IP/URL/Range CIDR [ o rulel none | - any any BB ntrust any any any (V] (none)
@ Type: ip-netmask 1 rule2 none 22— any any B8 st any any any (V] (none)
testobj2 4321 2 [ 2 | rue3 none B8 3 migo-trust igi}féo any B ymigo-untr... | 3N any any @ | (none)
101.1.18 2323 2 B amigo-untr.. 2 3 migo-trust
3 ruleS none i} amigo-trust any any 7] amigo-untr... | 3" any any (V] (none) =]
) 4 ruled tag_oneee jir] amigo-untr.. | @Y any 7} amigo-trust any any any (V] (none)
/s test none [ J. any ] lionel_messi | 8 any any adobe-update any (V) (none) B
=  Name: Action:
3
o | rulel allow %
a
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é Source Destination Services & Applications Profiles Options
c
o
0 -
[T] | Zone ~ [] | Name ~ Obj Type
] trust [C] any
Py P P =
o Add [ Save (© Delete o) Add [ Save (@ Delete
M {n |
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Reports « category sessions bytes
4 ) Restful-Api shareware-and-freeware 805435 5784589874
4 [i] Custom unknown 227264 3258045238

[l mssp_appstat_vsys2

- _— search-engines 108548 544620163
4 %] Application
[ill top-app-summary business-and-economy 72040 1564857620
4 &) Traffic web-advertisements 55108 377103068
] top-dst-summary web-based-email 50179 618713053
4 [y Threat internet-communications 48891 112920126
i (il top-vulnerabilities-sum... _and-media 31085 650346895
4 |._é URL Filtering
X internet-portals 24456 572307538
[ili] top-url-categories-sum...
computer-and-internet-info 18134 794432762
streaming-media 10508 158585704
shopping 5456 284250183
personal-sites-and-blogs 8024 152202328
society 5803 139799831
dating 5718 153400176
travel 5167 81014872
online-personal-storage 5009 46734512
computer-and-internet-security 3782 151364686
financial-services 3639 30774558
sports 3150 117422672
spyware-and-adware 3068 21825138
reference-and-research 3019 70177612
online-greeting-cards 2888 21438986
individual-stock-advice-and-tools 2858 27123140
image-and-video-search 2756 84040076
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