A Comprehensive CyberSecurity Policy

Review of ALL NGFW Capabilities
Attack Surface Reduction

the network company”
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1 Enhanced Policy on the L7 layer

paloalto

NETWORKS

the network security company”

Leverage ALL NGFW Capabilities - Location

& Limit Sources and Destinations of traffic
= Restricted IP Ranges
= Countries
= Specific known bad IP’s
= Dynamic Block Lists
= Known Users/Groups

DNS-BH - Malware Domain Blocklist

Malware Prevention through Domain Blocking (Black Hole DNS Sinkhole)

Q Public Block Lists of Malicious IPs and URLs
Last Updated: November 25, 2012
‘The following i a list o websites tain and provide public ls lic These lists
can be used ons,
g

Malware Block Lists (Domains/URLS)

o © MalwareDomainList.cor
o i Maware (domain.txt, BOOT file in MS format, zone file in Bind format)
o B hpHosts File and Domains: maintained by Malwarebytes Corp.

© Malware Patrol: provides block lists in many different formats.

o B Zeus domain blockiist and URLs

m Hosts List and URLS

Slide 6 paloalio
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Leverage ALL NGFW Capabilities - Applications

— Limit Sources and Destinations of traffic
= Restricted IP Ranges / Countries
= Known Users/Groups
= Specific known bad IP’s / Dynamic Block Lists

— Control Application Usage (Positive Enforcement / Default Deny)
= Avoid High risk -- File Transfer and Tunneling Applications
» Reduce or avoid the need for unknown-udp/tcp usage
= Allow legitimate applications

FTP was a surprisingly evasive and effective malware vector
- 95% of malware delivered via FTP were never detected by traditional
AV (in a 30 day period).

- 97% of malware sessions used non-standard ports..
2013 Modern Malware Review

Webmail is a very common delivery vector for Malware

- Yahoo-Mail, AIM-Mail, Hotmail, Mail.ru are among the top 15 apps
that deliver malware

- SMTP, POP3, and other common mail apps make the list as well
2013 Modern Malware Review

Slide 7 pa lousvwnkxu

Leverage ALL NGFW Capabilities - Applications

— Limit Sources and Destinations of traffic
= Restricted IP Ranges / Countries
= Known Users/Groups
= Specific known bad IP’s / Dynamic Block Lists

> Control Application Usage (Positive Enforcement / Default Deny)
= Avoid High risk -- File Transfer and Tunneling Applications
= Reduce or avoid the need for unknown-udp/tcp usage
= Allow legitimate applications

@7 ms-exchanga. colaboration  email clentsarvar 90,489,681,905

| B3 collaboration  emal clent-server 52,324,415,049 4 shersfie generalintemet  fle-sharing browser-based 28965723195
4 lotws-notes-base collaboration  email clientserver 3790633781 . generakintemet  file-sharing client-server 2972890312
4 aim-mail collaboration  email browser-based 2491264136 S vebdav generakintemet  fle-sharing browser-based 2,374813,805

[ rorce collaboration  email browser-based 169,785,104 4 dshared generaintemet  fle-sharing browser-based 895,149,103
4 notease-mail colsboraion  email browser-based 153522284 [ e gorwrabintemet. fle-sharing browser-based 314,531,348
B 2ZEmail Apps i i o34 File-Sharing-Apps:=:
4 7,162,024 [ bicorrent - . 849,043
4 blackbery collaboration  email client-server 1286040 I e generakiniemet  fle-sharing peer-to-peer 9,447,431
4 grocmail collboration  email browser-based 489,832 S fieserve generakintemet  file-sharing browser-based 1758672
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Leverage ALL NGFW Capabilities - Browsing

> Limit Sources and Destinations of traffic
= Restricted IP Ranges / Countries
= Known Users/Groups
= Specific known bad IP’s / Dynamic Block Lists

— Control Application Usage (Positive Enforcement / Default Deny)
= Avoid High risk -- File Transfer and Tunneling Applications
= Reduce or avoid the need for unknown-udp/tcp usage
= Allow legitimate applications

S Limit Web browsing activity L eton

* Malware adult decrypt
» Adult & Pornography malware
* Unknown not-resolved
nudity
« 94% of unl I was delivered via web-browsing or unknown
web proxies.
financial-services | no-decrypt
« It took traditional antivirus 4x as long to provide coverage for e Ty
malware delivered from the web as opposed to email (20 days
for web vs 5 days for email).
Slide 9 palons ------

Leverage ALL NGFW Capabilities — Known Threats

& Limit Sources and Destinations of traffic
= Restricted IP Ranges / Countries
= Known Users/Groups
= Specific known bad IP’s / Dynamic Block Lists

> Control Application Usage (Positive Enforcement / Default Deny)
= Avoid High risk -- File Transfer and Tunneling Applications
= Reduce or avoid the need for unknown-udp/tcp usage
= Allow legitimate applications

S Limit Web browsing activity
* Malware
» Adult & Pornography
» Unknown

L Scan for Threats within allowed traffic
* Exploits
* Malware / Spyware
» Virus
Slide 10 palo :
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L Limit Sources and Destinations of traffic
= Restricted IP Ranges / Countries
= Known Users/Groups
= Specific known bad IP’s / Dynamic Block Lists

L Control Application Usage (Positive Enforcement / Default Deny)
= Avoid High risk -- File Transfer and Tunneling Applications
= Reduce or avoid the need for unknown-udp/tcp usage
= Allow legitimate applications

LLimit Web browsing activity
* Malware
* Adult & Pornography
* Unknown

L Scan for Threats within allowed traffic
« Exploits
* Malware / Spyware
* Virus

User Identification

Single Policy

ONLY THEN... Bring in the Sandbox!

WildFire

Exfiltration
of sensitive data

Command
and control

Download &= Adds to threat signature
of additional i research database
malware 7

WildFire Cloud
Observes and detects 100+
malicious behaviors to identify malware

PATTERN DB

\

FILE TRANSFER DECODERS SINGLE PASS PATTERN MATCH

REPORT & ENFORCE POLICY
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Policy Example...

pa lo NETWORKS

the network company”

Policy Development Intelligence & Background

«  First understand your network and use visibility tools from Palo Alto Networks’ NGFW
*  Application Usage
«  Source / Destination Information
*  Threat Activity
e User Behavior
«  Web Browsing behavior

« Use WildFire to track
*  How Malware got in using/via which

*  Applications, Websites, Countries, Users
* Review the enterprises business requirements i =
«  Partner Communication requirements K s
«  Necessary Applications EX et
« Internet Usage Policy 1 Lao 1
«  Set your Policy Goals:
« Do not hinder computing and communication needs of the users
*  Protect the Organization from Malware
Slide 14 palo uuuuuuuu




Some definitions...

pa lo NETWORKS

the network company”

ZONES... -- Important for Network Segmentation

= Logical Containers for physical interfaces, VLANs, IP Ranges

= All interfaces must be part of a zone

= Purpose of the NGFW is to control traffic between Zones

= Policy execution focuses on just relevant Zone — Zone traffic

Slide 16

Name | DC-DMZ User Identification ACL
Tpe | Layer3 < [ meeust o |
Interfaces & |2V
[ ethemety/7
()add (Spelete
Users fom o s
RETER
(Dadd [Selete
Zone Protection Profle  None: -
Log Setting | None: - )
[ Enable. Users from wil o be identi

| L3 Securly Zone, | ‘ L3 Securly Zone, | | L3 Securly Zone.
[ ] [ o] [
‘ VLAN | ‘ L2 Security Zone. | ‘ VW Security Zone
‘ L2 Iterface | ‘ Virtual Wi Intrface
‘ L2 Ethermet Port | ‘ VW Ethemet Port
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Policy Elements

= Security Policy fundamentally controls traffic between Zones

= Leverage many more criteria (“tuples”) than in a traditional Firewall

= Common Elements - SRC_Addr, DST_Addr, SRC_Port, DST_Port

= PLUS: Zone, User/Group, HIP Profile, Application, URL Category

= Single Policy with security controls and content inspection = Security Profiles

= Rule options — Log forwarding, Scheduling, etc...

= Tags — allow for logical grouping and management

g

8 security 4 [ tagimember eqMalware_Conror)
Q:'NAT o
%}ﬁ&ywﬁm Name Tag Zone Addr... User HIP Profile  Zone Address. Application Service: 'URL Category Action | Profile Options.
& Deayption | Facebook SocialMedia  Malware_Control g Trust any B poncademolusers  any 28 Unirust ny [ focebook 3R applicaton-d... any © P98 @
B Application Overr twitter
%2::2::"‘ Social Media - Risk C... Malware_Control | pag Trust any  |any any £ Untrust any 5 facebook-apps | 3§ application-d... any ® prene B
3 facebookfie
< i "
Webmail - File Control  Malware_Control g Trust any any any o] Untrust any [ ali-wangwang | 3R application-d... any © F9I3 =]
& gmail
15 bt
i
addrosses I yehoo-ma
g 17 pdloz|to
Objects
. . s
Policy Elemgnts that can be_ pre deflr?e_d %9 Addr
and reused in the construction of Policies.
@ Address Groups
= Modification of the object (vs the policy e Regif’"_
itself) allows the policy framework to remain App'f"atfms
fixed while the objects change. e
[Z Application Filters
= Types of Objects R Services
= Applications (3 Service Groups
= Addresses / Regions D 1ags
= Dynamic Block Lists - gGlOba"_’m;edk lists
. Dynamc |OC
= Custom Categories I .
Custom Sianat b @Custom Objects
us 9m |gna ures b (B Security Profiles
= Service Objects @ Security Profile Groups
= Security Profiles /2 Log Forwarding
= Log Forwarding 5 Decryption Profile
= Schedules Schedules
Siide 18 paloalio
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Security Profiles = Objects used in Policies/Rules

= Profiles are defined as objects and used
granularly throughout the entire Policy

= Used in combination with other profiles
= |PS, Anti-Virus, Spyware, File Control,

etc...

= Targeted at Specific Users, Zones,
Address Groups, Regions -- Rules

= Variety of Actions available — Block/
Continue/... independent of Firewall
Allow / Deny

Slide 19

% Addresses
@ Address Groups
Q Regions
Applications
Application Groups
[ Application Filters
# Services
(38 Service Groups
%Tags
> @ GlobalProtect
@& Dynamic Block Lists
b [ Custom Objects

v (% Security Profiles
ja Antivirus
@ Anti-Spyware
[g Vulnerability Protection
[@ URL Filtering
File Blocking
& Data Filtering
[ 3 Dos Protection

_Ui Security Profile Groups
|—1—3 Log Forwarding
¢5' Decryption Profile
[E Schedules

paloalio

Profiles

URL Filtering Profile

Vulnerability Protection Profile

Block List
= Description
action | | Enabl W
1] | *& | (severity contains ‘criticar ) 1B )
Allow List
1P Address Packet.
Enable | Id Threat Name Rule Category Severity Action
a I CoiioD ‘ I I l o |
[C] 12652 Bot: Mariposa Command and simple-critical ~ spyware critical default (drop-  []
B Control all-packets)
[E] | 12653 Bot: BlackEnergy Command simple-critical | spyware critical defaut (alert)
i ] and Control | U
[E] 12654 Fake google.analytics.com. simple-critical = spyware critical default (alert) []
B mal
[E] | 12655 PDF with obfuscated Javascript simple-critical | spyware critical default (alert) | []
(] [E] 12656 Malicous Fake Wget User Agent simple-critical = spyware critical default (alert) []
=l | | ] | 12658 Bot: Koobface phone home simple-critical | spyware critical default (alert) | []
S| | F] 12659 Bot: Swizzor phone home simple-critical | spyware critical default (alert)  []
activity
[C] 12670 Bot: Gozi Phone phone activity simple-critical = spyware critical default (alert)  []
= =
| Show all signatures " lpage 1lof12| D DDI| 6 Displaying 1 - 30/ 337 threats (Selected 0)

Slide 20
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The Policy Visualized
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Control the sources of traffic
= Inbound Control
= Block traffic From Countries you do no Business with

= Use Geo or Region Objects; combined with the “Deny” action for all traffic
= Consider the “Negate” feature on the Source Objects

[Deny Geo Inbound  Malware_Contrd=] i Untrust

Source Destination
Name Tag Zone Address User HIP Profile Zone Address Application Service URL Category Action Profile
(X any any oMz any any any any ) none
Qe

2 Trust
Qe 28 Untrust
Qe
Qv

< Eliminates a broad swath of unnecessary traffic
«  Utilize Source Country Address filters
« The “Negate” feature combined with the “Deny” action
* Targeted Between Zones
* Untrust -> DMZ
¢ Untrust -> Untrust
¢ Untrust -> Trust
* Logging Enabled on rule

Slide 22 pa lO@!‘SO
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Control Outbound Destinations (User Traffic)

= QOutbound Control
= Block SSL and Web traffic To Countries you do no Business with

= Consider the “Negate” feature; select applications; and the “Deny” action

e —

Deny Geo Outbound | Malware_Control g3 Trust £ Untrust = 3 application-d... any
[ web-browsing
g 8
Qx
Qus

«  Controls Outbound user traffic to unnecessary destinations
e Utilize Destination Country Address filters
« Targeted Between Zones

e Trust-> Untrust
* Leverages App-ID

*  SSL & Web Browsing

¢ On their Default Ports
« Logging Enabled on rule

Side 23 palozlio

Eliminate Traffic from known Malicious sources

=  Block Known Malicious Sources

= Custom or Dynamic Block List source address; combined with the “Deny” action

JExternal Block - Known Malware_Control i Untrust 84 BadRussianHac... any 58 OMZ
£ Trst
23 Untrust

« Leverage existing list of known sources of attack
* Targeted Between Zones
* Untrust -> DMZ

Q Public Block Lists of Malicious IPs and URLs Q
*  Untrust -> Untrust e Ut ovember 2,212
* Untrust -> Trust Do e s o T o
. CED
.
Logg Ing E nabled On rUIe Malware Block Lists (Domains/URLs)
© O MalwareDomainList.com Hosts List and URLs
o BiMalware (domain.txt, BOOT file in MS format, zone file in Bind format)
‘oL hpHosts File and Domains: mantained by Malwarebytes Corp.
 Malware Patrol: provides block lsts in many different formats.
ol Zeus domain blocklist and URLs
Side 24 palozlio
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Control Legacy File Transfer Applications

= Leverage User Groups identifying IT and/or Authorized Users
= Zone and User Group(s) as sources; well defined applications; “Allow” action

= Inspect allowed traffic

e

File Transfer - Per User | Malware_Cont... |} Trust & pancademo\admini... | any 83 Untrust R application-d... any ¢ FIIPE B
& pancademo\domai.. [ ssh
& pancademo\networ. & the

& pancademolga - 2.
& pancademolsharep...
B pancademo\user -

» Regulate how approved File Transfer applications are used

¢ Limit what users can leverage File Transfers outbound

« Ensure that FTP (and SSH) are only used on their default ports

« Inspect allowed traffic with IPS, AntiVirus, File Blocking, and other content controls.
« Targeted Between Zones

e Trust -> Untrust FTP was a surprisingly evasive and effective malware vector
. - 95% of malware delivered via FTP were never detected by traditional
» Logging Enabled on rule AV (in a 30 day period).

-97% of malware sessions used non-standard ports..
2013 Modern Malware Review

Slide 25 Patve o

Safely Allow SOME social networking and behavior

= Zone and User Group(s) as sources; well defined applications; “Allow” action
= Inspect allowed traffic

= Block unwanted sub-applications

Facebook_SocialMedia  Malware_Control g Trust & pancademo\users | any 2R Untrust [ facebook R application-d... any © - Jre [0 It
[ twitter
Social Media - Risk C... Malware_Control g Trust any any any 2 Untrust any BB facebook-apps | 38 application-d...| any 5] none
53 facebookfile.
53 facebook-mail
53 twitter-posting

« Manage the use of social networking applications and their functions
«  Ensure that Social Networking only runs on its default port
« Inspect allowed traffic with IPS, AntiVirus, File Blocking, and other content controls.
+ DENY the “Facebook Apps” and other sub function for all users.
¢ Most common social networking threat and malware vector
« Targeted Between Zones

o 0,
. Trust-> Untrust Facebook-Apps accounts for 97% of all

threats within social networking traffic.

° Logglng Enabled on rule 2013 Application usage and Threat report
Slide 26 pa l'o --------
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Control Webmail file attachments

= Review and allow select webmail applications or use applications filters

= Prevent downloads of exe/PE/Bat/jar files for all or most users

Name Tag Zone. Address User. HIP Profile Zone. Address Application Service URL Category Action Profile
any any any any

[ ebrmaii - Fie Control  Malware_Control  peg Trust {28 Untrust aliwangang | 3 spplication-d... any ) I0IE
omail

hotmail

squirrelmail

yahoo-mail

« Allow the use of Webmail & Collaboration application cetegories, but...
» Deny the ability to move certain file types with these applications
« Inspect allowed traffic with IPS, AntiVirus, File Blocking, and other content controls.
* Targeted Between Zones
¢ Trust -> Untrust

. Webmail is a very common delivery vector for Malware
.

LOgglng Enabled on rule - Yahoo-Mail, AIM-Mail, Hotmail, Mail.ru are among the top 15 apps

that deliver malware

- SMTP, POP3, and other common mail apps make the list as well
2013 Modern Malware Review

Slide 27 pa l'o nnnnnn

Control File Movement — File Blocking Profile

= Define 1 or more File Blocking Profiles

= Use them selectively in the correct rules # 1 firewall wide file blocking policy

File Blocking Profile ®

Name _ Webmail_File_Policy
Description  File types that are allowed for download and upload for both Webmail and Websites
A | | [©l6)
| Names Applications File Types Direction Action |

[F] Webmail DnLd Block any PE download block
bat
exe
jar
torrent

[F] webmail Log any any both alert

File Blocking “Object” is targeted at a specific rule allowing specific traffic.
“Policy within a Policy”
Criteria: Application, File Type, Direction, Action

Slide 28 pa l'o ~~~~~~~~
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Control User File download behavior

= Use the File Blocking and Security Profiles leveraging multiple ‘match’ criteria
= Zone, User or Group, Application(s) and URL categories

I B I
Name Tog | zone Address. User HPPofle  Zone Address Applcation Service URL Category Adion | Profle
any

Unknown URL Protec...| Malware_Control | g Trust & pancademofinance | any g Untrust any web-browsing | any aduit ) FIIPE
&8 pancademo\market. unknown
8 poncademo\mobie
& pancademoluser - i...
& pancademolusers

File Blocking Profile

« Targets specific users and

their web browsing behavior T -

*  Prevents certain high risk file o GG
types from being delivered by [Imes Poplatons Rl Types Disction | Acton [
visiting certain web sites. | e ” = N

* Inspects all allowed traffic with 5
IPS, AV, Spyware, Malware URL Category | Acton

+  Combined with SSL ookt —

Decryption this can stop a -
common infection vector nudity
unknown
financial-services  no-decrypt
health-and-medi...
Slide 29 palo

URL Filtering Profile

= Define correct URL Filtering Profiles

= If required, use custom URL Categories or populate Block/Allow Lists

petione Action for Block
Expirati
B content ID allow *myspace.com  block voww.centralse... CH_URLS_Not-to-Log *  CH-PANDB-Wrong-Class * = CH-Untrusted-Sites *
* plaxo.com veww.centralse... abortion adult-and-pornography
[timeout.asp
*.newsoftspot... www.centralse... abused-drugs bot-nets
*.newsoftspot... 63.241.139.139 alcohol-and-tobacco cheating
*.babylon.com www.nhlottery... auctions confirmed-spam-sources
* clubbing.com voww.nhlottery. business-and-economy  dating
www.arcadew. 65.55.177.205 computer- games
and-internet-info

more... more... more... more...

«  Utilize Categorical selections to block access to unwanted or prohibited web destinations
* Logging enabled for allowed and blocked sites
»  User information captured for all browsing activity.

Slide 30 pa l'o
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Control Web Browsing Behavior

= Use URL and Content Filtering Profiles to control Internet access

= Use correct Zone, User or Group, Application(s) objects

Source Destination

Name Tag Zone Address User HIP Profile: Zone Address Application Service Action Profile

General Web inbound P trust any 8 pansgdemol... any 2 untrust any web-browsing | anY ] FIIS
8 pansgdemolg ssl

File Blocking Profile

« Targets specific users and
their web browsing behavior - -

«  Prevents certain high risk file o 56
types from being delivered by L 2 E
visiting certain web sites.

* Inspects all allowed traffic with or
IPS, AV, Spyware, Malware URLCategory | Action
+  Combined with SSL E"“‘" e
Decryption this can stop a N
common infection vector nudity

unknown
financial-services | no-decrypt
health-and-medi...

side 31 paloalio

Control high risk / prohibited applications

= |n case some flexible Internet Application use is allowed; reduce the risk

= Block high risk application categories, using Application Filters

Jrioh Risk Applications | Malware_Control g Trust £ Untrust [ Gaming R application-d... any
[ Proxies

bittorrent

hamachi

tor

ultrasurf

« Deny the use of applications that are prohibited by internet usage policy

« Targeted Between Zones o o on © 2585
g e,
e Trust-> Untrust ook Goagle

GO“‘CEBSSW ~ S PANDORA
«  Logging Enabled on rule Crpnae A Prtered
";: hul uii @tu
]ustlluvg*' Dailymetion &
VZ H Fesncet u
Vllllmem Lmked flgkr
0 Haneame
NAVER, Gou leApps-mm
m% BitTortent”
#mozy flidy docstbc @lee
side 32 paloglio

11/19/13

16



11/19/13

If a file passes the previous controls — WILDFIRE!

= Use a WildFire enabled File Blocking Profile when File Downloads are allowed
= Review logs and keep on tuning your policy

= Benefit from the WildFire research; enhancing all layers of Threat Prevention

File Blocking Profile

Name Internet_File_Policy_Def
Description | Profile to perform Wildfire threat forwards and log file names of user downloads.

2y 26
|n-n- Applications File Types Direction Action |
[ wildfire any PE download forward Exfiltration
dil of sensitive data
Command
e
and control =
[C] Internet_Allow_Log = any any both alert «S’rl
Download
of additional % . F“
malware o2 7y
WildFire Cloud
Observes and detects 100+
malicious behaviors to identify malware
Slide 33 pa l'o NNNNNNNN

The Results of Wildfire

= Expanding the KNOWN threats — near real time
= New Unique Malware Signatures — in less than 1 hour
= DNS Signatures — DNS lookups for host names associated with Malware
= Malware URL's — Constantly added to the URL Filtering Database
= Command & Control (C&C) signatures — added to the Spyware database

= Important Security Intelligence — to help refine policy
= High Risk Applications — which applications communicate Malware?
* High Risk Users — Which users have behavior that exposes them?
= Sources of Malware — IP Addresses, URL'’s, Geographic Regions

= Destinations of Malware — where do infected hosts communicate to?

Slide 34 pa l'o
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