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Hackers Exploiting Same Old Vulnerabillities
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VULNERABILITIES WERE
RFI
COMPROMISED MORE THAN
A YEAR AFTER THE CVE ABUSE OF FUNCTIONALITY
WAS PUBLISHED.” BRUTE FORCE
XSS
PATH TRAVERSAL

Source: Verizon 2015 Data Breach Investigation Report
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of security events ﬁebsite traffic
from known bad actors IS Thon-human

Source: Imperva




What is the vulnerability
management life cycle
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Automated

Intelligent Risk Detection
Discovery Verify and prioritize
Identify business vulnerabiities based on

exploitability and overall
risk score

critical assets and
vulnerabilities

Testing &
Validation

Identify gaps in
secunty controls

[ ]
Actionable ¢,
Reporting
Actionable reporting ®

management and
operations

Remediation
& Mitigation

Priortize efforts based
on acceptable risk

Integration &

i Data Export to
Virtual 3rd Party Systems
Patches (SIEM, GRC, IPS, WAF,

NGFW, etc.)



... & about the mitigation...
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Defenses Required to Protect Web Applications

Fraud Connectors Business Logic
Attacks
Account Takeover Protection

IP GGenlnecatinn

Accuracy

Technical

Attack Signatures Vulnerabilities
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SecureSphere Correlation Engine

SecureSphere Correlation Engine

Accuracy
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SecureSphere Correlation Engine

SecureSphere Correlation Engine

Cross site scripting attack

Data Le
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Superior Protection Versus Next-Generation Firewalls

NEXT
GENERATION
FIREWALLS

BLOCK
<40%

POWASP
TOP TEN
THREATS

Unvalidated Redirects
and Forwards -
Injection
Using Components
with Known N | Broken Authentication
Vulnerabilities ya ™ iy SN and Session Management
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Request Mj_%

Forgery
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Cross-Site
Scripting
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Missing Function e = ™ Insecure Direct
Object Ref
Level Access “hp;\ _ A{ﬁ‘ M,,/‘ﬁ‘f‘ ject References
Control
Sensitive Security
Data Exposure Misconfiguration

OWASP Top 10 (for 2013)

WEB
APPLICATION
FIREWALLS

BLOCK
100%

2isOWASP

TOP TEN
THREATS

Unvalidated Redirects
and Forwards N
) Injection
Using Components
with Known B Broken Authentication
Vulnerabilities P D 4 and Session Management
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Cross-Site

I Scripting

Missing Function P < o Insecure Direct
Level Access %%\ i h]\\ e o Object References
Control ‘

Sensitive Security

Data Exposure Misconfiguration
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Superior Protection Versus Next-Generation Firewalls

NEXT BLOCK WEB BLOCK
GENERATION | <«40% APPLICATION | 100%
FIREWALLS TOP TEN FIREWALLS AT

40% Is theoretical
Far less for real-world attacks

OWASP Top 10 (for 2013)
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Industrialized Hacking
glves hackers extreme leverage




ThreatRadar Subscriptions

- ThreatRadar Reputation
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Eliminate the “noise” from k

MPERW

More Focused, More Productive Team

ECURESPHERE E

BREpaHS] Monitor [iHl

nown bad, and prioritize on truly worrisome
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@ Geographic Alert Map

| Alert Description

Parameter Type Violation in sso.mperva ping
Distributed IOVATION Login review level
Distributed Parameter Value Length Violation on helpdesk.imperva.comiagententry parameter charset

Distributed Unknown Parameter on helpdesk.imperva. y parameter P

Multiple Post Request - Missing Content Type: ‘none*

Distributed IOVATION Login review on POST

Distributed Parameter Value Length Violation on Ky hp parameter data[wp-check-locked-posts]i]

Untraceable SSL Sessions: Unsupported Cipher
Multiple Untraceable SSL Sessions from 192.168.25.32 (Unknown SSL Session)
Distributed Unknown Parameter on adfs.imperva.com/adfs/is/ parameter ae
Distributed Double URL Encoding

WEB-IS cmd.exe access

Access to: lcmd.exe

Parameter Value Length Violation input_11 in kyfe loud-d free-i
Parameter Type Violation input_14 in Kyfe Joud-di P
Unknown Parameter input_13 in Kyt cloud-di 1

Multiple Unauthorized URL Access from 31.168.142.217
Distributed Parameter Type Violation on helpdesk.imperva.comireportsessions parameter accountiD
Parameter Value Length Violation pid in wvw.imperva.comAig/igw.asp
Distributed Unauthorized URL Access on www.skyfence.com/autodiscover/autodiscover.xmi
Distributed SOAP Element Value Type Violation on /adfs/services/trust/2005/usernamemixed
URL Access to 416859.mylanked.com/paymentipay.cgi
Unauthorized URL Access to www.imperva.com/webapp-gadigadservice/backfeed
_imperva www http methods
Unauthorized Method OPTIONS for www.imperva.com/partnersigetresellersiist
Distributed Parameter Type Violation on adfs.imperva.com/adfs/is/authiintegrated/ parameter wctx
Untraceable SSL Sessions: Unsupported Cipher
Parameter Type Violation wreply in adfs.imperva.com/adfs/is/
Untraceable SSL Sessions: Unknown SSL Session
Untraceable SSL Sessions: Unsupported Cipher
Untraceable SSL Sessions: Unsupported Cipher
Untraceable SSL Sessions: Unsupported Cipher
Parameter Type Violation Email in www.imperva.com/loginicustomerregister
Distributed Double URL Encoding
Untraceable SSL Sessions: Unsupported Cipher
Distributed _imperva www Partner Account Spammers
Unknown Parameter nd in ft; - 3
Parameter Type Violation password in ftp-us.imperva.com/eftclientiaccountiiogin.htm
Unknown Parameter json&_search in ftp-us.imperva.com/genwworth logs/
Unauthorized URL Access to www.imperva.comwp-login.php

\

‘.
Filter

Before

IMPERWA
ECURESPHERE ooy ; [ Wonitor [
Dashboarc

Alerts (filtered) %04
144 Page| 1 of1» )

No - > ¥ | Updated v® -
El Last Hour

4396106 il 594  Parameter Type Violation in ss0.imperva ping

4296305 [ ] 69 Distributed IOVATION Login review level

4396054 2975 Distributed Parameter Value Length Violation on helpdesk.imperva.com/agententry parameter charset

4396056 '] 2974  Distributed Unknown Parameter on helpde sk parameter P

4396055 '} 3178 Multiple Post Request - Missing Content Type: ‘none’

B Today

4396226 | 146 Distributed IOVATION Login review on POST

4396324 J 119 Distributed Parameter Value Length Violation on www.skyfence.com/wp-admin/admin-sjax.php parameter data[wp-check-locked-posts][}
4391003 m 2236 Untraceable SSL Sessions: Unsupported Cipher

4396223 @ 291 Multiple Untraceable SSL Sessions from 192.168.25.32 (Unknown SSL Session)

4396227 d 25 Distributed Unknown Parameter on adfs.imperva.com/adfsiis/ parameter ae

4396275 J 427  Distributed Double URL Encoding

wwss o |l 1 WEBNIScmd.exe sccess

avees © Ml 1 Access to: femd.exe

4396408 3 Parameter Value Length Violation input_11 in kyf loud-d y-fre

4396407 '] 3 Parameter Type Violation input_14 in Kyfe di y-f

4396409 '} 3 Unknown Parameter input_13 in www.skyfence. d-di f

After
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More Focused, More Productive Team

SecureSphere Correlation Engine

Adds context to correlation

IMPERVA



Reduce Infrastructure Costs

10-50%

OF WEBSITE TRAFFIC FROM
KNOWN BAD ACTORS
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Reduce Infrastructure Costs

More efficient WAF

Fewer logs entries

Less disc needed
Fewer events to SIEM
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Reduce Infrastructure Costs

Keep forms safe
Gain backend efficiencies
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ThreatRadar Subscriptions
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Majority of Website traffic from Bots

Bot Traffic Report 2013

Bot visits are up by 21% to 61.5% of all website traffic

. . / fﬁ D- .l .
* Bots generate >609% of website traffic Bot/Human Traffic Distribution

31%@‘5‘1’3
- Half of this Is malicious .

- Bots are getting harder to distinguish 4.5% b

v 75%

20.5% o

Other Impersonators

IMPERVA



ldentifying Bg

CAPTCHA: Further confidence it is a human

Inspect Client

« CAPTCHA insertion options
o Login event l
o Activity-based (controlled availability) ‘ ] 'ﬂ‘ﬂ L

* Regular Web Custom Policy enforcement TR
IP | Headers | User Agent

Known good bot
Known bad bot
Whitelisted bot

| IMPERVA




Apply SecureSphere Policy Based Upon Classification

IP | Headers | User Agent

Policy name: Block Bad Bots ]S
I Match Criteria ” Apply To ” Advanced

Policy Configuration: Client Type [ThreatRadar Bot Protection] is [Bad Bot]  Full Description

Action: Block ¥ Severity hedium ¥

Folliowed Action: r Enabled: L

Alert Name: Custom \folaticn

Match Criteria

Known good bot
Known bad bot
Whitelisted bot

El 4 Client Type [ThreatRadar Bot Protection]

Operation: At least one ¥
Client Types: ﬂ

Crucial Bot Bad Bot

=
White Listed Bot -
zeneral Bot b
FTUTTIATT
Human
General Bot
General Bot
Unknown

IMPERVA



ThreatRadar Subscriptions

ThreatRadar Account Takeover Protection

IMPERVA



USE OF STOLEN CREDS 50.7%

USE OF BACKDOORORC2

50
RFI
ABUSE OF FUNCTIONALITY

BRUTE FORCE

Of successful web attacks
Involve stolen credentials

X55

PATH TRAYERSAL

FORCED BROWSIMG

05 COMMAMNDING ) .
L% Source: Verizon 2015 DBIR
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Anatomy of Account Takeover Attack

HARVEST CREDENTIALS TEST CREDENTIALS GAIN ACCESS STEAL ASSETS
oo ﬂ
g
SIGN IN k

stolen E _oo Banking
credentialsC—= Financial
Medical
Records

Control
Server

o Intellectual
coN Property

MITB/
Phishin

Hacker Botnet Web Servers Assets

| IMPERVA



Detecting Account Takeover
Using Device Intelligence -[ N J
| identification

[ evasion J[ reputation J

[ association J

@ Device Risk Score = Low/Medium/High

IMPERVA

@ WAF MITIGATION RULES:

Low-Risk (AUDIT) = Device (w/ prior fraud) attempts to login

Device Profiling

E Device Risk Evaluation
Returns device
risk score

H WAF Mitigation Rules

Correlates device
@ Risk-score with
other TR services

To audit/alert/block

Med-Risk (ALERT) = Device (w/ prior fraud) + Device (associated multiple accounts)

High-Risk (BLOCK) = Device (w/ prior fraud) + Device (associated w/ multiple accounts) + (TR known bot client)

IMPERVA



Globally Crowd-sourc,ed

/ 7 ! \‘ | "', 1
r . \ I\ | - .
4 A s AR
L

Anonymous Proxy e——/ .., —> Registration BOTS

The Power of Community

>7500 of attacks come from same sources

> Scanner IPs

> Scraping BOTS

IMPERVA



99 little bugs in the code.
" 99 little bugs in the code.
Take one down, patch it around.

(2" 127 little bugs in the code...

IMPERVA



Rapion LDI\ J

appspider —

APPLICATION ASSESSMENT
FOR THE MODERN WORLD




Know Your Weak Points
* Web Evolving Rapidly Web 1.0 5 - = = g

Froducer Consumer

A
Vulnerability responses are not consistent

- Custom error pages can lead to false positives
5 n
c/p
&

Requires advanced heuristics
- Suppress false positives

i
1]
|

- Avoid false negatives Web 2.0
- Difficult balance, made easier with better logic
False Positive Costs \

- Time to investigate c/
- Reputational impact to security team/MSSP

False Negative Costs

- Still exposed J — \ 3 I

a8
- Fewer findings reduces perception of value L \ “
me xS

Semantic %

Web

RAPIDF ~ a7




Know Your Weak Points
* Dependence on Training: Failed Option

A
« Auditors rarely know the application very well

- Auditors have limited amount of time to spend training the scanners to each application
« Auditors time better spent on attacks only humans can do

- Dependence on Auditors to be able to train the scanner to every area of the application is a failed
assumption

RAPID})



appspider

Application Assessment for the Modern World

= [
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Know Your Weak Points
* The changing landscape

W/ SOAP
F/ashf?e”"” g ¥ 5 JQu eryFaS’“

AJAX bbbbb Web sene %soN

AMF/

F
« Scanner paradigm shift
- No longer just “HTML based” applications

- Today’s applications are dynamic & complex
= Rich clients — AJAX/Flash/Flex/Silverlight
= Mobile clients - Communicate over HTTP to backend

services
* Requires a paradigm shift in scanning
technologies
- Must handle Web 2.0, Mobile, and Web Services
- Must evolve to test new formats and structures

- JSON, REST, AMF, GWT-RPC, SOAP, XML-RPC,
etc...

XSD

Web Services 5, verlight

Fl h :I JQuery
JSONSOAPOuerYCSRFfO ens Js%\flﬂ

4
CSRF okens AAX KEe [Ze;;"l/cisso
Flash XSD F ashﬁeqogglinggcar

RAPID})



Know Your Weak Points
* The Widening Coverage Gap

Web 3.0 & Mobile

(JSON, REST,
AMF, SOAP)
Web 2.0 -
(IR o AppSpider
EED covers more
JavaScript Ll application
& technologies
Application 2 than any
Frameworks 8
S other WAS.
LUl
CGl

Static
Pages

RAPID})



<<

- How long does it take for website vulnerabilities to get fixed

(Window of Exposure).

RAPID})

Improve Your Position
« Security Statistics Report Winter 2011

ndusy [ Jombonet, | 5. | Remedaton |5 e,
Overall 230 1652 53% 40%
Banking 30 54 71% 41%
Education 80 144 40% 36%
Financial Services 266 1935 41% 40%
Healthcare 33 87 48% 40%
Insurance 80 204 46% 37%
IT 111 313 50% 40%
Manufacturing 35 111 47% 40%
Retail 404 2275 66% 36%
Social Networking 71 116 47% 34%
Telecommunications 215 437 63% 40%

From: Whitehat’s 2012 Report




Improve Your Position
v—"J - Automate WAF/IPS Virtual Patching

L
Effective custom virtual patch Ineffective virtual patch
WAF knowledge + App knowledge Turn on default WAF rule

“[AppSpider’s]
generated rules are
at least 39% more
effective than the
WAF/IPS default
rules.”
Application Security
Consultant Larry
Suto.

appspider competition
RAPID



Improve Your Position
e Defensive Workflow

4 )

Import AppSpider discovered
vulnerabilities into AppSpider Defend

.
—
bs

Select vulns to protect against

I'

.

-~

Generate filters & upload them into
WAR\IPS

.
—
-

Run AppSpider Defend QuickScan to

RA F’DD verify effectiveness

¢

\ S
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Summary
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Improve Your Position
* Integration between R7 & Imperva SecureSphere WAF

<4<

A
* Generates rules/filters for Web Application Firewall (WAF)

« Improve effectiveness of Web Apps security tools
- Rapid remediation of web vulnerability without modifying source code
- Avoids tedious manual filter creation
- Creates pinpoint specific rules/filters for your application

* Input from AppSpider saves time and effort
- Rapid rule generation & easy installation
- Security teams can handle installation
- Gives developers time to update the code for the proper solution
- Fast path to PCI compliance

RAPID})



Q&A ?

bartosz.krynski@clico.pl
+48 663 921 549
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