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How easy Data Loss Prevention can be



Data types a common organization will have 

•Confidential 
D t

•Customer 
D tData Data

•Regulated •Financial g
Data Data



How can I protect my valuable data ?

•Custome
r Service

•Contractor•R & D

•Your •Geography

•Understanding Your Data
Contractor

s

•Sales•Legal

Business
•Private 

Data
•Corporate 

Data
•Industry

•Finance•Biz. Dev.

•Regulations
•HR•IT

•Private Data          
C t D t

•Marketing

•Accounting

•Accounting

Corporate Data g



PreciseID: The Need for Accuracy –
management overhead ?

•4,500
captures •With 90,000 

messages per day…

•2 700
•Small 

percentages 
k bi•2,700 

captures

•900

make a big 
difference

900
captures •450

captures

•0.5
%

•1.0
%

•3.0
%

•5.0
%



Websense Detection Techniques –
Accuracy is crucial 

•Most Accurate

•Precise ID™

•Fingerprint

•Websense User Service
> real-time user I.D.

•Websense Web Intelligence
> real-time destination awareness

Fil M t hi

•Precise ID™ NLP

•Fingerprint

•Regular Expressions

•File Matching

•Categories / Dictionaries
•Least Accurate

•Application Control



Common Objections

•I don’t know what data I need to protect
•I don’t know where my valuable data is
•I need to do data classification first
•I am blocking all USB devices
•I am going to use full disk encryption
•I have mail encryption already
•What if user uses Steganography•What if user uses Steganography
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File Fingerprint
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DATABASE Fingerprint
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Websense Essential Information Protection
The power of integration 



Websense Data Security Suite
Comprehensive Data Loss Prevention



Data Security leverage other security 
technologies and Enables Business

•Device

•Can data be copied 
to this device

•Can data be 
uploaded to this site 

Device 
Control •Device 

Control
•URL 

•Filtering

••Can a specific user

g

•Data 
Loss 

Preventi

Websense 
Data Loss 
Prevention

•Can a specific user 
access this data •Is my data secured 

in the event it is lost

•Device 

on •Encrypti
on

•Rights 
Manage

ment •Encryption
•Digital 

Vault/ DRM

Control
ment



Context VS. Content

D tP l P

•Who are your

•Data

•What type of data •What communication
h l i ?

•People •Process

•users?

•Who are the
d t t k h ld ?

•do you have?

•Where is your

channels are in use?

•What are your data
security policies?data stakeholders?

•Who should/not
use your data?

•data located?

•What is the value
of your data?

security policies?

•What are good/bad
data processes?use your data? of your data? data processes?



Business Intelligent Controls
Data in Use/Motion

Who What Where How Action
Human Resources

Customer Service

Source Code

Business Plans

P ti t I f ti

Benefits Provider

Personal Web Storage

B i P

File Transfer

I M i

Web

Audit

Block

Finance

Accounting

Marketing

M&A Plans

Employee Salary

Patient Information

Blog

Customer

Business Partner Instant Messaging

Peer-to-Peer

Email

Notify

Remove

Encrypt

Legal

Sales

Technical Support

Financial Statements

Customer Records

Technical Documentation

Removable Media

Spyware Site

Competitor

Print Quarantine

File Access

Print Screen

Confirm

Engineering Competitive Information Analyst Copy/Paste



Incident details 
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Business Intelligent Controls
Data at Rest

Who What Where How Action
Human Resources

Customer Service

Source Code

Business Plans

P ti t I f ti

Desktop

Laptop

Fil S

Word

P P i

Excel

Audit

Block

Finance

Accounting

Marketing

M&A Plans

Employee Information

Patient Information

Database

Document Mgmt. System

File Server PowerPoint

Database

PDF

Notify

Remove

Encrypt

Legal

Sales

Technical Support

Financial Statements

Customer Records

Technical Documentation

Personal Storage Device

Email Repository PST File Quarantine

ConfirmExcel

Engineering Competitive Information



Discovery incident details
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Unified Management and Reporting – Use 
DSS as part of your business process

•Administrator Rights

•Data at Rest

•Full access privileges, 
including configuration, 
administration, settings, 
incident management, and 
reporting.

•Administrator

Data in Use

•File Servers
•Databases

•Desktops
•Laptops •Incident Mgr. Rights

•Access to incident 
t d ti

•Incident Manager

•Data in Use
•USB

•CD/DVD
•Copy/Paste
•Application

•Print

•Management & 
Reporting

management and reporting, 
as well as trend analysis.

•Data in Motion
•Email
•Web

•Network Print
•FTP

•Instant Message

•Auditor Rights

•View only permissions to 
policies applied and specific 
incident types (e.g., PCI 
incidents), with no access 

•Auditor
•P2P

•Custom Channels
to view forensic details.



Application Awareness and Control

Pre-classified and categorized applications
Data and user policy controls for individual or categorized 

li tiapplications

Automated vs. Manual Policy Application

Websense has pre-categorized 
applications

Use Case Example: Apply Content PoliciesUse Case Example: Apply Content Policies 
for AOL, but Block ALL other IM



Websense = Superior Value

Vendor Consolidation
– Web Security Email Security and Data Loss Prevention, all from Websense

Hardware Consolidation
– Integrated components and flexible architecture
– Support for virtualization

Built-in Proxy
– Websense can inspect HTTP/S traffic without a third party solution.
– Others may require the purchase of another proxy at each site for HTTP/S traffic analysis.  

Integration will not provide destination awareness and control.

Long Term Fit
– Websense supports open integrations and co-existence
– Websense is highly scalable and distributable – will grow with your business

Consolidated Platform
– Network and Endpoint Data Loss Prevention
– Data Loss Prevention and Web Security
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Customers Who Trust Websense
Global Coverage and Support

• Over 50,000 customers worldwide

• Over 41 million subscription seats

• 5,000 value-added resellers

• Award-winning global support and servicesp

GovernmentHealthcare – Insurance Financial Services

Technology Telecommunications Transportation - Energygy p gy

Manufacturing MediaRetail



Q&A
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