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How easy Data Loss Prevention can be

web security | data security | messaging security



Data types a common organization will have

Customer
Data
Regulated \] | Financial
Data | Data
websense




How can | protect my valuable data ?

Understanding Your Data

*Geography

Business

*Private *Corporate
Data

sIndustry
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.Regul

Private Data
Corporate Data
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PreciselD: The Need for Accuracy —
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Websense Detection Techniques —

Most Accurate

B Precise ID™

*Fingerprint

Websense User Service  -Precise ID™ NLP . Websense Web Intelligence
> real-time user I.D. > real-time destination awareness

*File I\/IatChing : ) o nl[ http:.’.fg:naii.mm

http:iimyspace.com

http:liblogger.com

*Regular Expressions

«Categories / Dictionaries

Least Accurate -

Application Control
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Common Objections

| don’t know what data | need to protect
| don’t know where my valuable data is
| need to do data classification first

| am blocking all USB devices

| am going to use full disk encryption

| have mail encryption already

What if user uses Steganography




File Fingerprint
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DATABASE Fingerprint
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ACCOUNT DRIVERS
-1 | FIRST LAST NUMBER PASSWORD LICENSE
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12 WIRGINA  CAMACHD 48554235&88851[] JHYkeHERSs ADDOEN 72
13 JOHM THOMPSOMN  45015234268869320 kv GGusOfF E005B0064
14 FETER CLAREK AB0R1 21971967830 ucaTOWOLHY  BO0296024
15 O5CAR FERGUSON  4029460039535530  uBEckPdYim ANNBOR7RY
16 BESSIE  HOLZHAUER 4270953499061360  scpéwsjgU E0026559
17 JAMESD CARRINGTOMN 4876341172742800  fiFe ypyhe BO020Z312
18 ERIK ALEXANDER  4864185642084010  SUQPawWKICL)  BO0313732
19 CATHERIME ‘WISCH 4522434791230970  JGel«dJMCE  BOOR7R0GR7
20 HO07 45588
21 BO0B16053
22 AD0391715
23 CO0513836
24 FO0599458
25 HONREE5ER
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20 ANNA GARNER 4721433709799330  EhPOMZsGE< HOO07E1736
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EMAIL_ADDRESS

pashal_f3586824@homestead.com
leisure_1100713(@hatmail.com
hintz_GE82080(2homestead.com
purvis_1446362hotmail. com
williams_8414781 (@homestead.com

cahill_1162450&who.arg
tokar_3650942@who.arg

smith_491 3965(Bhomestead.com
hansen_3424180(@yahon.com
_1162318(@ebhay.com
camacho_121975@hatmail.com
thompson_1266229(@yvahon.com
clark_B388088@homestead.com
ferguson_3125936(@ebay. com

nichols

holzhauer_486822&who.org

carington_1408617@msn.com
alexander_B064120(who.org
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hgh_ﬁ?_ﬂﬂlﬂw@acme.cum
garner_7564867(@hotmail.com

POSTAL CODE
53345-3820
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05140-65486
13610-7346
41248-3447
BE451-1746



Websense Essential Information Protection

The power of integration

Data Security

i
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Websense Data Security Suite

Comprehensive Data Loss Prevention

Guarantine g
| —
- ‘-




Data Security leverage other security
- technologies and Enables Business

-

«Can data be ° = ?

+Can data be copiedg

uploaded to this site e —

*URL *Device

. Control
*Filtering

[ ]
*Can a specific user ?

access this data @ { Websense *ls my data secured 7
Data Loss in the event it is lost® g
Prevention

Digital _
Vault/ DRM *Encryption
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Context VS. Content

*People ﬁ'«

*Who are your *What type of data
susers? «do you have?

*Who are the *Where is your
data stakeholders? edata located?

*\Who should/not *\What is the value
use your data? of your data?

we m“
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\What communication
channels are in use?

*What are your data
security policies?

*What are good/bad
data processes?




Business Intelligent Controls
Data in Use/Motion

Human Resources Source Code Benefits Provider File Transfer Audit

Customer Service Business Plans Personal Web Storage Web Block

Marketing Patient Information Busi- Instant Messaging Notify

Fina- M&A Plans Blog Peer-to-Peer Remove
Accounting Employee Salary Customer Em- Encrypt

Sales Fin- Spyware Site Quarantine

Legal Customer Records Removable Media File AcCEeE Confirm

Technical Support Technical Documentation Competitor Print Screen

Engineering Competitive Information Analyst Copy/Paste

weksense
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INncident detalls

e e e e o iR W A

_ ‘ Network & Endpoint ] @
| |
. E—=? #2 Assign.. [ Release.. 1 Mare Actions 71 TFlIEer v1 ‘o Favorites - | E g| '@ | - @.
Incident Management Filter: IF\II Incidents LI ?:! i 6 Mumber of Filtered Incidents: 266 Find ID: | Clear
=R ERI0T
[ ]|ID [-]| Date & Time [+ Source [~]| Policy Categories [~| Channel [-] Destination [-]|Urgency (-] Action [+] Max Matches [~]| 0l Total Size [~ ;I%
[ ] 13781 14 Apr, 2009, 07:49:48 PM | 10,150,16.11 Credit Cards; PCT; 5., @ ICAP 72.14.247.53 = Moderate  Blocked, Motified, &... 16 U 3KE
'-W" B 135 1a apr, 2009, 0747535 B 10, 150.16.11 Credit Ca-rds; Pl [ (w1 Ag.24 7,83 = Moderate Blacked, Motified, A... TTUE3E F
g []| 13502 |07 Apr. 2009, 04:19:51 PM | 10.150.16.11 Credit Cards; PCI; 5... | @ ICAP 205.175.152.58 “Maderate | Blocked, Matified, A... 30| W 10K |
- - D 13229 | 26 Mar. 2009, 05:39:18 &M | 10.150.16.11 Credit Cards; PCI @ ICAP 74.125.45.19 “Moderate  Blocked, Matified, A... 1 Wi09E [:
Configuration [[]] 13220 26 Mar, 2009, 05:37:51 AM | 10.150,16.11 Credit Cards; PCI @ 1cap 74.125.43.19 “iModerate | Elocked, Motified, A... 1 We3E P
D 13211 | 26 Mar, 2009, 05:35:01 &M | 10.150.16.11 Credit Cards; PCI @ 1Cap 74.125.43.19 “iModerate | Blocked, Motified, &... 1| 0578
= = [ ra Famd e A lan Ao 1s 4 ik Y ] & n A Ao do 4 e . Filemlimd Alekifiedd PR TREE
Administration 1] | L4
Options '
_ Properties  Forensics % History [ME m:13ve1 [
Details: ICAP http:{mail.google. comimailf ui=2&ik=544109603c Rat=Rview=upiact=sm&jsid=gsgvubsisjoat. ., A action: Blocked, Notified, Audited | |Z[
. . pssioned fo; Unazsigned
Source:
150,16, nts by |
@) 10.150,16,11 Incidents by this Source :i ey g
Destination: ﬁ ?2.14.24?.8[ Category: General Email r\I :Iw Protocol; & e
i -2 e ‘& Incident Tag: Nf&
_Uqugggy_E_q[[gpg_ P ST pr e R, 2 e g e 14 Aor 2000 _F.40.40 DR
S144 s e 1108, 5370 sy e 3020, 5299 oo )y 1938, 4916 e wxwx 8111 E =° ource Details
Social Security Mumbers;/55N: delimited Social Sec... (PreciseID Patterns) 15 Matches Full Marne: Cioe, John
440-43-3135, 300-62-3266, 514-14-5905, 4,..5, 690-05-5315, 421-37-1396, £46-44-9061 Username: jdoe
Social Security Numbers,;/S5N: Wide (1.3) (FreciselD Patterns) 15 Makches Ernail: jdoe@demno,websense.com
£90-05-5315, 660-03-6360, 322-84-2281, 2...2, 421-37-1396, 300-62-3266, 559-81-1301 1P Address: 10.150.16.11
2) Social Security Numbers/SSN: Wide - ICAP & Lotus ... (PreciseID Patterns) 15 Matches Title: Product Marketing Manager
044-34-6954, 559-81-1301, 421-37-1396, 3...2, 322-84-2281, 660-03-8360, 690-05-5315 Manager: Madaff, Bernard
- = @ Social Security Murmbers,/US SSN {NLP Policy) (PreciseID Patterns) 14 Matches Fhone Mumber: +1 301 9292333
vt ST 459-36-8350, 300-62-3266, 322-84-2281, 6...0, 514-14-8905, 044-34-6954, 559-31-1301 - ks, :
ER.Superuser
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Business Intelllgent Controls
Data at Rest

Human Resources
Customer Service
Marketing

Fina

Accounting

SEIES

Legal

Technical Support

Engineering

weksense
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Source Code

Business Plans

Patient Information

M&A Plans

Employee Information
Customer Records
Technical Documentation

Competitive Information

b

Desktop

Laptop

Database

Document Mgmt. System

Email Repository

Personal Storage Device

Word

Excel
PowerPoint
Database

PST File

Excel

Audit

Block

Notify

Remove

Encrypt

Quarantine

Confirm




Discovery incident details

N7
ErEE T

Discovery Overview = Discovery Incident Management

‘ B K- el Assign.. | Maore Ackions - | ?Filter - | wr Faviorites -

Filter: |DeFault Filker ;I ?!3 RS 6 Mumber of Filtered Incidents: 3 Find ID: | Clear
Properties  {  History [AE 10: 13722 [¥]M]
File Namdﬁw | Local Date Detected: 14 Apr. 2009, 05:11:46 PM GMT-0400 E|
" analvzed by: Endpoint Server DEMO-D33,demo, webser
jﬁ!iﬂn.[:d.ﬂnli;ies | fAction: Audited
Credit Card Numbers for Discovery,/CCN - Default {Discovery) {1.2) (Precisell Patterns) 30 Matches| | ‘= |Assigned to: Unassigned
SE70 xxxx xx D516, 5370 xxxx xxxx 3020,., 783, 4916 xxxx xxxx 6147, 3020xxxxxx48358 g Channel: o Endpaint Discovery
2 sensitive and Private information for Discovery /Sensitive Private: US Credit C... (PreciseID Patterns) 30 Matches| | & TACOETT Ta0: ™A 1
L 5270 000 oo 5516, 5370 oo oo 3020, 783, 4916 oo oo 6147, 3020000004838 E Discoyery Task: TN
{File Permissions
LCZAL_SYSTEM [RW]
BUILTIN_IJSERS [RWw]
ELILTIMN_ADMIMISTRATORS [RwW]
B\
ile Details ™
File Size: 176 KB
Date Created: 07 Apr. 2009, 09:15:54 PM GMT-0400
Date Modified: 07 Apr. 2009, 09:15:55 PM GMT-0400
Date Accessed; 07 Apr. 2009, 09:15:55 PM GMT-0400
ile Cwiner: DEMOY ID0e
Hostname: demo-xp.demo. websense,com
IF Address: 10.150.16,11 %
Endpoint Details ]
H (nlnl
ther h
Run &s ser: DEMO,JDoe
Checksum: 050341 17935354654035
File Cvaner Mame: DEMOY 1D0e L
ile Owaner SI0: 3-1-5-21-2301113347-732623881-. ) ™ |
LT | i
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Unified Management and Reporting — Use
DSS as part of your business process

eAdministrator Rights]

Full access privileges,
including configuration,
administration, settings,

incident management, and
Data at Rest reporting.

Administrator

«Data in Use

sIncident Mgr. Rights]

*Access to incident
management and reporting,
as well as trend analysis.

Management &
Reporting

Incident Manager

Q «Data in Motion *Auditor nghts .l

*View only permissions to
policies applied and specific

incident types (e.g., PCI
incidents), with no access
to view forensic detalils.

. T Auditor

weksense
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Application Awareness and Control

“ Pre-classified and categorized applications
* Data and user policy controls for individual or categorized

applications

Applications > Edit Application

Define a new application, select an existing one or select a group of applications from the lisk:
— Application Selection

@ Single Application
Application Name: I\’ahoo Messenger Select Application
Executable Name: I\"nHOOM

" application Group |--- Select Group --- vl

—
— Operation Selection M
Apply the following settings: ]
S Print [Black Operation ~] © anywhere
[y cutjcopy IAIIow Operation hd I € When connected to corporate n
2] Paste ]Apply Content Policies vl € When NOT connected to carporate network
#) File Access ]Apply Content Policies vi
[ Screen Capture ]Aﬂuw Operation v[

Applications

Enabled

‘Operations can be imited per application.

Add and specify aperati

L] 5 notepad (NOTEPAD) Aways g © & o o

[ 53 Microsoft Word (vinword) Always g & © o o

()53 yahoo Messenger (vaHOOM) Always @ @ &§ & o
Default NOT Connected NOT Connected @ o o o o
Defaulkt Connected Cornected © © o o o

[ij} Legend: & Allow Operation

© Block Operation
& Apply Content Policies

weisense
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@ application Group | - Select Group --- g
Select Group ---
— Operation Selection|Collaboration
Apply the Following sett P2P File Sharing
& Print o1 Telephony, Conferencing, ..
Web Browsers
All{CRM
G Data Warehousing, Analyti.,
] Paste ap|Contact Managers
ERP, SCM
#) File Access Ap|Word Processing
Spreadsheets
@) Screen Capture | All{Project Managers
Email
Database
Presentation

" Automated vs. Manual Policy Application

" Websense has pre-categorized
applications

® Use Case Example: Apply Content Policies
for AOL, but Block ALL other IM




Websense = Superior Value

“ Vendor Consolidation
— Web Security Email Security and Data Loss Prevention, all from Websense

= Hardware Consolidation

— Integrated components and flexible architecture
— Support for virtualization

= Built-in Proxy
— Websense can inspect HTTP/S traffic without a third party solution.

— Others may require the purchase of another proxy at each site for HTTP/S traffic analysis.
Integration will not provide destination awareness and control.

“ Long Term Fit
— Websense supports open integrations and co-existence
— Websense is highly scalable and distributable — will grow with your business

" Consolidated Platform

— Network and Endpoint Data Loss Prevention
— Data Loss Prevention and Web Security

weksense
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Customers Who Trust Websense
Support

Global Coverage and

Over 50,000 customers worldwide

Over 41 million subscription seats

5,000 value-added resellers

Award-winning global support and services
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