Infoblox s

Automation and Resilience
for

\

%)
.

Core Network Services

Anders Angstrom

+46 76 80 60 250

© 2008 Infoblox Inc. All Rights Reserved.


mailto:aangstrom@infoblox.com

Core Network Services

Glue between network and applications
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Todays Core Network Services oS0
Disconnected mix of spreadsheets and software InfOblOX"

IP ADDRESS MANAGEMENT SPREADSHEET

VLAN 100|LAN Switch corel Excel V2.1
Network 10.1.1.0 |/24

NAME MAC ALIAS LOCATION
10.1.1.1 used Routerl |aa:bb:cc:dd:ee:ff Antwerp bld1
10.1.1.2 used Printerl |bb:cc:dd:aa:ee:ff  |prntl Antwerp bld1
10.1.1.3 used adminpc |dd:ee:aa:bb:ff:ee  |superuser Antwerp bld1
10.1.1.4 unused
10.1.1.5 unused
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Problems with disconnect Infoblox "0;0'

* Inconsistencies in network and IP Address plan

= |s this IP address really available?
= Who is using this IP address now and where is it located?
= |s this switchport really available?

= No automation or delegation for IP management

= Slow Manual process to provision new IP devices (eg. Printer, server, etc.)
= Request/find available IP, update xls, change DNS, change DHCP....

= No reporting or auditing
= Whereis IP 10.1.1.10 located on the network now?
= Who used IP 10.2.2.20 two months ago?
=  Who made that network change (eg. change the IP or name of a server)
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The Growing Automation Gap Between %
Network and Application Infrastructure Infoblox %*

Virtual Server 4 Core Network N
Management Services Management

Provision a New Virtual Provision an IP Address
Server: for a New Server:

- Less than 1 minute - 30 to 40 minutes

- Fully automated - Manual

- No delay - Up to 2-day delay

- 4
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Interactive Network plan and IP Address plan 3
Visibility, Delegation and Automation Infoblox %*

= Network and IP Address plan, always up to date
= Real time visibility

— Known and unknown connected IP devices (IP, name, mac, OS, services)
— Find true available IP and name space

— View all switches and wireless access points

— View current switchport configuration, usage and connected IP devices

= Historic insight
— What and who connected where and when
— Track network changes (eg. Adding / moving /changing servers)
— Find true available switch capacity (eg. Ports not used for 60 days)
— See how IP devices moved throughout the network

» Delegate and automate Network changes
— Securely delegate network and IP provisioning tasks to multiple admin groups
— Changes in IP Address plan synchronized to DNS (records) and DHCP (reservations)
— Track and Undo individual changes




Delivery of Core Network Services
Mix of hardware, software and consoles

Infoblox 33

IP ADDRESS MANAGEMENT (IPAM)

Core Network Services
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Infoblox Appliances Automate oS
Core Network Services Infoblox %*
\
DNS DHCP IPAM FTP/TFTP/HTTP NTP MORE...
Microsoft

GOLD CERTIFIED
Partner

SIMPIEE

* Integrated core network services on hardened appliances

= Centralized visibility & control of appliances, protocols and data

SECURIS

Infoblox &

Infoblox-15se

RELIABLE
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Infoblox Grid Technology
Simple, secure and reliable

/' Grid: A collection of secure member
appliances, all running the same
software, providing one or more

services (DNS, DHCP, Discovery, File

\_ Delivery, etc.) )
\ 4
( N
Coordinated by the grid master
\ v S
4 N\

Sharing a distributed database

\ 4

Communicating via an SSL VPN

\ J

\ 4
[ Provides: \

- Centralized visibility and control
-Real time IPAM & discovery
- Monitoring and reporting
- Failover and disaster recovery

Kfor services, data & management Y,
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Infoblox Grid Provides Unparalleled Availability Infoblox ."

Grid Master

Catastrophic failure of Master
(both devices fail): Admin may
promote any ‘Grid Master
Candidate’ to Master — members
re-synch automatically

Member is disconnected from
master: Changes maintained by
member and then synchronized with
master upon reconnection

_Grid Master Candidate

Individual device failover:
Plug in new device and it
instantly inherits all
attributes of previously
deployed device via master

Device failure in HA:
Failover to secondary
device via VRRP—applies
to members and master

You can upgrade in production with no downtime!
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Infoblox Supports Branch Consolidation with
vNIOS ™ Virtual Appliance Software

LN
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Grid Master
—_— Infoblox vNIOS

e ** Virtual Appliance
' Software

Virtual Grid
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Riverbed Appliance
with Infoblox vNIOS

Member / Grid
Master
Candidate

Infoblox
Grid

Virtual Grid

Virtual Grid
Member ®g® o,  Member
v g ' ———— I TN D
CISCO. SlmmmEi & cisco.

Cisco 28/29xx ISR with Cisco 38/39xx ISR with
Infoblox vNIOS Infoblox vNIOS

Replacing Servers with Appliances in Branch Offices Improves
Performance, Provides Local Survivability, and Drives Compelling ROI




i i PR
Infoblox VNIOS™ Virtual Appliance for VMware |nf0blOX €@

Experience with virtualization in life |
networks since April 2008 ‘ ms

VMware Technology Alliance

Exchange
Server

Partner

Full QA testing and fully supported
by worldwide TAC

Going beyond just virtualizing the
appliance

IPAM for virtual hosts
Link with VSphere

Integrated virtual network and switch
discovery

Going beyond DNS/DHCP.....File
distribution, NTP, Discovery,...

12.0 vision and implementation
IF-MAP support




Networks Need to Evolve from Today’s Manual
Infrastructure to Dynamic, Infrastructure 2.0

*Static Network
sLimited VMotion
*Static Data Centers
*Tactical Virtualization Benefits

*CAPEX Reduction

*Manual Core Network Services

Spreadsheet IP Address Management |

*Server & Network Management Silos |

+Static Network Provisioning

*Manual Security Provisioning

VVV VYV S

Infoblox s

*Dynamic Network
*Fluid VMotion
*Private & public clouds
*Strategic Virtualization Benefits
*Flexibility, speed, DR
*Higher Efficiency, Reduced OPEX

sAutomated Core Network Services

*Automated IP Address Management

*Integrated Server & Network Management

*Dynamic Network Provisioning

*Automated Security Provisioning




IF-MAP: An Easy & Affordable Way for Devices o%%’
and Systems to Share Data and Cooperate Infoblox ) g

= Twitter for network devices
= Publish info
» Subscribe to updates

= Search for info
Asset é
Management NAC Decision
System IF-MAP Point é IPAM
é Serv/
SIM / SE'\;\ rotoco
Protocol

é DHCP

/ \ -
% \ >

Routing IDS Phys Access Citrl SWltchlng ereless Firewalls




Infoblox Microsoft Management Infoblox ’.’

Grid Master = Uses the “native” MS-

Microsoft RPC protocols
GOLD CERTIFIED = Allows management

Partner .
from any member in
the Grid

— Allows for very large
scale deployments and
“remote” management

Infoblox

2N

Microsoft
DNS Server

N

Microsoft
DNS Server




Infoblox Enhances Security and
Supports Compliance

Infoblox 53

» Hardened appliances with no root access
— Hardened OS with restricted CLI with audit control

» Easy, fast response to new vulnerabilities

— One-touch software upgrades, in production, with no
downtime

— Infoblox is a member of CERT and has advance notice
of new threats

» Infoblox customers had Kaminsky patch on the day CERT
issued their advisory

= Built-in DNS cache poisoning attack
detection and mitigation

= Extensive admin logs make audit/compliance
easy

= One-click zone signing and automatic key
management for DNSSEC

= |F-MAP...the way to coordinated computing




Infoblox Appliances Family Enables e
“Right-Sizing” for Any Environment |nf0blOX o
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Automation and Resilience
for Core Network Services

Infoblox 555

IP Address Management (IPAM)
* Included with Infoblox DNS/DHCP
* Includes switch capacity Management

ﬂk Infoblox <5

External DNS
* Secure platform, easy administration,
and “one-button” patching

Internal DNS/DHCP, Full AD support

®* Overcome MS DNS limitations and
avoid dependencies

* Microsoft certified solution.

IP Telephony
* Nonstop DHCP and IP phone config
file delivery

Auditing and reporting

* Switches, switchports, IP endpoints
* Locate devices physically

* Real-time and historic insight

RELIABLE

18 © 2008 Infoblox Inc. All Rights Reserved.
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Infoblox

NetMRI
A Quick Introduction
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About NetMRI Infoblox o,.
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= NCCM Solution

= Network Change Automation
= Configuration Management
= Compliance and Policy Enforcement and Auditing

= Focused on #1 cause of network problems; ~ = -

= Automates change for efficiency and accuracy
=  Monitors change (what, when, where, and who?) .
=  Only solution to show impact of change on health and
compliance

= Differentiated by depth of L2/3 Network Analysis

=  Only solution with built-in, automated analysis of common
network problems
= Network focused, not just device focused

"Like checking my emails or drinking my coffee, opening and looking into our NetMRI has been part of my habit.
This tool is just so amazing...With NetMRI, | can have a full picture on what is happening in our network.
| Fairmont Raffles Hotels International
t Michael Vicera, Network Analyst




Understanding the Impact of Change

Netcordia Metwork
NetMRI*

Infoblox 33

Cause & Effect

» Help user identify
hard to find issues

» See if achange had a
positive or negative
Impact on health

» Verify if change
Impacts policy
compliance

* View impact on
device neighbors




Enforce Compliance and Standardization |nf0b|OX

=

ogout |

Build Consistency

= Over 200 pre-
packaged rules

Wizard encoding of
complex rule logic

Deploy easily

Dashboard Network Analysis Network Explorer

Rules || Policies

Summary Policy Deployment.

" Py

Summary || Rules || Policies || Policy Deployment MethR Policy Configuration tools et you define rules, and uss them to create, modify, and

deploy policies across networks and device groups

Add  Delete  Import  Export

Rules il Rule Hame:

B4R Aocounting | A4 Lagin

Short Hame; 103-A44-002
AUX Exec Timeout

E ALK Login Author: Metcordia, Inc

=] &U¥ Transport Input—
=] Banner Exec

Banner MOTD Description:

BOOTR Server take sure AAL login iz enabled on the

device. References: NE8, SANS 411,
PCIE.3 This rulgis...

Build
Policies

Severty is error

Buffered Logging
=] COP Service

o Netcordia N
.2 ‘=] console Exec Timeo Remediation:
& =] console Logging As part of AAA selup forthe g gt MR Dashboard ~ Network Analysis | Network Explorer  Configuration Management  Reports o s 7
= EnEure AAL login iz enakled = »
& EconsoeLogn e C— C
= 0. Ent ark 2009
o =] Conzole Password Edit Rule Propetties 2, Select ups =: . r O a I V e a e r S O r
Q = . - Policy Compliance | Performance | WolP | Events
B = Group Hame «
g = [ewonttz 1) ) ) Poides - .
= BE - . . .
= e Sarvars ()
f PCI . ec o the user s is, and is meart s 8 generalinterpretation of the NSA 1.1c framewark. The funcion of this policy i< to App Serers wio SNP (3)
E Network: Netcordia cordia pain from which ard specic crested. You shausd
= Date Range: Jan 6, 2009 00.00.00t0 Jan 6, 2009 235950 reviewes t and defermineithat & does or does not apply to your specifc nesds. For futher referencefo more deteded PCI 3, Buiding A (8)
= Device Groups: Al 30 check NS documentaton found ot Hig: e 10 0% " asane
o v st s i o P R O S OSALLOH  IOSALMZ | KSAUKMN | IOSAUCH? | HSAUCHS | tosaanest || s
P vt o o a a P | sec® . . . .
i s f Findit Cisco 1612 Routers (4)
e — — e . u I - I I I r e I I l e I a I O n
| [1x] B 1] 0 2900 Series Swiches (4)
B i 5700 S Svces 81
a8 & e 24 Pr—
] e arvices wio SR (0) - = =
Status Unchanged Snce: 2000113 17:22:44 NAME ONLY (0) i |
B B message: e 2 Metwork Low-Level (0)
a @ 2. etwork Managemerd (3)
02 St s o o [ A
4 Network Penwding (0)
n 5 & 0
24| )
— — - — 22 Optimizars (0) y
o7 A
X . reports
|
201 Wiactan 3 aF ol comoecied nwtvark 7
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Improve Staff Efficiency and Productivity

Dashboard Network Analysis Network Explorer

Issue Summary

Top Issue Types
Overall Score

Configuration Command Script F
Device Issue Limit Exceeded

Configuration Management

e Lssue Types 35 Issue Type Trend
Title #Affectec 30
@ Device hio Route 1 25 -

Mo

FindIT &)

{Logout)
- ey ?

Reports

Select Dashboard + &

Top Affected Devices

Access Port With PortFast Disa 10010103
QSPF Authentication Disabled 10.10.10.4
YLAN Member Minimurm Priority: 220,30,40.5
WLAN Mermber Priority- 220,30.60.5

Router Interface Dowrr 6.40,40.15

10.10.10.11
10.200.10.6-

HSRP Mok Recognizing Peer 10.10.10.2
Device No Router 10.10.10.111
MetMRI Database Archive Error 10.200.10.57]
[ N I |
zZ 4 & 8 1012 14 s 10 15 20

Infoblox

Empower Staff

Change summary

Most Changed Types

W ~amin

Mast Changed Models

M cisce 1312

Select Dashboard » | (&

Jobs Pending Appraval

Hame =
Hardmare Cisco 2811
Update 105 For Bullding B Devices &
W sottmare
I Ecterna A # [netpuipize.z0.20 28 et onfig<Device.tdf A H AT

A

220.10.80.5 QA0S
Current Runming

220101105 (@At
Current Runming
2009-01-14 13:56:49 by Unknown

(=1=] " Removals: 4 28 || Addtions: 11

. Detected Changes Most Changed Devics Last Modified: 2009-01-14 19:56:43 by Unknown
10.10.10.11
14 g [0 vew <) | action - | Changes: 11
10.10.10.13
12
10,10.10.111 >
10 58
B 10.10.10.15 s
10.200.10,3 &0
& &1
6.40.40.15
4 62 reutsr szpf 10
2 10.10:10.3 83 passive-interface Loopbackn
10.10.10.4 64 | passive-interface Loopbacks
65 [ netwerk 37.15.24.0 0.0.0.15 2rez 5.0.0.0
L S - SN - S ¥ e
5 =2 2 2 =5 2 2 6 | network 220.10.80.0 0.0.0.255 area 3.0.0.0
SR B B S =
T g28:L¢x =
¥ & 8 § 8 &8 & M
| e e e

ip classless

&7 [interface v1am.
58 | ip address 197.87.10.1 285.255.255.0
53 [ i virtual -reassenbly
60 | ip tep adjust-mss 1452
& |

62 router azpf 10

63 passive-interface Loopbackd

64 [pasziva-interface Loopbacks
65 | netusrk 196.23.24.48 0.0.0.15 area 3.0.0.0
66 | network 197.57.10.0 0.0.0.255 area 3.0.0.0
&7 | network 220.10.110.0 0.0.0.255 area 3.0.0.0

68 !

0 e classlass
L

2 72 fio e htte server

73 [erma-saruer user noauthuser qunoauth v3 25 e et authantication Teca

74 74 hio i http secure-server

™ © 75 |ie http timeout-policy ddle 5 Tife 86400 requests 10000
b |

7 77 [ermp group qaaith v3 auth

76 snmp-server group qumoauth v3 noauth 2e| s P ————

79 [rma-seruer_communi ty gasnme RO

= Automate data
collection & analysis

Reduce manual time
and effort

Become proactive
Improve remediation
options

Multi-user roles and
access

Views based on
Individual needs
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