
"Traditional firewalls and 
endpoint solutions are waste of 
money against ransomware -

what's needed?"
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History of Ransomware

• 30  active  malware  families

1989  
AIDS malware
First known 
ransomware

2010  

WinLock
Leveraging 
premium SMS

2015
PClock
Copycat 
ransomware, 
pretending to 
be CryptoLocker

TeslaCrypt

gaming save files

2013 
THE REVOLUTION
Anonymous online 
payments with BitCoin

 

CryptoWall
First demanding 
Bitcoin for payment

AndroidDefender

2005
GPCoder

The return of 

malware
 

2012
Reveton

Appears to be
 a fine from law 

enforcement
 

2014
TorrentLocker

 CTB-Locker
Uses Tor for 

command-and-control

Simplocker

Android® devices
 

2016
KeRanger

®

Locky
®

word documents
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Next Gen Security Platform Approach= State of the Art



User picks up the email from junk email 



Behind the link is “captcha”



Download a .zip



Which contains a “pdf” looking document



• Angler

• Rig

• Sweet-Orange

• Magnitude

• Nuclear

• Hanjuan

• Neutrino

• Fiesta

• Hunter

• Kaixin

• …

EK = Exploit Kit = “malware delivery platform”
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So  what? The  user  doesn’t  have  to  do  anything  wrong
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Quick check list for firewalling
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• Do  You  decrypt  SSL?

• Do  You  scan  all the  traffic  for  malware,  C&C,  and  exploits?

• Do  You  scan  all  the  traffic  for  applications?  Are  You  blocking  unwanted  
applications  (such  as  ToR)?

• Are  You  warning  users  about  PE  downloads  happening  in  the  back?

• Are  You  blocking  executable  (and  script)  downloads  from  at  least  dyn-dns,  or  
unknown  URLs?



Macro based delivery
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How to bypass sandboxes and other network 
level threat prevention systems

• ACME  corp.  employee  receives  an  excel  spreadsheet  from  a  seemingly  trusted  source

• Against  instructions  he  enables  macros  “to  see  full  content”

• Macro  runs  and  downloads  a  script  to  the  computer  

• Script  starts  and  downloads  obfuscated  malware  and  helper  files  
• Uses  the  helper  files  to  de-obfuscate  the  malware

• The  revealed  exe  starts  and  checks  the  internet  for  a  specific  web  page  to  be  up.  
• If  the  site  is  down  or  the  page  at  site  is  wrong  (hash)  the  malware  will  start  to  poll  the  site  

periodically.
• If  the  site  is  up  and  the  hash  is  correct  the  malware  will  then  connect  to  the  C&C  

infrastructure.
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Exploits vs. Malicious Executables
A  Critical  Distinction

Exploit
§ Malformed  data  file
§ Processed  by  a  legitimate  
application

§ Exploits  a  vulnerability  in  the  
legitimate  application  to  allows  the  
attacker  to  execute  code

§ Small  payload

Malicious  Executable
§ Malicious  code  
§ Does  not  rely  on  application  
vulnerabilities

§ Contains  executable  code
§ Aims  to  control  the  machine
§ Large  payload

Examples:  
weaponized  PDF  files  &  Flash  videos

Examples:
ransomware,  fake  AV

“Next  Gen”  Anti-Malware  Solutions  
Signature-based  AV

Palo  Alto  Networks  Traps



Prevention Requires a Combination of Multiple Purpose-built 
Methods
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Collision  
Avoidance  
System

Safety  Glass

Traction  Control  
System

Side  Impact  Bars

Airbags

Crumple  
Zone



Blocking the usage of core exploitation techniques
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To
ta
l  N
um
be
r Patching

Signature  /  
Behavior

Traps

Time

Requires  Prior  Knowledge,  
Proactive  Application

Requires  Prior  Knowledge  
of  Weaponized  Exploits

Requires  No  Patching,  
No  Prior  Knowledge  of  
Vulnerabilities,  and
No  Signatures



Prevention  of  One  Technique  in  the  Chain  will  Block  the  Entire  Attack  

Exploit Prevention Case Study 
Unknown Exploits Utilize Known Techniques 

DLL
Security

IE  Zero  Day
CVE-2013-3893   Heap	  Spray DEP

Circumvention UASLR ROP/Utilizing
OS	  Function

ROP	  Mitigation/
DLL	  Security

Adobe  Reader
CVE-2013-3346 Heap	  Spray

Memory	  Limit
Heap Spray
Check	  	  and
Shellcode

Preallocation

DEP
Circumvention UASLR Utilizing

OS	  Function
DLL

Security

Adobe  Flash
CVE-2015-
3010/0311

ROP ROP	  
Mitigation JiT Spray	   J01 Utilizing

OS	  Function
DLL

Security

Memory
Limit	  Heap
Spray	  Check



Example: Traps blocking “unknown” vulnerability
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Traps Prevents Zero-day and Unknown Exploits 
That Have Yet to be Discovered

TIMELINE

Vulnerability
Discovered  in  

Adobe  Flash  Player
(CVE-2015-0359)  

Attackers  Attempted  to  
Exploit  Vulnerability.
Traps  Blocked  the  

Attempt.

Traps  v2.3.6

Traps  
Version  2.3.6  
Released

No  Updates  or  
Patches

Since  Installation



Traps vs. Top 10 Zero-Day Exploits of 2015

Discovery  Date Application Exploit  Identifier Did  Traps  Block
Zero-Day Exploit?

January  23,  2015 Flash CVE-2015-0311

March  13,  2015 Flash CVE-2015-0336

April  14,  2015 Flash CVE-2015-3043

June  23,  2015 Flash CVE-2015-3113

July  8,  2015 Flash CVE-2015-5119

July  14,  2015 Office CVE-2015-2424

July  14,  2015 Flash CVE-2015-5122

September  8,  2015 Office CVE-2015-2545

October  15,  2015 Flash CVE-2015-7645

December  28,  2015 Flash CVE-2015-8651

Source: Palo Alto Networks. Go.PaloAltoNetworks.com/2015ZeroDays 
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No  Match No  Match Unknown

User  Attempts  
to  Execute  a  
Program

Submit  
Program  to  
WildFire  for  
Analysis

Quarantine  Program

Restricted Malicious Malicious

Allowed Trusted Benign Benign

Restricted

Allowed

Block×
Run✓

Block×

Check  Hash  
Against  
Override  
Policies

Check  Against  
List  of  Trusted  
Publishers

Check  Hash  
with  WildFire

Conduct  Static  
Analysis

Check  Execution  Restrictions



Protected with Traps
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Traps

GlobalProtect

WildFire

AutoFocus

Aperture

Threat  Prevention

URL  Filtering

Approach that works : Security Platform

(even the partial platform works for its purpose = You can 
buy Traps or FWs as separate solutions)



Preventing ransomware is 
not just possible, with Palo 
Alto Networks it is likely.

Thank You
jhemminki@paloaltonetworks.com
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