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Why do we need a new approach 
against malware?

Because Cybercrime is
mainstream now!

A malware industry has
been established!

Cybercrime is bigger than the drug trade today?
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Increase in unique malware samples

2008 Jan-May: 2753587 unique malware samples*

Data source: AV-Test.Org, June 2008

* = January - May 2008

1998: 177615 unique malware samples

1988: 1738 unique malware samples



Increase in unique malware samples

Data source: AV-Test.Org, June 2008

Note: Samples include malware variants



Could we rely on this Prognosis?

Source: www.defcon.org



Incoming Threat Samples Per Hour 

Problems in the pattern deployment in the future?

Trend Micro processes 800 samples
per hour in year 2008



A Typical Web Threat – 9th of May 2008



What does the HTML Code look like?

» HTML_IFRAME. QJ – first detected since 
April 29, 2008 using scan engine 8.300 and 
pattern file 5.247.00.

iframe … src=\’http://getanewmazda.info …
Getanewmazda.info stores malicious code



Fast Reaction from Honda!



How does the infection chain work?

User visits 
legitimate Honda 

site

Because of the malicious 
script, the browser loads 
the getanewmazda site

Downloaded file
accesses viruspolice.com

Infected sites 
detected as 

HTML_IFRAME.QJ

Infected sites 
detected as 

HTML_IFRAME.QJ

Site contains an 
encrypted bin file which 

contains config and stolen 
information

Site contains an 
encrypted bin file which 

contains config and stolen 
information

Here is what happens when users visit the compromis ed Web site:

VISIBLE TO THE USER NOT VISIBLE TO THE USER

The getanewmazda site 
contains a script to look for 

and exploit vulnerabilities on 
the system to download 

CRYPT.EXE

Detected as 
TSPY_ZBOT.LA

Detected as 
TSPY_ZBOT.LA

If no vulnerabilities are 
found, browser is redirected 

to google.com Site tagged as 
known malicious in 

Web Reputation 
Database

Site tagged as 
known malicious in 

Web Reputation 
Database

User protected by 
Trend Micro

User protected by 
Trend Micro



Trend Micro Smart Protection Network (Web)

• 3.5 billion URL requests per day 
20 million+ install base
99.9999%+ uptime

• 5 data center (US, EMEA, APAC) 
1000 production servers

Category Collaboration
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Sourcing:

Correlation:



Processing of a Web Threat - Honda example

Virus Scan Engine VSAPI (heuristics):
1210127434  61.91.242.26   1 TREIGSA15  
1.5.1102  43ffffff  3 Possible_Hifrm-2  0  
http:%2f%2fwww.honda.co.th%2fjazz%2f

Infected sites 
detected as 

HTML_IFRAME.QJ

Getanewmazda.info 
malicious!

Anti-Malware
Operation



Trend Micro Smart Protection Network

Integration into Trend Micro and Third-Party Products (Sony, Linksys, Cisco)

• Powered by Trend Micro’s
– Own Malware Analysis
– Own Spam Analysis
– Own URL Analysis
– Own Whitelisting
– Customer Feedback Loop/Correlation Engines
– HoneyPots and Web Crawlers

On Premise +
In the Cloud with correlation

• Email Reputation  Since 2005 (Kelkea)

• Web Reputation  Since 2006 (TIS)

• File Reputation NOW



Why File Reputation in the Cloud?

Endpoint Cloud

The traditional approach to Malware protection places the burden

of storage and detection intelligence on the customer. 

Negative Effects
• vastly increasing endpoint resource usage
(disc, cpu, memory)
• increasing network bandwidth
• increasing delays in handling new threats
• outdated clients?

Burden of Storage



Why File Reputation in the Cloud?

Endpoint Cloud

Burden of StorageBurden of Storage

The future approach to Malware protection places the burden of 

storage and detection intelligence in the cloud. 

Advantages
• minimal endpoint resource usage
• consistent network bandwidth usage
• immediate handling of new threats
• increased awareness of localized threats



Pros and Cons for File Reputation In The Cloud



A Typical Attack
An electronic 
greeting card 
convinces the user 
to open the 
attachment...





OOOPS? What happened?

• File postcard.exe was advertised through a link in an email message

• The user clicked the link and file postcard.exe was downloaded and 
executed

• File postcard.exe tried to download additional malicious content from 
known bad sites

• The download attempts have been blocked by Trend Micro‘s 
OfficeScan utilizing Web Threat Protection

• So Trend Micro‘s Smart Protection Network knows now, that there is 
something bad about postcard.exe downloaded via a specific link

• So what‘s happening next in the backend?



Backend Processing of this incident:

Web Threat 
Protection event

(client)

postcard.exe with 
Hash Code 

XYZ5XY from site 
xyz seems to be 

malicious

URL accesses 
triggered by 

postcard.exe are 
malicious

Now processing by Smart Protection Network …



While the systems are busy in the data 
centers:



Another user 
receives the greeting 
card as well.

But he saves the 
attachment on the 
harddrive.





Processing is done!!!

New Spam Block Rules

New Web Blocking
Rules

New Pattern File to
detect postcard.exeEmail

Reputation Services

Email Security Services

Web Threat 
Protection event

postcard.exe with 
Hash Code XYZ5XY 
from site xyz seems 

to be malicious

URL accesses 
triggered by 

postcard.exe are 
malicious

URL in
Email



The previous was scanning 
using OfficeScan with the 
local Pattern File

Now let‘s use OfficeScan, 
but not with a local pattern 
file, but with a Pattern File 
in the ScanServer (in the 
Cloud).

And by now, the 
ScanServer has received a 
Pattern Update from Trend 
Micro.





Threat Detected

Protection Received

Benefits of Cloud-Client Architecture

Hours Until Protection Is in Place 

Cloud-Client
Architecture

Conventional
Content Security

Threat Detected

Pattern File Received

Pattern File Deployed

Protection Deployed

Decrease Security Latency:
Faster Protection Equals Lower Risks and Costs



File Reputation – Feedback Loop

• The feedback loop mechanism does not involve copying or 
downloading any files from customer communications for 
analysis. When a file in an email attachment is determined by 
behavioral analysis to be malicious, the only information that is 
sent to the file reputation database is a “fingerprint” of the file—
the minimum required to uniquely identify that file, along with 
references to IP addresses associated with spam or potentially 
malicious websites. 

• All of this is accomplished without downloading the entire file, or 
in any way accessing the business data that is included in that 
file. In no case is any information stored that would allow the file 
to be traced to an end user or customer organization.



By the Numbers

Smart Protection Network

5 Billion
Queries Handled Daily

1.2 Terabyte
Data Processed Daily

1,000
Dedicated Content Security
Experts at TrendLabs

24/7
Multiple Data Centers Operating
Around the World 

50 Million
New IP Addresses / URLs
Processed Daily

250 Million
Malware Samples Processed
Each Year



Trend Micro Enterprise Security

Powered by Smart Protection Network

Endpoint
Security

Web
Security

Immediate Protection. Less Complexity.

In-the-Cloud
Technologies

Messaging
Security



Trend Micro Enterprise Security powered 
by Smart Protection Network

Minimize your

Time to Protection



SecureCloud Portal – securecloud.com



Questions?
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