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Data Leak Prevention: PAIN Worldwide

BREAKING NEWS!Boeing Breach
"Police reported finding a thumb drive that was connected to his computer 
terminal via a USB cord that ran along the back of the terminal to the 
storage device that was "hidden in a drawer" in his desk.” 7/11/07. 
Fidelity NIS Theft
"To avoid detection, the administrator appears to have downloaded the 
data to a storage device rather than transmit it electronically." 7/03/07. 

BREAKING NEWS!Boeing Breach
"Police reported finding a thumb drive that was connected to his computer 
terminal via a USB cord that ran along the back of the terminal to the 
storage device that was "hidden in a drawer" in his desk.” 7/11/07. 
Fidelity NIS Theft
"To avoid detection, the administrator appears to have downloaded the 
data to a storage device rather than transmit it electronically." 7/03/07. 
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Mobile Insecurity
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Top Leakage Concerns

• Desktop and Mobile
Leakage
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Data Security & Protection

• Why Data 
Security?

• Data is more 
mobile

• Mobile devices 
more powerful

• Difficult to 
secure the 
‘infrastructure’
in a mobile 
world

Employee & Client 
Information and 

Intellectual Property
(R&D, HR)

Documents, 
Sensitive Data

Email, Contacts, 
Documents

Contacts,
Calendar
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DVD
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Content Sensitivity & Threat Potential
(source: InfoLock)

According to Gartner, 47% of corporate data resides on mobile devices, and 
350,000 mobile devices were lost or stolen in

the U.S. over a two-year period
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The ‘Insider Threat’

• 78% of data 
breaches come 
from Authorized 
Insiders
– Ponemon

Institute Study –
2006

AuthorizedAuthorized UnUn--AuthorizedAuthorized
InsidersInsiders OutsidersOutsiders

►► Accidental or Accidental or 

malicious malicious 

breachbreach

►► Lost or Lost or 

stolen datastolen data

ThreatThreat ThreatThreat

►► Monitor, log, Monitor, log, 
prevent prevent 
breachesbreaches

►► Assess risk Assess risk --
continuouslycontinuously

►► Educate Educate 
employeesemployees

GoalsGoals
►► Prevent use Prevent use 

of data by of data by 

unauthorized unauthorized 

peoplepeople

GoalsGoals
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Scenes of Mobile Data Leakage 
Scene 1Scene 1Scene 1Scene 1

Kristina, at StarbucksKristina, at StarbucksKristina, at StarbucksKristina, at Starbucks™…™…™…™… …………edits a confidential documentedits a confidential documentedits a confidential documentedits a confidential document………… …………and emails itand emails itand emails itand emails it

How do you know?How do you know?How do you know?How do you know? How can you tell it wasnHow can you tell it wasnHow can you tell it wasnHow can you tell it wasn’’’’t a love letter?t a love letter?t a love letter?t a love letter? Could you have stopped it?Could you have stopped it?Could you have stopped it?Could you have stopped it?

Scene 2Scene 2Scene 2Scene 2

Gary, at a branch officeGary, at a branch officeGary, at a branch officeGary, at a branch office………… …………encrypts customer dataencrypts customer dataencrypts customer dataencrypts customer data………… …………and copies itand copies itand copies itand copies it

How do you know?How do you know?How do you know?How do you know? Is he authorized?Is he authorized?Is he authorized?Is he authorized? Can you centrally monitor & log?Can you centrally monitor & log?Can you centrally monitor & log?Can you centrally monitor & log?

USB Drive
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Securing Enterprise Data

LeakProof enables companies to
reduce the risk of data breaches and 

ensure privacy and compliance

LeakProof understands the
content of data at rest, in use, and in motion

on every enterprise endpoint , 
providing protection of sensitive data
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LeakProof™ Secures From the Endpoint

Protect Educate

Justify

Client Software
• Intelligent

– Fingerprint, Regex, 
Keyword, Meta-data

• Interactive

• Invisible
• Independent
• Robust

Discover

Anti-leak 
Client

ACME Customer Privacy Protection

Employees of ACME are expected
to protect…

New 3.0

DataDNA Server

Enterprise Management
• Policy
• Visibility
• Workflow
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Defining Sensitive Information

• Three Methods of Detecting Content
– Sensitive Document DataDNA™ Fingerprinting

• Unstructured Data
– Entity Templates (Regular Expressions)

• Structured Data
– Keyword Lists

• Structured Data
• Data is categorized by

– Classification (as many as you need)
– Sensitivity (High/Low)
– Regulation (associated with a classification)

• Sensitive Data and Security Policies are linked by:
– Matching Level Thresholds (High/Medium/Low)
– Sensitivity Level Thresholds (High/Low)
– Classification
– Regulation
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Sensitive Documents DataDNA™

• Servers with sensitive data are identified
• Sources (or file paths) within Servers identified
• Sources are given Classification and Sensitivity.
• Examples:

• \\server\files\contracts\*.doc = Contract 
Documents/High Sensitivity

• \\myserver\files\CVS\*.* = Source Code/Low 
Sensitivity

• Documents are retrieved by the appliance.
• Fingerprints are added to the database and policy.
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Unique Fingerprinting Technology

• Fast
• Small
• Accurate
• Language 

independent
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Entity Templates

• Patterns are called Entities (Regular Expressions)
– SSN or National Identification Numbers

– Credit Cards

– Addresses

– Phone Numbers

• Entities are combined into Templates
• Templates have rules for which Entities must be found.
• Entities have a score assigned as part of the rule

– Credit Cards + SSN = 100

• Score determines which Security Policy Rule will apply.
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Defining an Entity Template

(650) 903-9600

559-75-1234

R1021341-01

4300 4213 2345 2341

(###) ###-####

###-##-####

R#######-01

4### #### #### ####

Verify Area Code

Use rules from SSA

Custom Record

US Credit Cards
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Keyword Lists

• Multiple lists of words are possible.
• Each list is assigned a Classification and Sensitivity.
• Primary Use: Identify Document Types

– C Source Code: printf(), scanf(), atoi()

– Java Source Code: public static void, System.out.println()

– Legal Documents: indemnification, easement, escrow
– Medical Documents: anemia, ganglion, pancreatic
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Keyword Lists

atof(
atoi(
atol(
else if
#endif
errno.h
java.applet
java.awt
java.beans
java.io
java.lang

Programming
MALICE
ADJOURNMENT
DISMISSAL
AFFIDAVIT
ALIMONY
CURIAE
BIFURCATION
TRUST
CAPITAL
GAIN
CAPITAL

Legal Dictionary
Abdominalgia
parathyroid gland
Vascular
Hypoproconvertinemia
Polyonychia
Gangrene
Osteomyelitis
spinal curvature
Tumor
Osteomyelitis
chylomicronemia

Medical Terms
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Security Policy Components

• Security Policies are made up of rules
• Each rule has the following components

– Target (All, Workgroup, Workstation, Group)

– Sensitive Information Attributes 

• Classification and Regulation

• Sensitivity threshold (Low or High)
• Match Level threshold (Low, Medium, or High)

– OR File Meta Data

• File extension

• File Size

• Special File Types (Archive, Encrypted, Unknown)
– Activity

• Email, Web, Instant Message, File Write

– Action (online/offline)

• Log, Warn, Block, Forensics, Alerts, Justify
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Core Filtering Technology

• DataDNA™ Matching Engine
– High confidence, low false positives
– Language independent
– Multiple matching methods

• Signature/fingerprint
• Entity / Regex
• Keyword
• File meta-data

• Robust Anti-Leak A/L Agent
– DataDNA matching engine protects

• Online OR offline
• On edited, re-saved, cut/pasted 

content
– Broadest coverage

• Devices, channels, applications, 
email clients, network protocols

• Authorizes encryption

Data
NA™

Data
NA™

149dl209y

kw9731la1

d992;f9ska

98f02l0399

New archi-
tecture plan

BLOCKED!

Fingerprinted
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Leading Agent Performance and Technology

• Fast and light

• Fastest matching engine 

• Smallest signatures

• Unobtrusive, Invisible
– Not in task manager

– Not in service list

– Hidden files/directory

8,280K (1/5)

2.54% (1/2)

Provilla A/L Agent

Run-time Memory

CPU cycles

Performance/ 
Footprint

4.75 MB/s190 MB/s (40x)Entity –SSN, 
Phone, Date

1.3 MB/s12.0 MB/s (10x)Keywords: 1000

CompetitionProvilla A/L AgentSearch

Fixed Signature Size
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Enterprise Workflow & Policy

• Leak Protection Policies
– Logging, alerting, blocking

– Education, Encryption, Justification
– By endpoint, user, or group
– By data classification

• HIPAA, Customer, SOX, SS#
– Separate online and offline policies

• Inventory & Forensics
– Discovery

• By endpoint, group, policy
– Investigate events, see actual sensitive 

content

• Scalability, Availability
– Server clustering
– Agent monitoring

DATA
AT REST

DATA
IN MOTION

DATA
IN USE

Dashboard & 
Reporting
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LeakProof 3.0 Extends Endpoint Leadership

• Broadest DLP Threat Protection at the Endpoint
– USB, Email (Outlook, Lotus Notes), Webmail (MSN, 

Yahoo, Gmail, AOL), IM (MSN, AIM, Yahoo), Network 
(HTTP/HTTPS, FTP, SMTP)…

– Windows Vista / Office 2007, PrintScreen Blocking

• Interactive Employee Education & Workflow
– Log, Block, Client Alert
– Education: Custom messages and URL links
– Encryption for USB copying
– Justification

• Discovery of Sensitive Data
– Stand-alone discovery/scan module

• Administrative Workflow
– Dashboard, Policies, and Monitoring

New

New

New

Enhanced

New

New
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Compelling Results

• Sony Ericsson: Global mobile handset manufacturer
– Over 100 security violation incidents in first 3 weeks 

• ISSI: Technology manufacturer
– Detected large number of file copies after employee resigned

• Leading financial services company 
– Protected customer privacy to address compliance regulations GLBA 

etc
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New Dashboard and Workflow
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LeakProof Management – Summary
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LeakProof Management – Sensitive Info
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LeakProof Management – Security Policy
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LeakProof Management – Security Scan
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LeakProof Management – Security Violations
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LeakProof Management – Reporting
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LeakProof Management – Administration
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LeakProof Management – Management
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LeakProof Client – Summary

Custom Alert Messages
File {name} contains {class} data
and should not be sent via {channel}

Severity:
Blocked, 

Warn & Log,
Info only

Custom Links
Company
Policies

ACME Customer Privacy Protection

Employees of ACME are expected
to protect sensitive information
containing customer information 
such as names, account numbers,
social security numbers etc. 
Please report any …
Call the helpdesk or email.

Protection of Intellectual Property

The IP of ACME is very valuable to
us, and we expect all employees to
help protect this data. Files con-
taining IP secrets should not be
emailed, copied to USB, …

If you have any questions about
this, please contact HR at …

Brandable
Logo and custom

messages
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LeakProof Client – Employee Education
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Trend Micro LeakProof 3.0

• Trend Micro LeakProof™ prevents enterprise data leaks with a 
unique approach that combines endpoint-based enforcement with 
highly accurate fingerprinting and content matching technology. 

• The LeakProof Anti-Leak Client communicates with the LeakProof
DataDNA™ Server appliance for intelligent content filtering and 
security policy enforcement. Patent-pending technology detects 
sensitive data with real-time filtering. Powerful algorithms extract 
information from content to create a unique DNA sequence or 
“fingerprint” for each document that enables endpoint-based 
enforcement on or offline. 

• A web-based interface supports administrative workflows for 
discovery, classification, policy setting, and reporting. Interactive 
alerts educate employees on the proper handling of confidential 
information. LeakProof supports regulatory compliance by protecting 
sensitive information and customer privacy.
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