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Data Leak Prevention: PAIN Worldwide

Manufacturers Losing Profits From
Compromised Intellectual Property Rights

Almost half of survey respondents report lost market share.
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Security

February 21, 2007
Security Woes Snowball For T] Maxx
By David Needle

originally reparted.

linternetnews.com|

T1 Maxx's (Quote) January report of a database breach exposing customers' financial information was bad enough.

It seems the damage, which led some customers to cancel or change their credit and debit card numbers, was worse than

T1 Maxx said in January that it believed the intrusion only took place from May 2006 to January 2007, but the company
said today in a statement its computer system was compromised in July 2005 and other dates in that year.
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Mobile Insecurity

» Desktop and Mobile Market Penetration Over Time.
Leakage T

Top Leakage Concerns

Mobile

USB
Population

Corporate Email

Anchored Desktop

Email on the Public Internet

% Penetration

WiFi

CD/DVD

PDA

Bluetooth / Infrared

Printer
1 2 3 4

Source: Market Research International Source: The 451 Group and
Infolock
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Data Security & Protection

 WhyData &
Security? Tnformation and.
. : Intellectual Property :
e Datailsmore ™ P (RE> M
mobile  USB gammm | s
Documents,

 Mobile devices
more powerful

e Difficult to

Sensitive Data
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Email, Contacts,

Documents
secure the .................................
‘Infrastructure’ 7 éﬁfﬁ‘ﬁ """
inamobile .ot @ st
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Content Sensitivity & Threat Potential
(source: InfolLock)

According to Gartner, 47% of corporate data resides on mobile devices, and
350,000 mobile devices were lost or stolen in
the U.S. over a two-year period
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The ‘Insider Threat’

e 78% of data Authorized Un-Authorized
breaches come Insiders Outsiders
Ay
from Authorized
Insiders Threat Threat
» Accidental or » Lost or
— Ponemon malicious stolen data
Institute Study — breach
2006
Goals Goals
» Monitor, log, » Prevent use
prevent of data by
breaches unauthorized
» Assess risk - people
continuously
» Educate
employees
f®, TREND
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Scenes of Mobile Data Leakage :

Scene 1

nfldnnfml

Confidential .

Product Plan m :‘ I I
e 1 for Next Gen Aall D ' BETA
% Gadget talkS,

Kristina, at Starbuc;ks“"... ...edits a confidential document... ...and emails it

How do you know? How can you tell it wasn't a love letter?  Could you have stopped it?
Scene 2
TR 149d1209y
wﬁg?%?%i*%?«v{A kW9731|a1
JfEEEcanivis | d992;f9ska _
i TER | 980210399 L —§
PR TEEALEDERY
ﬁf:tﬂT.i‘k/\ffﬁﬁ'ﬁo USB Drive
r;zﬁ%;i:ﬁkﬁiwif
Gary, at a branch office... ...encrypts customer data... ...and copies it
How do you know? /s he authorized? Can you centrally monitor & log?
. . . . #®) TREND,
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Securing Enterprise Data

LeakProof enables companies to
reduce the risk of data breaches and
ensure privacy and compliance

LeakProof understands the
content of data at rest, in use, and in motion
on every enterprise endpoint ,
providing protection of sensitive data
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LeakProof™ Secures From the Endpoint

Client Software Protect

* Intelligent

— Fingerprint, Regex,
Keyword, Meta data

ACME Customer Privacy Protectio
Emplo y of ACME are expected
to pro

Educate
& ]

e Interactive DNENEXY Anti-leak
Client

 |nvisible

* Independent

e Robust

Enterprise Management

i POlICy DataDNA Server
. Visibility
 Workflow
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Defining Sensitive Information

 Three Methods of Detecting Content
— Sensitive Document DataDNA™ Fingerprinting
e Unstructured Data
— Entity Templates (Regular Expressions)
e Structured Data
— Keyword Lists
e Structured Data
 Data is categorized by
— Classification (as many as you need)
— Sensitivity (High/Low)
— Regulation (associated with a classification)
» Sensitive Data and Security Policies are linked by:
— Matching Level Thresholds (High/Medium/Low)
— Sensitivity Level Thresholds (High/Low)
— Classification
— Regulation
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Sensitive Documents DataDNA™

e Servers with sensitive data are identified

o Sources (or file paths) within Servers identified
e Sources are given Classification and Sensitivity.
 Examples:

e \\server\files\contracts\*.doc = Contract
Documents/High Sensitivity

* \\myserven\files\CVS\*.* = Source Code/Low
Sensitivity
 Documents are retrieved by the appliance.
* Fingerprints are added to the database and policy.
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Unique Fingerprinting Technology

e Fast
e Small
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Entity Templates

Patterns are called Entities (Regular Expressions)
— SSN or National Identification Numbers

— Credit Cards

— Addresses

— Phone Numbers

Entities are combined into Templates
Templates have rules for which Entities must be found.

Entities have a score assigned as part of the rule
— Credit Cards + SSN = 100

Score determines which Security Policy Rule will apply.
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Defining an Entity Template

Verify Area Code

_ L Use rules from SSA

/ Custom Record

a0
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Keyword Lists

e Multiple lists of words are possible.
« Each list is assigned a Classification and Sensitivity.

 Primary Use: Identify Document Types
— C Source Code: printf(), scanf(), atoi()
— Java Source Code: public static void, System.out.printin()
— Legal Documents: indemnification, easement, escrow
— Medical Documents: anemia, ganglion, pancreatic
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Keyword Lists

Programming

Legal Dictionary

Medical Terms

atof(

atoi(

atol(

else if
#endif
errno.h
java.applet
java.awt
java.beans
java.io
java.lang

MALICE
ADJOURNMENT
DISMISSAL
AFFIDAVIT
ALIMONY
CURIAE
BIFURCATION
TRUST
CAPITAL

GAIN
CAPITAL

Abdominalgia
parathyroid gland
Vascular
Hypoproconvertinemia
Polyonychia
Gangrene
Osteomyelitis
spinal curvature
Tumor
Osteomyelitis
chylomicronemia
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Security Policy Components

e Security Policies are made up of rules

« Each rule has the following components
— Target (All, Workgroup, Workstation, Group)
— Sensitive Information Attributes
» Classification and Regulation
» Sensitivity threshold (Low or High)
« Match Level threshold (Low, Medium, or High)
— OR File Meta Data
* File extension
* File Size
» Special File Types (Archive, Encrypted, Unknown)
— Activity
 Email, Web, Instant Message, File Write
— Action (online/offline)
* Log, Warn, Block, Forensics, Alerts, Justify

+ Trend Micro Channel Confidential ' 'May-2008 ' 16  Copyright 2008 - Trend Micro Inc: -



Core Filtering Technology

« DataDNA™ Matching Engine
— High confidence, low false positives
— Language independent
— Multiple matching methods

 Signature/fingerprint
« Entity / Regex
» Keyword
* File meta-data
 Robust Anti-Leak A/L Agent
— DataDNA matching engine protects
e Online OR offline

* On edited, re-saved, cut/pasted
content

— Broadest coverage

* Devices, channels, applications,
email clients, network protocols

» Authorizes encryption

E Trend Micro Channel Confidential i May-2008 i |97

Confidential

Product Plan
for Next Gen
Gadget

149d1209y
kw9731la1
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Fingerprinted

(1
1]

BLOCKED!

Confidential

Product Plan | | s

for Next Gen
Gadget

:f9ska
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Confidential

| Plan
for Mext Gen

New archi-
tecture plan
Product Plan
for Next Gen
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Leading Agent Performance and Technology

e Fast and light
e Fastest matching engine
 Smallest signatures

Unobtrusive, Invisible

— Not in task manager
— Not in service list

— Hidden files/directory

E Trend Micro Channel Confidential

| ‘May-2008

518

Performance/

Footprint
CPU cycles

Provilla A/L Agent

2.54% (1/2)

Run-time Memory

8,280K (1/5)

Search Provilla A/L Agent Competition
Keywords: 1000 12.0 MB/s (10x) 1.3 MB/s
Entity —SSN, 190 MB/s (40x) 4.75 MB/s
Phone, Date
Fixed Signature Size
10000000 /
1000000
g 100000 /
5 —
E 10000 —&— Competition
%) = = Provilla Now
2 1000 —i— Provilla 3Q'08
IS 100 & % A
c
=y
N 10
1 .
10 MB 100 MB 1GB
Original Document Size
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Enterprise Workflow & Policy

 Leak Protection Policies

_ _ _ DATA
— Logging, alerting, blocking IN MOTION
— Education, Encryption, Justification

: DATA DATA
— By endpoint, user, or group AT REST _ a1 IN USE
— By data classification ot o

 HIPAA, Customer, SOX, SS#
— Separate online and offline policies
e Inventory & Forensics
— Discovery
* By endpoint, group, policy

— Investigate events, see actual sensitive
content
Dashboard &

o Scalablllty, Avallablllty Reporting
— Server clustering
— Agent monitoring
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LeakProof 3.0 Extends Endpoint Leadership

 Broadest DLP Threat Protection at the Endpoint

— USB, Emalil (Outlook, Lotus Notes), Webmail (MSN,
Yahoo, Gmail, AOL), IM (MSN, AIM, Yahoo), Network
(HTTP/HTTPS, FTP, SMTP)...

AUl — Windows Vista / Office 2007, PrintScreen Blocking

 Interactive Employee Education & Workflow
— Log, Block, Client Alert

MUl — Education: Custom messages and URL links
Al — Encryption for USB copying
NGl — Justification
* Discovery of Sensitive Data
Ml — Stand-alone discovery/scan module
e Administrative Workflow
— Dashboard, Policies, and Monitoring

+ Trend Micro Channel Confidential ' 'May-2008 1 20  Copyright 2008 - Trend Micro Inc:



Compelling Results

N OSH. Ny

Son u Ericsson Complete Home & Garden -

HMS-Holdings+Corp. WAL povicon Horitenge AFCO

e Sony Ericsson: Global mobile handset manufacturer
— Over 100 security violation incidents in first 3 weeks

e |SSI: Technology manufacturer
— Detected large number of file copies after employee resigned

e Leading financial services company

— Protected customer privacy to address compliance regulations GLBA
etc
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New Dashboard and Workflow

3 PROVILLA LEAKPROOF - Microsoft Internet Explorer

File

@ Back -

Edit “iew Favorites

J |ﬂ @ ;. / ) Search 5.

Tooks  Help

Favorites 41 [~ | =

Security
Event e
Summary

70
600
50
40
30
20
10

No. of Events

Period:

REELUR

TARA...

Top ¥iolation Endpoints

Top Endpoints and Violations Summary

XPVISTA
Endpoints

Online ® Offline

: address hittps /410,180,200 :8443/dsc frunshomePage.do

|

Status Summary

Endpoint Status

$ecurlty Violations over Time st # of Endpoints
! Offling 0
i G Online 4
3 30
o
2 = .
= 2 p -
[=]
* 10 | - Server Status
0 W Mame Twvpe Status
RIC 1010 1011 10-12 1813 10-14 18-15 18-16
Time period dos1s Controller Started
DSC_Manager Manager Started

Security Yiolations By Classification

Endpaoint File Werite | HTTP(S) | EMail | IM | WebMail | FTP | PGP | Total Events |

Security Violations By
Regulation

Offline Endpoints

Top 5 Offline Endpoints

Tirng OFfline:

REELUR 55 i 2 133 o1 74 : —
S— i 2y B j ccdi T BERRYESSA 10-08-2007 16:40:04 PDT
P 0 & ol & o s nfarmat] g8 ¥QLIM 10-09-2007 16:06:44 POT
nic o 0 g 0 o 0 3 3 SRRl Comiga DOUGLAS_TEST  10-10-2007 10:23:57 PDT
= Y FInanci
j Inform al Docs QAWZK3-1 10-10-2007 18:01:23 POT
Fersonal | / QA-YP-CLIENT1  10-11-2007 11:22:56 PDT
Financi |/ |
al Infor
mation
I | w
< | &
Security Event Summary
Online Security Events Dffline Security Events
Endpoink User Activity DatefTime ~ Endpoint File 'Write | HTTR(S) | EMail | IM | WebMal FTP | PGP | Total Offline Events | #
REELUR, REELUR\wdong  FileWrite 10-16-2007 11:56:07 PDT RIC o
REELUR. REELUR\wdong  Filewrite 10-15-2007 15:14:37 PDT REELUR o
REELUR, REELUR\wdong  FileWrite 10-15-2007 15:1%3:57 PDT FALCON o
REELUR. REELUR\wdona  Filewrite 10-15-2007 15:13:30 PDT X TARANTULA o %
1 1 1
. . . 1 1 1 . .
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LeakProof Management — Summary :

#®, TREND | cakProof

Sensitive 1rrfn Security Poﬁr.y Securtty Scan Security Viclations  Reporting  Admimstration Dﬁnagement User ID: admin | Help | Logout
Security R = s
Event ;ﬁdv |26 |Weeksll Change | BERINIG
Summary -~ Endpoint Status
Top Endpoints and Violations Summary Security Violations over Time T # of Endpgints
5 a0 |, Offine 1
E= £ / Online o
2 @ 30
& 30 = /
] = !
Al “Eran /
21:.2; =
10 # 10+ / Server Status
0 ST | = = o =
- FRAWINLP01 B 12-11 01-08 0205 03-p4  @d-01  04-28  05-27 Hane e | S5 |
Endpoints Tirne period localhost.localdomain Controller  Started
T ; T r DSC_Manager Manager  Started
Il Cnline | Offlinel |—-— Totall s ke =
Top Violation Endpoints Security Violations By Classification  Security Violations By
Regulation
Endpoint | File Write | HTTP(S) EMail M WebMai FTP PGP | Total Events | oy 3 Offkes frdoomts
FN-WINLP-01 29 4 00 4 s 0 53 Compan Offiine Endpoints | Time Offiine
- - - R vfigmi FN-WINLP-01 03-14-2008 00:47:41 PDT
al bocs
Personal
Finanei

al Infor
mation

Personal
Informa
tion

Credit
Caril

Security Event Summary

Online Security Events Offline Security Events

Endpoint | User | Actiity | Date/rime = Endpaint | File Wiite | HTTP(S) | EMail | IM | WebMai | FTP | PGP | Total Offine Events
FM-WINLP-01  FN-AWINLP-01\Administr. .. Filewrite 03-14-2008 00: 42140 POT | :FN-WH\ILP-OI V]

:FN—WN_P—OI FMN-WINLP-D1'Administr. .. FileWrite 03-14-2008 00:41:11POT - . . - - - - .

FM-WINLP-01  FN-WINLP-01\Administr... FileWrite 03-13-2008 05: 1307 POT

| FMN-WINLP-01  FN-WINLP-01\Administr... FileWrite 03-13-2008 05:10:52 POT :J
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LeakProof Management — Sensitive Info

User ID: admin | Help | Logout

Sensitive Document B . - -
e ‘ Sensitive Information Classification

Sou
Rechin) |Seasifive Document Sensitive Document Repository Definitions . . |

= | istar, istar — I_
Entity- :ﬁ;t::ﬁh resize list to Witemsperpage Addl Delete | | r 1
By H Mame = |Num of Sources ¥ |Host = |R.ootPaﬁ'1 < | Time Created S | | |
Tempiz] | Entity-b =

Matchir{|| Entity Definitiq Sensitive Document
Template Defir] || Source Repostories
Keywol Matching Levd || Sources

Catego Items 1-100f 15 [First | Prev] 1, 2 [Next | Last] go to page I resize list to |1 items per page
Keyword-bad Matching Leval Rule £ : 1 0

Matchin| | Cstegory Defi Addl Delete
————|| Matching Levd || Entity-b d Eoncitiin Tak I - . — " T
——— || Entity Defif iti ST

Infocle| | S = Scnsitive Document Category Definitions

Matching Lf|| Sources

Register/ De-registe

Keyword- Ma\:d-ui:g Le:IgRul; resize list to |1[] items per page Addl Delete |

iR Name = |Description = |Sensit'uity Level = |rmecmatu| - | | |
r

=5 o -
Matching | | Entity-based Sensitive Info Confidential Keywords Confidential Keywords Law 02-25-2008 05:34: 21 PST
Entity Definiticns

Info Classifig Templzte Defintions

Mztching Level Rule

Entity Definitions i

Keyword-based Sensitive Info
Category Definitions
Matching Level Rule

Info Classification
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LeakProof Management — Security Policy

Security Policies

Security Policy Rules
Summary
| PIDHC]I" Caontent Rules
Content Exceptions
m Device Control Rules
| DI 5P||| Security Scan Rules
- Boundary Rules
Di_SP Approval
DG_5P

Trend Micro Channel Confidential

Delete Drafts |
Content Rules S
a s |
View Violation Control Rule (= Required field)
i
0
r Rules Status
*Name |Defau|1 @ Active [ Apply For Scan
~*Target * Activities
% AlEndpoints ¢ Domain/Endpeint € Endpoint Group 7 Al
¥ Email 7 Fiewrite F ¥ Hre
[F Hres F m F PGP Encryption ¥ web Mai
" Sensitive Information Attributes
i fetladaiia Sensitivity Level: ||—UW 'l or above
File Metadata Based
*Matching Level: ||-UW "':I or above
Compliance Regulation: Information Claﬁmﬁm:
HIPAA - Default
GLBA Company Financial Docs
SOX b Personal Financial Information —
SB 1386 ;I Personal Information _:]
~*Actions to Take
Online Actions | Dffine Actions |
¥ Logging ¥ Client Side Alerting " No Blocking /Encrypting I™ offine Actions Same As Online
= server Side Alerting i & Blodding i
I™ Forensic Data Capturing € Enayating 7 Justification

3,

| ‘May-2008
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LeakProof Management — Security Scan

FEFETEREREE
i LhBdw|
i

79 TRE

Home  Sensitive Info

D | eakProof ™

Security Policy

Security Violations

Reporting Administration Management User ID: admin

| “Help | togout

‘ Scan Definitions

‘Security Scan Run of Tm Security Scan

ﬁ Owerview
= 8 ey-winee-o1
B %% Device
w‘n DVD/CD-ROM drives
- piits (COM B LPT)
Floppy disk controllers
= pemovable disk drives
= - Drocument
=] ;"' Ca
S0 teme

Trend Micro Channel Confidential i

[ Leaked-Documents
# winoows
E wae Dirive
o
- p

FM-WINLP-01

| 03-05-2008 00:54:36 PST

- 03-05-2008 00:55:16 PST

- Completed

| —— 100%

vel | High

May-2008
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LeakProof Management — Security Violations

@I'?E',{'E- LeakProof™

Home EEIEl-EFEIﬂﬁ} Security Policy  Security Scan ) Reporting  Administrabion  Management User T sdmin H=lp | Logout
Event Geel01-01-2004 12:00-00 EISCHNow @

General Info : Users 2 Endpoints 1

FileWrite 29 FTP 16 Web Mail 4 HTTPS 4
| Email 0 H 0 HTTP 0 PGP Encryption 0

ltems 1-100f 53 [First |Prev] 1,2, 3, 4, 5,6 [Next | Last] go to page [1 resizelistto [0 items per page Dowrload forensic data |
I~ | User : |Endpoint & | Actvity & ‘%e: |Desﬁnaﬁon - | pate s ||‘|

B 53 FN-WINLP-O1\Administ... FNAWINLP-01 FileVirite No E:\New Text Document. bet 013-14-2008 00:42:40 POT

B 52 FN-WINLP-O1\Administ.. FN-WINLP-01 FileWrite Mo E:\excel7. s 03-14-2008 00:41: 11 POT

‘H 51 FN-WINLP-O1\Administ... FNAVINLP-01 FTP Yes 192.168.1.120:20 03-13-2008 05:21:30 POT

B 50 FN-WINLP-D1\Administ... FN-WINLP-D1 Web Mail (GMail) Yes mail. google. com/mailf2Li= 03-13-2008 05:21:23 POT

B 49 FN-WINLP-O1\Administ... FN-AWINLP-01 FileVurite Yes E:lewceld. s 03-13-2008 05: 13:07 POT

48 FN-WINLP-O1\Administ... FNAWINLP-D1 FileWrite No Erlexcel8. vls 03-13-2008 05:13:07 POT

B 47 FN-WINLP-O1\Administ... FNAWINLP-01 FileWrite Mo E:\excels. vs 03-13-2008 05: 10:52 POT

B 45 FN-WINLP-O1\Administ... FNAWINLP-01 Web Mail (GMal) Nao mail.google. com/mail7ui= 03-05-2008 00:52:23 PST

B 45 FN-WINLP-O1\Administ... FNAVINLP-01 FileVirite No E:\ewcels. dls 03-05-2008 00:49:50 PST

B 44 FN-WINLP-D1\Administ... FMAWINLP-01 Web Mail (GMal) No mail. google. com/mailf?ui= 03-03-2008 23:33:24 PST

& 2007 Trend Miro Incl All iights reserved
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LeakProof Management — Reporting :

f®) TREND. | eakProof "

Home  Sensitive Info  Security Policy  Security Scan  Security Violations Administration  Management User ID: admin | Help | Logout
Report Definition
, TREND Executive summary
j MICRO
— 1 _—
Hame - | Type © Format © |Descriptio
| ' 05/27/2008 23:43:28 PDT
." Executive summary Executive summary HTML Security Event Summary
2 # of event in the past 12 months 53
[ 2 Top users Al Users: Most active to date HTML # of event in the past 8 months =
. . . . # of event in the past & menths 53
b Last month activity detalls Al Users: Activity Details to date HTML # 0f event in the past'3 months 11
# of event in the past 1 month a
.‘ Top endpoints All Endpoints: Most active to date HTML

Monthly Security Events {past 12 months)
40
35
30
25
20
i5
10

.,_ul

Jun.  Jul. Awg.  Sep. Oct. Mov. Dec. Jan.  Feb.  Mar.  Apr.  May

i

Activity

28
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LeakProof Management — Administration

) TRE

D. | eakProof "

- Reporting

STyt Events System Events
S
Configuration
Ut e = | Log Time
Data Management 03-05-2008 00:55: 16

03-05-2008 00:54:37
03-05-2008 00:54:36
03-03-2008 23:41:44
03-03-2008 23:40:58
03-03-2008 23:40:58
02-25-2008 06:31:53
02-25-2008 06:30:04
02-25-2008 06:29: 18
02-25-2008 06:29:07

Qﬁﬁﬁﬁﬁﬁﬁﬁﬁg

Ttems 1-100f 23 [First | Prev] 1, 2, 3 [Next | Last] go to page |1 resize list to |1u items per page

| _
= | Description

The security scan (name=Tm Security Scan) for endpoint [FHN-WINLP-01] has completed.

The security scan {name=Tm Security Scan) for endpoint [FN-WINLP-01] has been started.

The security scan {name=Tm Security Scan) for endpoint [FN-WINLP-01] is being started.
The security scan {name=Tm Security Scan) for endpoint [FN-WINLP-01] has completed.

The security scan {name=Tm Security Scan) for endpoint [FM-WINLP-01] has been started.

The security scan {name=Tm Security Scan) for endpoeint [FN-WINLP-01] is being started.
51 entity data has been changed

51 entity data has been changed

51 entity data has been changed

SI template data has been changed

L1

B 2007 Trend Mivo Irc, Al oghts ressrved
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LeakProof Management — Management

@ TREND. | gakProof ™

Home  Sensitive Info Security Policy Security 5can Security Violations Reporting  Administration } User Ik admin | Help | Logout

Sarver Status Server Status

; 3 Name P a ].sbm: | Type = Version ~ | From ~ | Connected EPs =
DSC_Manager 127.0.0.1:3080 Started  Manager DSC-REL20-M1-07192006  05-27-2008 22:35:08 POT  N/A
localhost.localdomain 192, 168.1. 166:8804,8904 Started  Controller DSC-R3_0-071203-114955 05-27-2008 21:55:23P0T 0

& 2007 Trend Mo Inc. All nights reserved
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LeakProof Client — Summary

Brandable

Logo and custom
messages

¥ provila

The data you are sending or copying contains sensitive information.

3 nccurrence[s] has been detected

| T [Message

¥ 1832148 Hello, Lhis i= snother security slerl

._ﬁ 15:32.20  Hello, this is security alert. L ewilia-ing con |
y 15:32.%  [offline locall:Fite transfer: B2 SuperSecret.iut prohibit... \

:

Pow rred by Provilla, Inc. All rights reser red

\

Dismiss

\

\

verity:
Slgos(e: Custom Alert Messages
Warn & L(’) File {name} contains {class} data
9 and should not be sent via {channel}
Info only
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Custom Links

Company
Policies

3 ACME Laboratories - Microsoft Internet Explorer

Eile Edit View Favorites Tools Help

Q- © B EG Puen e @ -5 5~ J@ELO@ S

Address @ htp: /fwwwe. acme.com/

ACME Customer Privacy Protection

Employees of ACME are expected
to protect sensitive information
containing customer information
such as names, account numbers,
social security numbers etc.
Please report any ...

Call the helpdesk or emai

3 ACME Laboratories - Microsoft Internet Explorer

Eile Edit View Favorites Tools Help

Q- O [ B G o Sormrme @ -5 5 - @B EO@ B

Address @ htp: /fwwwe. acme.com/

Copyright 2008 - Trend Micro Inc.

Protection of Intellectual Property

The IP of ACME is very valuable to
us, and we expect all employees to
help protect this data. Files con-
taining IP secrets should not be
emailed, copied to USB, ...

If you have any questions about

this, please contact HR ~

) 17
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LeakProof Client — Employee Education

Action required - Please respond promptly. 164 seconds,
The content you are sending or copying containg sensitive data. Please enter
a reazan for your action [at least 10 characters lang), then select “Submit’,

[vour action will be allowed and vour reason logged. Select "Cancel’ to cancel
waur achion.

Cantent [:\LuceneT est.cpp

Mate: Prohibited symbalz - < = " 7 - will be replaced by space,

Action required - Please respond promptly. 169 seconds, @

The file you are copying containg senzitive data and should be enciypted with
a pazzward before copring. Please enter a pazsward [at [2azt B characters
long] and zelect "Submit’; [F you would like to copy this file without encryption,
zelect ‘Challenge' to ovemde encryption. 'ou will be asked to enter a reazon,
For encmpted filez, double-click or open the encippted file, and enter the
paszwaord bo decrypt. Select ‘Cancel' to cancel your copy,

Content |I:'\Lu-:eneT ezt.cpp

Paszwiard |

Retype paszwaord |

Cancel

| Encropt |

Trend Micro Channel Confidential E
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Action required - Please respond promptly. 175 seconds. @

The file you are copying containg senzitive data and must be encrypted with a
pazzword before copying, Pleaze enter a pazzward [at lzast B charactears
long) and zelect “Submit’. Double-click or open the encrypted file, and enter
the pazsword to decrypt. Select "Cancel' to cancel your copy.

Content |I:"-.Luu:eneT est.cpp

Paszwiord ||

Retype paszword |

Action required - Please respond promptly. 155 seconds,

Please enter a reason '[a-t least 10 i:'h'ar'ai:"térs'iung]' far i:;'ver'r-idih'ﬁ'eni:r};ﬁt-ii:'u'h
fiar thiz file, then select “Submit’, Yaur copy will be allowed and vaur reazon
logged. Select ‘Cancel' bo cancel your action,

Cantent [:\LuceneT est.cpp

Mate: Prohibited symbalz - < = ' 7 - will be replaced by space,

Copyright 2008 - Trend Micro Inc.
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Trend Micro LeakProof 3.0

 Trend Micro LeakProof™ prevents enterprise data leaks with a
unique approach that combines endpoint-based enforcement with
highly accurate fingerprinting and content matching technology.

 The LeakProof Anti-Leak Client communicates with the LeakProof
DataDNA™ Server appliance for intelligent content filtering and
security policy enforcement. Patent-pending technology detects
sensitive data with real-time filtering. Powerful algorithms extract
iInformation from content to create a uniqgue DNA sequence or
“fingerprint” for each document that enables endpoint-based
enforcement on or offline.

A web-based interface supports administrative workflows for
discovery, classification, policy setting, and reporting. Interactive
alerts educate employees on the proper handling of confidential
Information. LeakProof supports regulatory compliance by protecting
sensitive information and customer privacy.
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