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Reactive Security 
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The IronPort SenderBase® Network 
Global Reach Yields Benchmark Accuracy 

• 30B+ queries daily 
• 150+ Email and Web

 parameters 
• 25% of the World’s Traffic 
• Cisco Network Devices 

IronPort
 SenderBase 

Combines Email & Web Traffic Analysis 

IronPort EMAIL 
Security Appliances 

IronPort WEB 
Security

 Appliances 

  View into both email & Web
 traffic dramatically improves
 detection 

  80% of spam contains URLs 
  Email is a key distribution

 vector for Web-based
 malware 

  Malware is a key distribution
 vector for Spam zombie
 infections 
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Jan – Feb : 4% 

Jan - Feb: 14% 

Spam Volumes 
Through March 2008 

  Volumes up, 
consistent w/ 
historic trends 

Jan - Feb: 14% 
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Storm Spam Volumes 

  Storm IPs were 9.6% of all
 corpus spam sources (ML 23%) 

  Storm spam was 2.8% of all
 corpus spam 

  Extrapola8ng to Internet: 
‐  Storm sent 3.1 billion msgs per day 
‐  Storm sent from 183,000 IP addresses

 per day 
‐  16,940 Daily msgs per IP 

  ML quoted in March 08
 report 20% of all spam
 from Storm 

Storm Volumes are down 80%
 from their July, 2007 Peak 
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Interesting spam trends 

 Google s8ll >3% of all spam seen alone 

 Calendar/invite spam from gmail etc…. 
‐  May not be scanned in same way as it’s an a`achment..that’s not associated
 with spam typically 

 Spam URL’s back using Google redirect 

‐  SURBLS will fail as a result  
‐  h`p://www.google.com/search?q=3Dsite%3Aso%66t%6Eewmor
e%2Ecom&btn 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CAPTCHAS 

 Completely Automated Public Turing test to tell
 Computers and Humans Apart  

 Hotmail/Gmail/Yahoo CAPTCHAS have been
 broken / compromised driving spammers to sign up
 new accounts to send spam from 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Off the shelf software for spammers 

 the average amount of 8me it takes to create a
 GMail account on a fast connec8on is
 approximately 4 minutes.  

 With this soiware you can create a single account
 in under 10 seconds, and 10 accounts in under 2
 minutes.  

 The program costs $57, but I'm sure it's not the only
 one. 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Storm update 

 Social engineering again drives infec8on of malware 

 April fools message used to en8ce users to an
 infected web site 

 We saw over 100,000 hosts sending this message
 from the Storm network to en8ce users to 

 h`p://67.175.228.70 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Phishing trends 

  Refresh – what is a Phish? 
  $3.2 bn lost to phishing in 2007 

‐  Financial sector con8nues to be most targe`ed (92%) 
‐  Govt (5% ‐ think tax dept scams etc..) 
‐  Retails & ISP’s (1.5% each) 

  18 % of all verified phishing Web sites were hosted on just three IP
 addresses!! 

  Paypal now blocking requests from weaker browsers (user‐agent tag) 
  Web sites ending in “.cn” ‐ the Top Level Domain (TLD) assigned to China
 ‐ account for 4 of the top 5 Web sites with the most valid phishes 

  One unique phishing scam is launched every two minutes 
  USA s8ll hosts >66% of systems hos8ng phish sites 

  Cost to buy a kit $1000 – writers scam the people whom host the site as
 well.. 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Portable Storage 

 USB, Music, Video & DVD players targets 
  Plug into PC at home & work….trusted 
  ‘Expansion of network endpoint’ 
  43% businesses have no security to address removable
 media 

 Recent a`acks 
‐  Digital Picture frames (San Fran Dec 2007) 
‐  Tom Toms (UK March 2007) 
‐  Media Players (infected & made in China) 

  Targeung manufacturing facili8es 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Spyware.. 
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 AVtest: 5m different
 pieces of spyware in
 2007 

 Keyloggers : x20 in 5
 years,  

 High growth for rootkits
 (tools designed to hide
 other more malicious
 codes) 

Malware is spreading 
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Legitimate Websites Getting Hacked 

 Legi8mate websites become  
distribu8on points 
‐  Trend AV,  
‐  Iframes 

‐  Mpack Mass‐Hack 

 Hosted on good sites (Google blogspot for example) 
‐  hxxp://arkyrphjsbafxk .blogspot.com/ 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Threat Spotlight – Search Engine Vector 

 Google es8mate 1.4% all
 searches ‘dirty’ 

 Malicious sites boosted by
 “comment spam” & “blog
 spam” 

 Users commonly select site
 due to high placement in
 search results  

 Redirected to pages serving
 malware 

‐ Fake codec installa8on
 dialog or IFrame a`ack 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One malware site – lets look 
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Xasar77.net registered on the 17th March by 
estdomains, hosted 10,000 malurls 



© 2008 Cisco Systems, Inc. All rights reserved. Cisco Confidential 

The urls wants to install a codec 
endcodec4261.exe on my laptop 
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The result 
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Actually -5 
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Future threats 

 Olympics 

 European championships 

 Earth day 
 US Presiden8al elec8on (November) 



© 2008 Cisco Systems, Inc. All rights reserved. Cisco Confidential 

Solution??? 
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Recommendations 

 Understand the problem holis8cally 

 New paradigm: a`ack in depth 

 Measure infec8ons on your network 

 Protect the HTTP vector 
‐  #1 source of infec8ons 

 User educa8on to combat social engineering 

 NAC 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IronPort Architecture for  
Multi-Layered Email Security 

MANAGEMENT TOOLS 

THE IRONPORT ASYNCOS™ EMAIL PLATFORM 

SPAM 
DEFENSE 
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DATA LOSS
 PREVENTION 

EMAIL ENCRYPTION 



© 2008 Cisco Systems, Inc. All rights reserved. Cisco Confidential 

MANAGEMENT TOOLS 

IronPort AsyncOS Web Security Platform 

Anti-Malware 
System 

Web Reputation 
Filters 

URL 
Filters 

L4 Traffic 
Monitor 

IronPort Architecture for  
Multi-Layered Web Security 
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Thank you! 


