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CENTRALIZED	
  VISIBILITY	
  &	
  CONTROL	
  



COLLECTS	
  VIA	
  GLOBAL	
  SENSORNET	
  	
  
•  Honeypots,	
  customers,	
  threat	
  researchers,	
  community…	
  
•  Over	
  300M	
  nodes;	
  8.6B	
  threat	
  events	
  daily	
  
•  URLs,	
  vulnerabili*es,	
  files,	
  domains,	
  network	
  traffic,	
  threat	
  actors,	
  
mobile	
  apps,	
  IP	
  addresses,	
  exploit	
  kits	
  

BIG	
  DATA	
  ANALYTICS	
  
•  Iden*fies	
  using	
  data	
  mining,	
  machine	
  
learning,	
  modeling	
  and	
  correla*on	
  

•  100	
  TB	
  data;	
  500K	
  unique	
  threats	
  
iden*fied	
  daily	
  

GLOBAL	
  THREAT	
  INTELLIGENCE	
  
•  250M	
  threats	
  blocked	
  daily	
  
•  Email	
  reputa*on,	
  file	
  reputa*on,	
  web	
  reputa*on,	
  
network	
  traffic	
  rules,	
  mobile	
  app	
  reputa*on,	
  known	
  
vulnerabili*es/exploits,	
  threat	
  actor	
  research,	
  C&C…	
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1.  Gartner, Forecast Analysis: Data Center, May 2012;  
2.  Forrester Study, 2013; 
3.  Netscope	
  Cloud	
  Report,	
  April	
  2014	
  
 

The	
  enterprise	
  boundary	
  is	
  gone	
  	
  

461	
  cloud	
  apps	
  in	
  enterprises,	
  10X	
  IT’s	
  es*mate2	
  

By	
  2016,	
  71%	
  of	
  server	
  workloads	
  will	
  be	
  virtualized1	
  

731M	
  records	
  lost	
  due	
  to	
  hacking	
  &	
  Web	
  compromises3	
  	
  



By	
  virtualiza4on	
  are	
  you	
  dealing	
  with…	
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…	
  Minutes	
  to	
  deploy	
  a	
  server…	
  
weeks	
  to	
  secure	
  it?	
  

…	
  Virtual	
  scale	
  beyond	
  physical	
  
limits	
  …	
  and	
  hiQng	
  a	
  wall	
  on	
  
security?	
  

…	
  Servers	
  that	
  share	
  resources…	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
but	
  security	
  that	
  consumes	
  it?	
  	
  



ADAPTIVE	
  
Intelligent,	
  dynamic	
  
provisioning	
  &	
  policy	
  
enforcement	
  	
  

CONTEXT	
  
Workload	
  &	
  
applica4on-­‐aware	
  

SOFTWARE	
  
Op4mized	
  for	
  
virtualiza4on	
  &	
  cloud	
  
infrastructure	
  

PLATFORM	
  
Comprehensive	
  
capabili4es	
  across	
  data	
  
center	
  &	
  cloud	
  	
  

Security	
  principles	
  
remain	
  the	
  same…	
  

…but	
  the	
  APPROACH	
  	
  to	
  
security	
  must	
  change.	
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Log	
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Applica4on	
  	
  
Scanning	
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An4-­‐malware	
  

Intrusion	
  	
  
Preven4on	
  

Host	
  	
  
Firewall	
  

Integrity	
  	
  
Monitoring	
  

Log	
  Inspec4on	
  

Applica4on	
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Data	
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New	
  approach	
  can	
  deliver	
  op4mized	
  security	
  
for	
  the	
  modern	
  virtualized	
  data	
  center	
  

Provision	
  security	
  automa4cally	
  across	
  environments	
  

Manage	
  security	
  efficiently	
  as	
  you	
  scale	
  

Security	
  op4mized	
  for	
  the	
  modern	
  data	
  center	
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Provisioning	
  
Infrastructure,	
  
vCenter,	
  Ac4ve	
  

Directory,	
  vCloud,	
  
AWS,	
  Azure	
  

SAP	
  

Exchange	
  Servers	
  

Oracle	
  

Web	
  Servers	
  

Web	
  	
  
Server	
  

Automate	
  security	
  specific	
  to	
  your	
  data	
  center	
  

• Gain	
  visibility	
  vCenter	
  Opera*ons	
  
Manager	
  and	
  vCloud	
  Director	
  integra*on	
  	
  

•  Recommend	
  and	
  apply	
  policies	
  
automa*cally	
  -­‐	
  specific	
  to	
  your	
  data	
  
center	
  environment	
  

	
  • Automa*cally	
  scale	
  up	
  and	
  down	
  
across	
  data	
  center	
  and	
  cloud	
  as	
  
required—with	
  no	
  security	
  gaps	
  

19	
  
Rules	
  

15	
  
Rules	
  

73	
  
Rules	
  

8	
  
Rules	
  

28	
  
Rules	
  

VM	
   VM	
   VM	
   VM	
   VM	
  

VM	
   VM	
   VM	
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Automa4cally	
  protect	
  new	
  VMs	
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Automa4cally	
  add	
  a	
  
new	
  VM	
  with	
  the	
  
appropriate	
  policy	
  	
  	
  

Manage	
  all	
  controls	
  
across	
  all	
  environments	
  



Op4mized	
  for	
  your	
  VMware	
  investments	
  
VMware	
  vSphere™	
  

VMware	
  NSX™	
  

VMware	
  vCenter™	
  

VMware	
  vCloud	
  &	
  vCloud	
  Air™	
  

•  Secures	
  using	
  agentless	
  innova*on	
  
for	
  file	
  &	
  network	
  controls,	
  not	
  
just	
  an*-­‐malware	
  

• Automate	
  provisioning,	
  workflow	
  
and	
  tagging	
  	
  

•  Integrates	
  with	
  management	
  layer	
  
for	
  complete	
  real-­‐*me	
  visibility	
  	
  

• Manage	
  security	
  consistently	
  
across	
  physical,	
  virtual,	
  &	
  cloud	
  

VMware	
  vCenter	
  Opera4ons™	
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VMware	
  Horizon	
  Desktop™	
  

VMware	
  vShield	
  



2009 2010 2011 2012 2013 2014 

Con*nued	
  Innova*on	
  with	
  VMware	
  	
  
	
  

 

the most secure virtualization infrastructure, with 
APIs, & certification programs 

 

security solutions architected to fully enhance  
the VMware platform  

Deep Security 7 
supporting 
introspection 
and network 
traffic through 
hypervisor. 

Deep Security 
7.5 first to 
support VMware 
vShield 

Deep Security 8 
only fully 
agentless 
security platform 

Deep Security 
Support for 
vSphere 5.1 
platform 

Deep Security 9 
with agent 
recommendation 
scan 

Deep Security 9.5 
NSX and vCloud 
Hybrid Service 
Integration 

Joint customer growth  

382 2159 3671 5286 ??? 



Strengthening	
  Alignment	
  with	
  VMware	
  	
  

•  vCloud	
  Air	
  (formerly	
  vCloud	
  Hybrid	
  Service)	
  	
  
–  Seamlessly	
  move	
  on-­‐premise	
  deployment	
  to	
  the	
  public	
  cloud	
  

(announced	
  in	
  June,	
  2014)	
  

•  vCenter	
  Opera4ons	
  Plug-­‐in	
  
–  Allows	
  the	
  opera*ons	
  team	
  to	
  see	
  the	
  security	
  status,	
  

security	
  related	
  events	
  and	
  overall	
  health	
  from	
  a	
  single	
  view	
  
(VMworld	
  announcement)	
  

•  Horizon	
  Desktop	
  as	
  a	
  Service	
  (DaaS)	
  
–  New	
  Deep	
  Security	
  reference	
  architecture	
  validated	
  by	
  

VMware	
  for	
  Horizon	
  DaaS	
  
–  Integrate	
  agentless	
  security	
  and	
  deliver	
  fully-­‐managed	
  or	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  

co-­‐managed	
  security	
  as	
  part	
  of	
  a	
  desktop	
  as	
  a	
  service	
  
offering	
  

–  VMworld	
  announcement	
  



Use	
  agentless	
  security	
  to	
  reduce	
  system	
  load	
  	
  

Network	
  Usage	
  

Scan	
  Speed	
  

CPU/Memory	
  Usage	
  

IOPS	
  

Storage	
  

ESXi	
  

SAN	
  

Disk	
   Disk	
   Disk	
   Disk	
   Disk	
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Avoid	
  duplica4on	
  of	
  effort	
  to	
  impact	
  performance	
  	
  

17 

Scan	
  	
  
Cache	
  

*All	
  results	
  based	
  on	
  internal	
  tes4ng	
  using	
  VMware	
  View	
  	
  simulators	
  

Up	
  to	
  20X	
  Faster*	
  
Full	
  Scans	
  
	
  

Up	
  to	
  5X	
  Faster	
  
Real4me	
  Scans	
  
	
  

Up	
  to	
  2X	
  Faster	
  	
  	
  
VDI	
  Login	
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18	
  

Deep	
  Security	
  9.5	
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Management	
  &	
  Repor*ng	
  

Data	
  Center	
  

Physical	
   Virtual	
   Private	
  Cloud	
   Public	
  Cloud	
  

•  Address	
  security	
  across	
  ALL	
  your	
  environments	
  
•  Comprehensive	
  security	
  to	
  address	
  varying	
  risk	
  	
  

Data	
  	
  
Protec*on	
  

An*-­‐	
  
Malware	
  

Intrusion	
  	
  
Preven*on	
  

Host	
  
Firewall	
  

Integrity	
  
Monitoring	
  

Log	
  	
  
Inspec*on	
  

Applica*on	
  
Scanning	
  

Single	
  plahorm	
  for	
  the	
  modern	
  data	
  center	
  &	
  cloud	
  



Trend	
  Micro	
  Cloud	
  &	
  Data	
  Center	
  Security	
  Capabili4es	
  
Anti-malware with Web Reputation: 
Detect malware on servers 

Application Scanning 
(DS for Web Apps):   
Vulnerability detection and 
protection for Web apps 

Data Protection (SecureCloud):   
Encrypt data at rest and protect  
data in motion (SSL)  

Log Inspection:   
Identify security-relevant events & 
suspicious behavior in system logs Firewall:  

Perimeter around each server to block 
attacks and limit communication  

Integrity Monitoring:   
Detect & report unauthorized or out-of-
policy changes  
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Intrusion Prevention:  
Intrusion detection,  
recommendation scan 
and virtual patching 



Protect	
  against	
  vulnerabili4es	
  -­‐	
  before	
  you	
  patch	
  	
  

•  Reduce	
  risk	
  of	
  exposure	
  
to	
  vulnerability	
  exploits	
  
–	
  especially	
  as	
  you	
  scale	
  

•  Save	
  money	
  avoiding	
  
costly	
  emergency	
  
patching	
  

•  Patch	
  at	
  your	
  
convenience	
  

Vulnerability Disclosed or 
Exploit Available 

Patch  
Available 

Complete 
Deployment 

Test 

Soak	
  

Exposure	
  

Begin 
Deployment 

Patched	
  Virtually	
  patch	
  with	
  Trend	
  Micro	
  Intrusion	
  Preven4on	
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Trend	
  Micro’s	
  Intrusion	
  
Preven*on	
  rules	
  were	
  

released	
  more	
  than	
  a	
  month	
  
before	
  this	
  vulnerability	
  was	
  

addressed!	
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(CVE-2013-5065) 
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What’s	
  new	
  in	
  Deep	
  Security	
  9.5	
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Enhanced Security for the Software Defined Data Center 
 
•  Extend VMware NSX’s core 

networking and security services  
– Extend the benefits of micro-

segmentation with security 
policies and capabilities that 
automatically follow VMs  

– Agentless security across 
network and file-based security 
controls for NSX 

– Automate real-time remediation 
and incident response during 
attacks 

 
 

NSX Deep  
Security  

9.5 

Anti-Malware w/
Web Rep 

Firewall 

Intrusion 
Prevention 

Integrity 
Monitoring 
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Auto	
  

Deployment	
  
	
  

No	
  Hypervisor	
  Install	
  

No	
  Reboot	
  
	
  
Fine	
  Grained	
  

Control	
  
	
  
Automa4on	
  Through	
  

Tagging	
  
	
  
	
  

NSX	
  

Deep	
  Security	
  for	
  VMware®	
  NSX	
  

Deep	
  	
  
Security	
  	
  

9.5	
  

Anti-Malware 
with Web Reputation 

 

Firewall 

Intrusion 
Prevention 

Integrity 
Monitoring 

Logical 
Switching 

Logical 
Routing 

Logical  
Load Balancer 

Logical  
VPN 

Logical  
Firewall 

Vulnerability 
& Software Inventory 

Scan 
25	
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Leverage	
  VMware	
  NSX	
  for	
  automa4ng	
  security	
  

•  Automa*cally	
  deploy	
  agentless	
  
file-­‐based	
  &	
  network	
  security	
  
that	
  works	
  seamlessly	
  with	
  
NSX	
  

•  No	
  maintenance	
  mode	
  or	
  re-­‐
boot	
  required…just	
  deploy	
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Security	
  is	
  an	
  available	
  
service…Deep	
  Security	
  can	
  
be	
  deployed	
  from	
  NSX	
  



Virtual	
  Appliances	
  added	
  automa4cally	
  to	
  DSM	
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Virtual	
  Appliance	
  deployed	
  
via	
  NSX,	
  automa4cally	
  added	
  

to	
  Deep	
  Security	
  



NSX Summary 

Benefits of NSX 
•  No Trend Micro Hypervisor component 
•  Automatic Deployment of DSVA on ESXi 5.5+ 
•  No maintenance mode/reboot 
•  Automated policy management in vSphere Web Client 
•  Multi-product interoperability and automation through tagging 
 
NSX Alternatives: 
•  Deep Security 9.5 support all modules (using vShield with VMsafe-NET) on: 

–  ESXi 5.5 
–  ESXi 5.1 
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Improved Operational Efficiency 

•  Smart Agent: Lighter and more dynamic deployment 
– Quicker installation and ease of deployment  
– Policy-based module install and support 

 

Anti-
Malware 

Intrusion 
Prevention 

Firewall Integrity 
Monitoring 

Log 
Inspection 

•  Improved Linux support 
– Now supporting CloudLinux, Oracle Unbreakable 

and Ubuntu 
– Realtime malware scan (Redhat & SUSE) 
– On demand malware scan (all distros) 
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Linux 

4-9 Day SLA For New Kernels 
Over 500 kernels today! 
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Simplified Administration 

• Enhanced Central Management Console 
– Visibility to multiple products from Control 

Manager 
 
– Enhanced centralized reporting through cross 

product views of multiple security controls  
 
– Expanded visibility to customize their view 

•   Including both Top ”X” and Historical 
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Source:	
  IDC	
  Worldwide	
  Endpoint	
  Security	
  2014-­‐2018	
  Forecast	
  and	
  2013	
  Vendor	
  Shares,	
  Figure	
  2,	
  doc	
  #250210,	
  August	
  2014	
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27.5% 

#1	
  Corporate	
  Server	
  Security	
  Market	
  Share1	
  



Thousands	
  of	
  customers….millions	
  of	
  servers	
  protected	
  

Automated	
  security	
  

Secured	
  >	
  3,000	
  
virtual	
  desktops	
  	
  

Addressed	
  
compliance	
  

Centralized	
  security	
  

Deployed	
  virtual	
  
patching	
  

Reduced	
  impact	
  
on	
  performance	
  	
  

Deployed	
  mul4ple	
  
controls	
  to	
  protect	
  data	
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Thank	
  you!	
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