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Introduction
	The most common cause for losing IT services availability and the security breaches (e.g. loss of sensitive data, computer hacking, etc.) is the human error within the process of implementing changes (among others within network and security systems). Also security audits prove that break-ins within IT security systems are most frequently caused by human faults, usually in the process of configuring network protections. 
Network operation is essential for the whole IT system – nowadays nearly all applications operate within the network environment. The changes of the network and security devices should be conducted in controlled manner to minimize the number of possible mistakes in this important process. Such practice can be only provided by introducing suitable companywide procedures and implementing specialized tools aiding their enforcement.
Tufin SecureTrackTM is a set of dedicated tools facilitating the change management process as well as optimizing the network configuration and the devices performance (among others firewalls, routers, switches). 
The solution is available as both, hardware and software: 

· T-Series Appliance - out-of-the-box device,
· Virtual machine,
· Software: RedHat, CentOS.
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Problems and practical solutions
1.  Irregular changes registration and control 
Problems:

· Change control in the scope of configuring network protections (among others firewalls, routers, switches) based on traditional methods such as event logs (or similar documents) requires continuous change registration. 

· The change control process demands strict discipline and time devotion on the administrators’ part. 
Solution: 

· SecureTrack maintains a database that registers all monitored devices.
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Exercises: 

· General review of configuration settings - My Settings, Monitoring, Configuration, Administratration i System, i.e.:
· Adding new device - Monitoring | Devices | Start monitoring a new device.

· Adding new user - Configuration | Users.
· Device status monitoring - Administratration | Status.

Solution: 

· SecureTrack monitors the devices in real-time and automatically registers changes of devices’ configuration.
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Exercises: 

· Review of policies of different devices - View Policy.
· Review of different configuration elements, i.e. Rules, Objects, Routing. 
2.  Documents where changes are registered become of no use
Problems:

· With traditional methods the size of information stored within the change history quickly turns the search for specific piece of data into a time-consuming process. 

· Event logs and other documents storing the historical information turn out to be of little help.
Solution:

· Dedicated tools enable quick search, analysis, evaluation and comparison of various configurations, including the historical ones.
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Exercises: 

· Compare and analyze different configurations – Compare.

· Generating a report – Generate Report.

3.  A change of device configuration in the network caused a loss of availability of important IT services
Problems:
· Important IT services were disrupted as a result of a configuration change to a network device (e.g. router, switch, firewall). 

· Finding the cause of the problem requires performing the analysis of configuration information of multiple devices that is a time-consuming process.  

· The services stay unavailable the whole time the administrators analyze the data.
Solution:
· SecureTrack compares in real-time the implemented configuration changes to the organization’s security policy (Business Continuity or Risk Management types).

· An alert is issued whenever a change breaches the policy.
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Exercises: 

· Define a compliance policy type of Business Continuity - Audit | Compliance Policies | New Compliance Policy. 

· Define a compliance policy type of Risk Management - Audit | Compliance Policies | New Compliance Policy.
Solution:

· SecureTrack administrator can quickly find a security device that blocks or allows an access to IT services.
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Exercises: 

· Simultaneous analysis of many devices policies – Analyze | Analysis Queries. 

4.  Excessive increase of configuration size - needless rules and objects in policies cause "holes" in the network safeguards
5.  Administrators do not understand oversized configuration
Problems:
· Configurations of the security devices contain more and more needless elements (e.g. rules and objects in firewall policies) threatening IT systems safety and decreasing safeguards’ performance. 

· Configuration of the network safeguards expands and becomes less and less understandable for the administrators.

Solution:
· SecureTrack tools allow to efficiently optimize and maintain the configuration (e.g. find out needless policy rules and objects that allow unnecessary access to IT services).
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Exercises: 

· Analysis of policy elements usage reports – Report | Report Repository | Rule Usage Report.

· Generating new reports – Report | General Reports | New Report. 

6.  Administrators do not have enough knowledge or time
7.  Configurations are not regularly audited
Problems:

· Extensive knowledge and experience are required on the administrators’ part to maintain optimal configuration of the network protections.

· Administrators do not always have sufficient amount of time to ensure configuration correctness.

· Regular auditing is required to preserve the compliance of the protections configuration with the organization’s security policy.

Solution:

· SecureTrack analyzes the correctness of introduced configuration changes, e.g. their compliance with good practices and security requirements specific to the company.
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Exercises: 

· Policy auditing in compliance with good practices – Audit | Best Practices | New Query.

Solution:

· Analyze of configuration correctness of routers and switches based on Security Configuration Guides (CIS, NSA).
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Exercises: 

· Report analysis type Tufin Device Report generated for a router - Report | General Reports | New Report. 

8.  Administrators do not know network structure
Problems:

· In many cases the network structure within a company is so complicated that administrators find it difficult to make the right decisions.

Solution:

· Visualization of the network topology based on the network devices running configurations aids the process of understanding and analyzing the changes.
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Exercises: 

· Network topology analysis and network elements search based on IP addresses - Topology | Search.

9.  Device failure occurred and administrator does not have up to date configuration backup 
Problems:
· After restoring the configuration from backup, the backup copy turns out to be out of date. 

· It takes a lot of time to determine the missing configuration elements and throughout the process the IT services are unavailable.

Solution:
· SecureTrack automatically registers all configuration changes and enables quick identification of the differences between the specified configurations (e.g. new and legacy configurations).
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Exercises: 

· Comparing device configurations – Compare and analyzing different configuration elements , i.e. Rules, Objects, Routing.
Solution:

· Administrators can copy missing configuration elements.  
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Exercises: 

· Read running devices’ configurations – Compare | View Policy | Device Configuration.
10.  Administrators do not know on what ports the applications are running in the networks and as a result they cannot properly configure the network safeguards
Problems:
· Administrators do not always know which network protocols (i.e. TCP/UDP ports) should be allowed to ensure the correct functioning of a given application. 

· As a result they open too many ports that cause “holes” in the network safeguards.

· Finding out these information by analyzing network traffic without dedicated tools is time-consuming and risky – too restrictive controls can disturb the applications availability for legitimate users.

Solution:
· SecureTrack allows to establish the correct protections configuration based on the network traffic analysis.
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192.168.30.22
192.168.30.3¢
192.168.30.36
192.168.21.0/24
192.168.21.101

192.168.30.22
192.168.30.36

Expand a permissive rule to replace it with several stricter rules; the
permissive rules are still displayed, in grey. Collapse to return to a single rule.

Protocol Permissiveness

TCP 20 608 11
TCe 21 23 11
TCP 21 s 1
Tce 21 4 11
TCP 21 2 1
TcP 21 24 1
TCP 6389 38 11
uoe 123 17 11
uoP 123 1

{m





Exercises: 

· Tuning firewall policy rules – Analyze | Automatic Policy Generator.

11.  Administrators do not know if firewall rules are still needed and what was the rules’ business justification
Problems:
· Administrators often forget how long the implemented change should stay valid for (e.g. a firewall rule), the reason for its implementation, who the requestor was, etc. 

· Finding these information requires contact with many people and devote a lot of time.

Solution:

· SecureTrack provides the tools to describe the firewall configuration settings (such as expiration date, business/technical owner). 

· It enables to quickly determine which firewall rules are no longer needed and, if required, the administrators can contact responsible individuals (e.g. users requesting IT services access).
[image: image16.png]Policy and Documentation

NO. NAME

INSTALL
ON

[rechnical

* IR8D special
* Any Las * Any droy * An lisa@tufin.com -02-
& e I, @ drop [[E] oo W Pove  [uisa Clrk [isatufin.com  [2011-02-06/%5 ope
B
WebServers  [* (] any | * ve |tisa Clark [isa@tufin.com 0g[R80 patent
B websenvers | * | 2 @ (e | oy | oave [ Clrk [isactufn. l2011-02.06/%52 P2
* (] * I [Reo special
Any ic i y -02-
ey T oMz lany R o aovept [E] os [ * any | 7 Dave |isa Clark [lisatufin.com  |2011-02-06(7C0 0
* * [marketing
WebServers Any dro An i [wilgtufin.com -02-
* Any & webservers |* | % Any © drop [[E] Lo | # Any | 2 bave  [willroth [witietuf l2o11.02-0qlMerketing.
122 FW1_ica_pull
SecureTrack pmodie ¥ |mrwites @ = any | * i i -02-gg|Marketing
jm} o oy |22 P S * Any | ¥ Deve Wil Roth [willetufin.com  [2011-02-09[t57ET09
e comI
O reditinfo

Documentation Editor

Expiry Date.
Technical Owner -

[ Business Owner

Name: Lisa Clark Rule Comment

Email:  lisa@tufin.com

1 rules selected

2011-02-08

R&D patent project

Apply

Reset





Exercises: 

· Documenting firewall policy rules – Audit | Rule Documentation.

12.  Lack of appropriate business justification, risk verification and approval of configurations changes
Problems:

· Administrators receive requests for changes from different people in different ways (verbal, email, etc.).

· Configuration changes conducted ​​in an uncontrolled way threaten the IT services availability and the company’s data safety.
Solution:
· Additional SecureChange module automates the process of changes requesting, business justification, risk verification and approval. It can be integrated with external ticketing systems.
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Exercises: 

· Review of SecureChange management console. 
Summary
Human errors in the process of devices configuration changes (such as networking and security devices) are the most common cause of loss of IT services availability and security incidents (e.g. loss of confidential data, hacking into computers, etc.).

Tufin SecureTrack is a dedicated toolset for change management and optimization of configuration that helps the companies to conduct changes in planned and controlled way. It provides automated tools performing the following important functions, i.e.:

1. Maintain a database to register all monitored devices.

2. Monitor the devices in real-time and automatically register changes of devices’ configuration.

3. Quick search, analysis, evaluation and comparison of various configurations, including the historical ones.

4. Compare in real-time the implemented configuration changes to the organization’s security policy (Business Continuity or Risk Management types). An alert is issued whenever a change breaches the policy.

5. Quickly find a security device that blocks or allows an access to IT services.

6. Efficiently optimize and maintain the configuration (e.g. find out needless policy rules and objects that allow unnecessary access to IT services).

7. Analyze of the correctness of introduced configuration changes, e.g. their compliance with good practices and security requirements specific to the company.

8. Analyze of configuration correctness of routers and switches based on Security Configuration Guides (CIS, NSA).

9. Visualization of the network topology based on the network devices running configurations that aids the process of understanding and analyzing the changes.

10. Automatically register all configuration changes and enable quick identification of the differences between the specified configurations (e.g. new and legacy configurations). Administrators can copy missing configuration elements.  

11. Help to establish the correct protections configuration based on the network traffic analysis.

12. Describe the firewall configuration settings (such as expiration date, business/technical owner) and enables to quickly determine which firewall rules are no longer needed and, if required, the administrators can contact responsible individuals (e.g. users requesting IT services access).

Additional SecureChange module automates the process of changes requesting, business justification, risk verification and approval. It can be integrated with external ticketing systems.
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