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Check Point

Agenda

We Secure the Internet. Intelligent Security

= Risks to Endpoints

= Business Requirements to Secure Endpoints
— Policy management
— Access rights
— Network protection

= Integrity Endpoint Security Solution
— IPS
— Program Controls
— Anti-X
— Compliance Enforcement
= Deployment Options
— Scalability
— Manageability
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Check Point

&) Many Endpoint Threats

We Secure the Internet. Intelligent Security
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Check Point

&) Endpoint Security Value

We Secure the Internet.

Keep the network up and running

Block exposure of sensitive data

Stop theft of proprietary information

Protect valuable reputation, brand

Maintain executive confidence
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Check Point

Business Requirements to Secure Endpoints

We Secure the Internet. Intelligent Security

= Policy management
— Reusable Policy Elements
— Monitoring & Reporting

= Access rights

— End User rights to networks and applications
— Endpoint Compliance Validation

= Network Protection
— Protect key elements of Infrastructure
— Ensure Uptime and availability
— Integrity with current networking components
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Check Point

Solution: Check Point Integrity ™ g:-»

Blocks Worms, Spyware, and Other Hacker
Attacks Preemptively

Stops Day Zero Exploits That Evade Reactive
Security Products

Prevents Data Theft or Exposure
Maintains Business Continuity

L

Provide Mechanism for Endpoint Compliance

integrity
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Check Point

Integrity Client Side Security

=3

We Secure the Internet. Intelligent Security

- MUItI Layered ApproaCh [l check Point Integrity Flex
— Classic Firewall Rules
— Zone Rules

— Program Controls
- SmartDefense Program Advisor
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Check Point

Fz-]  Integrity Communication Rules

Intelligent Secur’ity

=Classic Firewall Rules
= Allow/Block traffic based on protocol, source & destination

= Zone Rules (for Internet and Trusted Zones)

= Allow/Block requests based on zone, direction, & protocol

- Messaging Rules (for pop3/imap4 and/or IM peer-to-peer)

= Quarantine E-mail attachments based on file extension

= Allow/Block traffic based on Instant Messaging protocol

= Program Rules (for Application Control)
“ Allow/Block traffic

“ Based on program, behavior, and zone
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o
How to Manage Program Controls?

We Secure the Internet. Intelligent Security

= Manage Troublesome Programs
— Import checksums or observe programs in use, then
— Block globally or restrict usage through enterprise policy

= Manage Reference Sources

— Fingerprint “known good” programs then import
checksums

— Set policy “Program Rules” for “Referenced Programs”

= Manage Discovered Programs
— ldentify new programs, then
— Fingerprint, block, or restrict.

= Manage Production Rollout
—  Create policy to block “All Other Programs” & "Ask Server”
— Assign and test policy one department or group at a time
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Check Point

SmartDefense Program Advisor

We Secure the Internet. Intelligent Security

= Goals:
— Make security easier
— Remove administrative time burden
— Provide higher security at a lower cost

= Advisory Services
— Known good - Application Authenticity Service
— Known Bad - Malware Identification Service
— Best Practices Policy

- Based on expert analysis of millions of
installations of Zone Alarm
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Check Point

Automated Defense Updates

We Secure the Internet. Intelligent Security

Program
EEEEEEEP Advisor

Database

Unknown program Integrity connects PA replies with Integrity immediately
attempts network to Program application applies allow, block,
access Advisor database control rule or terminate rule to
application

SmartDefense Program Advisor Service

Rules for Over 100,000 Applications/Malware
Handles Over 130 Million Queries per Week
Allows Administrator Overrides

Faster Malware Defense at Far Lower Cost
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Check Point

Advisory Services Benefits

We Secure the Internet. Intelligent Security

= Facilitated Management
— Vastly reduce program management overhead
— Focus on the unidentified programs
— Make global permission changes

" Proactive Security

— Proactive protection from threats never seen on
your network

— Process termination

= Simplify End User Experience
— Reduce the number of alerts
— Remove guess work
— Reduce help desk calls
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Check Point

Integrity 6.5 — Anti-Spyware

We Secure the Internet. Intelligent Security

= Anti-Spyware Tool

— Central Management
* Scheduled scans
- Easy-to-manage categories
« Exception lists
« Comprehensive Reporting

— Integrity Client module with:
« Spyware detection
* Disablement
 Quarantining
* Removal
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Check Point

Integrated Anti-Spyware

We Secure the Internet. Intelligent Security

Millions of ZoneAlarm
Users Automatically . )
Report Details of Newly Check Point Security Updates

Services Develops !
Detected Spyware Timely Detection & Automatically Sent

Removal Techniques to Integrity Users

Integrity server

Check Point

Spyware
Database

Integrity client

No Additional Management or Client Software Required
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Check Point

We Secure the Internet.

AT I

-

':-.{'.I:-Eirll e FPasswo rl-i.|:-'-|: Log St B

integrity [N

| Cancel | | Save |
Hame & Firewall Zone ‘Access | | Program — Messaging Enforcement Client
Hotes Settings Rules Zones Rules Spyware Settings Settings Settings

Malicious Code Protection for "Default Policy”

¥ Turn malicious code protection OM for this policy
T Ohzerve malicious code activity
i acton malicious code sctivity

Setting applies to;

_Protogol | Inbound | Qutbound
Administrator FTP I_ I_
masteradmin
Fola HTTF Ird [
Master Administrator P 7 r

MHMTP [ B

POP3 Il [

SMTP [ v
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Zero day detection and prevention of
malicious code

Early detection on the network

Supports a variety of protocols
— Scans potentially compromised parts of
the protocol

— Works on HTTP, FTP, IMAP4, SMTP,
POP3, NNTP
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Check Point

Integrity 6.5 — Auto-Remediation

We Secure the Internet. Intelligent Security

= Auto-Remediation
— Specify enforcement rules in policy
— When end users are out of
compliance:

« Securely pull the package from
sandbox

* Run installation on end point
automatically

— Process can be completely silent
— No end user confusion

— No uncertainty about updates

— Reporting enhancements

ForpnlyFress Doz
“wrwrey wieb poncaly’ Diss
@ Comebock MAGES WY CORTEIDCE COm
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Check Point

Client Enforcement Rules

We Secure the Internet. Intelligent Security

Enforcement Rule Options

» Fail-open or restrict session when out-of-compliance.
» Specify client heartbeats until restriction & disconnection.
» Enter dialog text to display to out-of-compliance user.

Anti-Virus Rules

» Specify one or more Anti-Virus Packages (“OR” logic).
» Check for running process, DAT and software versions.

Manual Rules (Extensible Custom Rules with “AND” logic).
» Require or prohibit file existence (exact path, not disc scan).
» Require a file with particular version or date “no older than.”
» Require or prohibit specific registry key with particular value.
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Check Point

Integrity Policy Enforcement

=3

We Secure the Internet. Intelligent Security

IPSec VPN

SSL VPN

802.1x Switches
802.1x Access Points
InterSpect

LAN Quarantine

Corporate Network

Integrity
SecureClient

. Telowakar
0

Integrity
SecureClient

IPSEC, Wired

2 o

Integrity Clientiess Security

Mature, proven access control inside and outside the perimeter
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Check Point

Integrity Server Architecture

=3

We Secure the Internet. Intelligent Security

= Distributed architecture for extreme
scalability with clustered, load-
balanceable server

[tatmboams Saryer

= Tiered administration and role-
based security

Autherticaion = e
Dalnbaes

= Server platform certification

— Red Hat Linux ES 3.0 , Windows & f\
SecurePlatform i T

— External Database: Oracle, Server Chister
Microsoft SQL and IBM DB2

P Intagrity Cliant
J'-.
Romaote Users
Intagrrty Cliant

= Single and multi-domain support. —

Remate Ciiice

= MSI improvements to allow SMS
and GPO silent deployment with intagrty Cient
heightened privileges.
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Check Point

Integrity Management

=3

We Secure the Internet.

= Disconnected policy management

= Enforcement rule enhancements

= Support for automatic client upgrades

= Policy templates, versioning, rollback and auditing

= Notifications in SNMP, Syslog, SMTP, JDBC and text
formats.

= Reporting Overhaul

= Sandbox & support enhancements
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Integrity NGX

=3

We Secure the Internet. Intelligent Security

= Check Point SMART integration

— Data Management

Send all relevant client logs to SmartCenter
Special log views in SmartView Tracker
Integrity Monitoring using SmartView Monitor
Integrity Reporting with Eventia Reporter

— Shared Objects
* Integrity objects in SmartDashboard
- Shared administrators across all Check Point products

* Allow Integrity to be launched from other SmartCenter
applications
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Check Pomt

Integrity NGX

=3

We Secure the Internet. Intelligent Security

= Check Point SMART integration

— Server-side License Management
* All Integrity licenses will be server-side
* All license management via User Center
« No more inconvenient client-side licenses

— Provider-1 integration
— SecurePlatform support

— Co-installation with Check Point products
* Integrity added to VPN1/SmartCenter installer
 Allow local and remote installation of Integrity
- Start/stop of Integrity with other Check Point apps
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Check Point

Integrity integration

We Secure the Internet.

Intelligent Securlity

= Integrity server software in part of Check Pont’s

installation CD and can be installed via the
wrapper.

— On SmartCenter’s machine

— Or on a separate machine establishing SIC
communication

8] Check Point —

_-_-'!J_'FT'J'E'P.HETE"FH“LD"IEELW —

W Securethe Intemet: _ =— =

. [+ More Security Solutions
[ x © Contact Information
Gateway

7| WPN-1 Pro

NGX:The Only Unified Security Platform
Management

MG is the latest Checl: Point security software platform that
[V SrartCenter

delivers a unified security architecture for internal, perimeter

= and Web security, This unified security architecture enables
[] Eventia Reporter enterprises of all sizes to reduce the cost and carmplexity of
prEE e | security rmanagerment and ensure that their security systems
[MAE=AIERE can be easily extended to adapt to new and evolving threats,
Inteqgrity

1 June 2006

23

©2006 Check Point Software Technologies Ltd. Proprietary & Confidential



Check Point

Integrity integration (cont)

=3

We Secure the Internet. Intelligent Security

= Integrity server object is defined in
SmartDashboard by checking the Integirty server
product.

Check Point Products

[w]5YM Foundatian -
[|Log Server
Integrity Server
[1SmartPortal
[]Ewentia Reporter

[]Ewventia Ainalyzer Server

H

= An administrator defined via SmartDashboard can
be assigned with permission to access integrity
server.

¥ Track Logs: IHead Orily j
v Audit Logs: IFIeau:I Crly j
I Integrity Server: IHead Oy j
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Check Point

Integrity integration (cont)

We Secure the Internet. Intelligent Security

= Such administrator can login directly to Integrity

server, or launch it by a right click on Integrity
object

i |Q|QJ,|E_§}|,Q| || £ Security |
E|--E',.|. Metwork, Objects
EI Check. Point

| integrity

Metwo Edit... B
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----- Group:
Fl-{i] Dynam

Delete

Copy
Faste

Manage Inteqgrity Server, ..

b Systern Configuration

b Client Configuration

Entities

Where Lsed. ..
Last Modified. ..
Query Objects. ..

¥ Global Policy Settings

Folicies

¥ Policy Objects

F Reports
Manitor 3
Sork Tree b Administrator
aa@EmartCenter
Shiaw 3

Convert ko Hosk,
Calculate Topology. ..

Role
SmartCenter Master Admin
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Check Point

New Reporting Capabilities

We Secure the Internet. Intelligent Security

= Reporting now includes:
— Eventia Suite Integration
— Integrity Monitor
— Improved logging
— More filtering & drill-down options

- M O re C h a rtl n g Standard | Express l Description I Content I Period I Inpuk Filter Schedule Dutput | Sample |
L] L 9 Cross Products Security ;I
— More information -5 oSt 1+ Top Blocked Programs

59 Endpoint Security
o £] summary Top Blocked Programs
£=| Compliance
£=| Firewal Events

4

L

----- E Malicious Code Probector

...... ﬁ Client: Errors

Humber of Events
ra

[]--9 Cross Products Metwork Activiby
[]--9 Firewall Network Activity
BE YPM e
[]--9 Connectra
[]--9 InterSpect o
- ANk Virus § §_3 % E % %
F-§= Firewall Gx = ) o 0 ™ o
P E 2 £ 2 £ 2
'y Reports L = ] o
o -

- =

[ Lo

= -

“

1 June 2006 26

©2006 Check Point Software Technologies Ltd. Proprietary & Confidential



Check Point

SOFTWARE TEGHNOLOGIES LTO

Spyware Reporting

We Secure the Internet.

Intelligent Securlity

Qheck Poinlt_'

i“te g r i t y Client Events

Time Span: | Last 14 daws |+ Evert Type: | Anti-Spyware

Anti-Spyware Events

Report genersted: 2005-11-15 04:4 212 GMT

Adware

Browyser Pludin

Integrity Monitor Dialer

E int:
il Hacker Toal

Client Events
Keystroke Logoer

Program ©bservation

Administratar Cther
masteradmin

i RAT
Lramain
Check Point San Francisco
Role Screen Logaer

Master Administrator

Tracking Cookie

Trojan

B Treated
Epetected
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Check Point

SOFTWARE TEGHNOLOGIES LTO

Intelligent Securlity

We Secure the Internet.

Qheck Pmi_rjlt_'

CHMOLOGIE

Event Details Report

Time Span; Last 14 days Event Type: Anti-Spyware Keystroke Logger

Results
Report generated: 2005-11-15 04:14:12 GhT
User Group | Catalog Event Description Timestamp =
17218.22.71 | nfa UniversallP | Keystroke Logger type spyweare AB System Spy detected. Treatment Delete was successful. 2005-11-15 00 36: 28 GMT
172182271 | nia UniversallP | Keystroke Logger type spyware AceSpy 2.1 detected. Treatment Delete was successiul. 2005-11-15 00: 36: 258 GMT
172182271 | nfa UniversallP | Kevstroke Logger type spywware 007 Spy detected. Treatment Delete was successful, 2005-11-15 00 36 26 GMT
. . Rows 1-3 100 Raws ||
Integrity Monitar E s El _.

Endpoints

Client Events

Program Observation

Administrator
masteradmin

Comain
Check Point San Francisco

Role
Master Administrator
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Check Point

SOFTWARE TEGHNOLOGIES LTO

User Report

We Secure the Internet. Intelligent Security
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Check Point

SOFTWARE TEGHNOLOGIES LTO

Integrity Monitor

We Secure the Internet. Intelligent Security

About | Help | Change P rd | Log Out

_"'@hgck Poirjlt_'

CHMOLDSIES

= P =
l“ te g rlt v Integrity Monitor

Chart: | Current Client Compliance Status

Client Connectivity
CharfClient Version 5
— |Policy Assignment

Report | client Compliance by Rule
Client Compliance by Policy
Spyware Scanned Date

Integrity Monitor

Endpoints e

Client Events Status of & Clients

Prograrm Ohservation W Compliart (3
disean: 4 (G0%) [ Mon-Compliant (11

Administrator
masteradmin

Rale

Master Administrator

O Restricted (0
W Terminated (07
M Disconnected (4)

Moncom: 1 (13%)
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Check Point

SOFTWARE TEGHNOLOGIES LTO

Summary Report

We Secure the Internet. Intelligent Security

il ';'.Qhecg_u_l?oirjlt'

in te g r it v Client Events

&sbout | Help | Change Password | Log Out

Time Span: | Last 14 days Event Type: | Summmary M | Apply Filter

Events Summary
Report generated: 2005-11-15 025533 GMT

Ewent Type Total Events | Total Users | Description
Firewwall (Inbauncd 360 5 Inbound firewsall everts tataled by uzer and event counts,
Firevwall (Cuthound) 3T0T12 [ Outbound firewwall events tataled by user and event counts.
O Compliance Status 0 3 Suminaty of users that have been terminsted, restricted or ot of compliance.
. . Cliert Errors 0 ] Cliert errors totaled by uzer and event counts.
Integrity Monitor
. Arnti-Spyware T 3 Spyweare events summary .
Endpoints . :
Mailzafe (Inbauncd) 40 1 Inbound mailzafe events totaled by user and event counts.
Client Events ; )
Mailzafe (Cutbhound) ] L] Outhound mailzafe everts totaled by user and event counts.
Program Observation tdalicious Code (Inbound) 23 1 Inbound malicious code events totaled by user and event counts.
Malicious Code (Outhound) | 60 1 Outhound malicious code events totaled by uzer and event counts.
Administrator
masteradmin 1M Security by I Protocal) | 0 ] IM Security everits by protocol totaled by user and event counts.
Rale I Security (hy Event Tyoe) | 0 L] I Security events by type totaled by user and evert counts.
Master Administrator Application 113 4 Application block events tataled by user and evert courts.
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We Secure the Internet. Intelligent Security

Broader protection for:
= Communication

= Data on the wire

Total
End Point
Lockdown

= Applications

System Core
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