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Data Center Evolution  
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Exploits Target High Value Assets 

!  10 out of 1,395 
applications  

!  2,016 unique exploits and 
~60M exploit logs 
observed 

!  9 business critical 
applications account for 
82% of the threat logs  
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Security Hasn’t Kept Up with Rate Of Change 
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•  Configuration of security policies are manual and slow 

•  Weeks to provision security policies versus minutes for workloads 

•  Security policies require manual and repetitive steps 

•  Policies do not follow VM adds, moves, changes 

•  Policies are not tied to VM instantiation 

•  Policies cannot track VM movement (server or data center) 

•  Lack of visibility into the virtual infrastructure 

•  Segmentation of virtualized apps of different trust levels 

•  Virtualized traffic may not flow outside of virtualized server (Sharepoint application 
communicating with SQL database) 



But Your Existing Challenges Didn’t Go Away 
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A New Paradigm for Security is Needed 
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Enabling Applications, Users and Content 

!  Applications: Safe enablement begins with 
application classification by App-ID. 

 
 

!  Users: Tying users and devices, regardless of 
location, to applications with User-ID and 
GlobalProtect. 

 
 

!  Content: Scanning content and protecting 
against all threats – both known and unknown; 
with Content-ID and WildFire. 

• © 2012 Palo Alto Networks. Proprietary and Confidential. • Page 8   |    



Virtualized Data Center and Cloud Deployments 
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Core Routers 
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Introducing the VM-Series 
Safe Application Enablement of Intra-Host Traffic 
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VM orchestration 
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VM Migration 
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Automation and Orchestration via REST API   
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RESTful XML API over SSL


• Device Configuration

• ACC/Report data
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Securing The Next-Gen Data Center Requires a 
Next-Generation Firewall 
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Questions 
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