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Infoblox: Market Leader in Network Control

Headquartered in Santa Clara, CA
with global operations in 25 countries

Leader in technology
for network control

Market leadership
» Gartner Strong Positive Rating
* 40%+ Market Share

6,300+ Customers, 45,000+
systems shipped

Infoblox“
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The Perfect Storm —
Impacting the Network




Triggers that are Redefining the Network
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The Alternative Without Infoblox
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What We Do:
Innovative Technology for Network Control
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Infoblox S5 Essential Network Control Functions: DNS, DHCP, IPAM (DDI)
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Infoblox DNS, DHCP & IPAM

Automated IP Provisioning and Always-on Network Services

Global Network, Subnet, & |P addresses
planning and allocation

Discovery & Reconciliation

Real-time and historical insight on
connected IP endpoints and networks e - at

Gote o a2 =
OOeRONEO0ONS0ND0ON000000000000000 u
OO00000Re0000000000000m000000000. L)
ORCOCORO00000000000R000000800000 o
800 m w mmcem crese o aclie
ran [

]

L)

o

Delegation and automation of IP

provisioning tasks
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Direct VMware Provisioning Integration
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Detailed Auditing and reporting
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Robust and secure Active-Active
DNS infrastructure DHCP Failover

Agentless management of Microsoft
DNS/DHCP
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Grid Resilience, automated disaster
recove

Grid Master
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Catastrophic failure of Master
(both devices fail): Admin may
promote any ‘Grid Master
Candidate’ to Master — members
re-synch automatically
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Member is disconnected from master:
Changes maintained by member and
then synchronized with master upon
reconnection

 Grid Master Candidate

Member

Individual device failover:

Plug in new device and it » InfOblOX
.instantly inhel.”its all L v = = G I‘Id

attributes of previously ~
deployed device via master Member

Device failure in HA:
Failover to secondary
device via VRRP—applies
to members and master

Member
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Network Infrastructure Automation
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Issue Summary.

Top Issue Types Top Affected Devices
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Powerful network visualization | s

Device Issue Limit Excesde
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New Issue Types.
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I want to...
NethRI Policy Configuration tools let you define rules, and use them to create, moify, and
Create Rules deploy policies across networks and device groups.

Rules are the building blocks of policies. Choose from a list of predefined

tules, modify and existing rule or create a brand new rule.

Switch port capacity managemen

d Policies
Define a new policy or select an existing policy by selecting the appropriate

fules. Create Build Deploy
Rules Policies Policies
Deploy Pol

Select from a list of ourrent policies, apply them to the appropriate device
groups, and configure a deployment schedule

Built-in industry networking best
practices rules and policy templates

Policy Design Center

©2009 Netcordia, Inc. Al rights reserved.
Done.

Integrated with Infoblox IPAM

L X 2
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Network Automation Solutions

Advanced Discovery

Extend visibility
- Improve accuracy Topology Awareness

* Enhance security Switch Capacity
* Automate IPAM

Sync with IPAM
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Network Automation Solutions

Extend visibility

* Improve accuracy
* Enhance security
* Automate IPAM

Control-

» |Improve time to value
» Delegate authority

» Lower risk

» Provision dynamically

Analysis/Enforcement
* Ensure compliance
* Find potential issues
* Maintain standards

Single-click Compliance Reports

* Plan better
Infoblox ;-

Advanced Discovery
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Topology Awareness

Switch Capacity

Sync with IPAM

Change Autemation scDetection

| switch Port Control

Approval Workflows

Configuration Templates

Pre-Packaged Automations

Configuration Analysis
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Full Range of Purpose-built Appliances
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Achieving Automated Network Control

Automated Network Control

Trinzic DDI SPM ACM NetMRI
Dynamic Virtual IP Dynamic discovery Advanced Built-in Compliance
Assignment & N thoOrE-gt(:rI\D/ices s?:rm'\;?;sog?tm & device location Network & Policy
Tracking © tracking Automation Management
L
) . @ O
& i\\ N
S O
V'm.Jal Seryerg S DRI Routers Firewalls Switches End Users
Machines & Applications Servers

4
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Infoblox Software Products Overview

Network IP Address Securit Network
Services Management (IPAM) y Automation
Infoblox Trinzic Reporting
Infoblox Infoblox Infoblox Infoblox Infoblox Infoblox
Trinzic DDI: Load IPAM IPAM for Infoblox Security Infoblox Automation
(DNS, DHCP, Balancer Express Microsoft DNS Firewall Device NetMRI Change
IPAM) Manager P Controller Manager
Infoblox Infoblox
IPAM Switch Port
for VMware Manager
Infoblox Automation Task Board
REST API vCIcYuhg“IIJai:thor BMC Atrium Orchestrator
(3 Party Integrations) Plug-In Connector

Purpose-Built, Hardened Physical & Virtual Appliances
(Range of Appliances for Data Centers & Network Edge to ISPs & Mobile Operators)
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Infoblox Value To Our Customers

« Grid™ technology for fault tolerance, easy updates
and one-click DR

» Optimized for enterprise demand & performance
 Authoritative source for network data

« Secure hardware form-factor & hardened OS Avallaple

* Designed to minimize vulnerabilities and
attack surfaces

« Common Criteria certified

Automated

» Powerful automation of manual processes
* Reduce change errors & assure compliance

« Save time, money and effort
Automated

Delivered as an Integrated Solution

Infoblox ,:‘9 © 2013 Infoblox Inc. All Rights Reserved. 15
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Thank You!

Q&A




Single “Click” Compliance

Build Consistency
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Hundreds of packaged
analysis rules

I Summary ” Rules ” Policies H Policy Deployment ]

Add  Delete Import Export ) X X X X
NethRI Policy Configuration tools let you define rules, and use them to creste, modify, and
Rules 24 Rule Hame: deploy policies across networks and device groups.
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Table 1: Netweek Device List
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complex rule logic
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Enabling Dynamic DDI

IPAM Home > 198.407.144.024

19810714471 ) ) wisual: index  Mazslla firefox

B e 172 29,22 Shentna) vmen ugicht s bt

Discovered Data
Dailding A - Network Aggregate View

eas 00:0c:29:3e:fa:05
First Discovered: 2010-08-23 20:01:21 PDT

& Descripfion: Ciseo 108 Software, C3750 Software (C3750-ADVIPSERVICE SK9-M), Version 12.2(46)SE, RELEASE SOF TWARE (fe2) Copyright (c) 1986-2008 by Cisco Systems, Inc.
251040103 Atached Device Name: DEMO-SWRT-03.sedemo.net
Atached Device Port Description: GigabitE themett 0/21
Atached Device Port Name: GiARA Attached Device Port: 24 Atached Device: Switch-Router

Port Duplex: full Port Link: up ort Speect 1Gbps

Port Status: up
sCription:

YLAN MName: YLAN100 Virtual Host Adaptel

VVirual Datacerter. ha-datacenter Virtual Cluster: el &CLY VVirtual Ertity Name: eLabs-Prod-DNS-1

“Virtual Ertity Type: Virtual Machine Virtual Host: ymw‘e-2training.infoblox.com Virtual Switch: vSwitchd

Related Objects IRUIGIEy Y

Dynamic DDI extends visibility and accuracy within IPAM

« Automatically adds network parameters and devices
Understands relationship between device and the network
Seamless, dynamic updates

X3
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DDI Configuration Automation

IPAM Tasks

Add Networks Ir Add Hosts
g Use this task to add IPv4/1IPvE networks to the system. "% Use this task to add hosts to the system

' Add Fixed Addresses Add CNAME Record

Use this task to add IPv4/Pv6 fixed addresses to the I Use this task to add a DNS CNAME resource record to a
=3 e e=3a . ..

* Add TXT Record + Add MX Record
BESE  Use this task to add a DNS TXT resource record to a zone BEZE  Use this task 1o add a DNS MX resource record 1o a zone

Automation Tasks

i Network Provisioning Fo Bare Metal Provisioning o3
5— Use this task to provision Pv4/IPvB networks. M Configure provisioning of new network devices

Port Activation Fo Rogue DHCP Server Remadiation
O W] Use this task to activate/deactivate ports M g&rg;g:;e n:esnm»amn and remediation of unauthorized
rver:

@ VLAN Reassignment Fo
= Use this task to reassign a VLAN

Automated Tasks Board automates DDI configurations
Spans organizational boundaries by delegation
Streamlines processes and lowers risk
Tightly integrates DDI and network provisioning
Improves time to deployment and value
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