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Support for IPv6 - Features description & &heckbomnt

= Access Policy
Complete Firewall support, including dynamic objects and time objects.

Full stateful inspection for IPv6 connections.
NAT66 and NAT64

=  URL filtering and Application control

= |dentity awareness and Authentication
= User Check

= Anti Bot and Anti Malware

= Advanced Networking and OS

=  Dynamic Routing: OSPF and BGP

=  HA: Clustering and VRRP

= |PS

= VPN Site-to-Site

|] n —[Restricted] ONLY for designated groups and
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(] Check Point

== SOFTWARE TECHNOLOGIES LTD,

Features description (cont.)

= Central Management
Support IPv6 for all communications between gateway and management

SmartDashboard

Ability to connect to Management with IPv6 address
Support dual-stack definition for all network objects
Support IPv6 addresses in all IP containers

Support for multiple IPv6 ranges on the same object
Get topology covers IPv4 and IPv6

=  SmartLog and SmartEvent
= SmartView Monitor (except traffic counters)
= Support IPv6-only Security Gateway and IPv6-only Security Management server

“ II[ oftw: _ —|Restricted| ONLY 1or designated groups and
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IPv6 - Gateway Configuration

(] Check Point

SOFTWARE TECHNOLOGIES LTD,

- — —— — — —~
Check Point Gateway - Corporate- ; @lgl
. General Properties Check Peint Gateway - General Properties
- Topalogy
[#- NAT Machine
- HTTPS Inspection Name: Corporate-gw Color: [} Black -
- HTTP/HTTPS Proxy
- Anti-Bot and Anti-Virus |IPwd Address:  192.168.75.1 Besolve from Name [ Dynamic Address
- Platform Portal
. dertity Awareness IPv6 Address:  2001:11
- UserCheck
”:,55 Comment: Corporate Gateway
[#-IPSec VPN
- Data Loss Prevention Secure Intemal Communication
-~ Monitering Software bl Cettficate State:  Unintialized Test SIC Status..
[+ Logs
- Fetch Policy
Platf
- Capactty Optimization e
- Hit Court Hardware: Version: [F{?&.ﬂ] v] OS:[Gaia v] Get
[#- Other
Software Blades
i
Network Security (13} | Management (0)
Firewall Application Control Firewall
IPSec PN URL Fikering Whorld's most proven firewall solution I
[ Palicy Server Data Lozz Prevention that ©an examine hundreds of )
: i d Metworking & applications, protocol: and services
[ Mabile Access Elu\;?;?neg: SlHOIRIng out-af the b
IFS @ Dynamic Routing
ﬂnh-BDt © Securesl
| A
) QoS r
Apbi-Spam &
Email Securty
|dentity Awareness
toritaring Meore Blades
tare Info O
4 n 3
Ok I [ Cancel
I
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IPv6 - Topology

(] Check Point
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- — — S — —
A ) M el S ;_ﬂml
;- General Properties Topology
(- Topology N N
i Tipe fo Search Q : 3 Get.. [ Mew.. & Edit.. * Delste : F Actions
B Mame Metwork  |Pv4 Address IPV4 Netmask IPwE Address Topology
- HTTPS Inspection ethD Extemal  192.168.75.1 2552552550  2002:2/64 Extemnal
- HTTP/HTTFS Proxy eth1 Itemal  172.16.2.1 7552552550  2003:2/64 This Network
.. Arti-Bot and Arti-Virus eth2 Intemal ~ 172.16.1.1 255.255.255.0  2004:2/64 Undefined
- Platform Portal eth3 Intemal  10.1.0.1 7552552550  N/A This Network
-~ Identity Awareness isthd Imtermal  10.2.0.1 255 255 255 () N/A This Network |
I“;;f%df eths Intemal  10.3.0.1 2552552550  N/A This Netwark
- IPSec VPN
[ Data Loss Prevention
- Monitoring Software bl
[+ Logs
- Fetch Policy
- Capacity Optimization
- Hit Courit
(- Cther
VPN Domain
| |
@ Al IP Addresses behind Gateway are based on Topology information
() Manually defined | View...
[ Set domain for Remote Access Community ...
4 e F
Ok ] [ Cancel
I
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IPv6 - Additional Screenshots

F B
Add/Edit Exception Rule (-2 [

e - Time B... L. A.. Source Destination Service Fule  Pali
Bl to Today 161412 20 = % 3018:10 2620:0:2503:72x... TCP/80 Stan
Prafile: Ay . Teday 161412 @ & I% 3018:10 2620:0:2303:72x... TCPR/E0 1 Stan
Protection
o SmartlLog
() Single protection: Select... Select...

@ All supported protections

Metwork Condition

Source: 2008::abed Manage...
L]
() Network Object @) |P Address

D estination: Any -

(1 1P Address

@) Service Object () Part number/range

IPS exceptions

Install On

@) Apply this exception on all R 70 gateways (and abowve)

() Apply this exception an

Comment
[ ok ][ cancel
|] ] - ~IRestricted] ONLY for designated groups and
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SOFTWARE TECHNOLOGIES LTD,

Full IPv6 Support in Gaia WebUI — including FTW

First Time Configuration Wizard

Check Point* Gaia 3| Check Point

Metwaork Connection SRR TEsm—=—

Interface: ethil

Configure [Pwd: Manually

IPvd address: 192 168 . 1

Subnet mask: 255 . 255 255 .

Defaultt Gatevway: 1892 168 . 1 254

Configure [PvE: Manually

Manually

Avtomatically
Mazk Length: Orff

IPwE address:

Default Gateway:

[ Cancel

”"[ —— —[Restricted] ONLY for designated groups and
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DLP enhancements

(] Check Point

=% SOFTWARE TECHNOLOGIES LTD.

Define DLP policies in user and user-group granularity
= Integration with Identity Awareness

Fingerprinting — DLP scans file repositories of sensitive files and
match when a file from this repository (or part of it) leaves the
organization.

Whitelist — define a repository of white listed files for DLP engine to
exempt.

Enhancements to User Engagement
= DLP email notifications to end-user for all protocols
m  UserCheck notifications configuration and multi-language support

|

I} r
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DLP Enhancements - Fingerprint

(] Check Point

SOFTWARE TECHNOLOGIES LTD,

DLP scans file repositories of sensitive files and match when a file from this

repository (or part of it) leaves the organization.

-
Data Type Wizard

Usemame: John Y @ Password: eeessee

| Test Connectivity... |

(&) Match Similarity
© Exact Match
@ Pattial Match

[ Partial match 5707:—57 % of afile in the repository

[¥] Match at least 4 —Jl text segments from a file in the repository

| =
L o
Gateways: @ All gateways with DLP installed
Network Path: \\alfolders\top_secret Browse...

| <Back || Net> |[ Cancel

J

Help

]
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DLP enhancements — White List

m  Whitelist — define a repository of white listed files for DLP engine to exempt.

; . $ Whltehst [+ Add... @ View.. X Remove %% Replace... ][ Type fo Search 3 kems Q]@ ::
(4 Overview —
L] Policy i
24 Data Types ‘ Néme Size Date added
(@) Repositories ‘ @J What new DLP R75 40 (7).pptx 1.42MB  Sunday, November 04, 2012 4:32:3..
4’| Whitelist | | synergy.sgc 2658  Sunday, November 04, 2012 4:33:0..
a My Organization | |58 bkg general aif 448 Sunday, November 04 2012 4:33:2..
[l Gateways [
5 UserCheck

b Additional Settings
A\ Track Logs® | |

@ Analyze & Report®

Whitelist Repositories

‘ Name Comments
\B Manuals

Press Releas

—[Restncted] ONLY for-designated-groups-and-individuats

| Tipe to Search 27ems Q| 4+ Add.. 8 Edt.. X Remove |
l
\
|
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DLP enhancements - UserCheck

(] Check Point

SOFTWARE TECHNOLOGIES LTD,

m  UserCheck notifications configuration and multi-language support
[ UserCheck Interaction [ — ; m
----- Message Message (Ask)
Languages
Fallback Action Name: Ask User Color: . Black z
i Redirect to Extemal Portal = : ]
... Conditions Comment:
English | French I Japanese Languages >
I B 7 U llh I @ | EE=E== I = “ Insert Field » Insert Userlnpuzvl
(%) Notification Email
Check Point Data Loss Prevention L Check Point
The information you have sent is quarantined until further action
Matched Rules Notifications
Please enter a reason for sending this information : : i -
' -
[
i [Z] I confirm the sent information meets the company’s policy
Reference: Incident ID
[ Preview in browser... ]
[ ok || cancel |

CTCU T OTNCT

romeeSTgTETeTrTTTTTeeTeetals | 12
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New Hardware support

x New 21600 appliance

2 Check Point

11
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(4 Check Point

DDoS and Gateway durability

m A new set of features is being introduced to the
Check Gateways to improve its durability
under DoS and DDoS conditions

m These include:
= A Penalty Box mechanism
= Improved SYN Attack mitigation
= Drop templates
= DDo0S enforcement

I} r
IJ ‘W softwareblades~  —[Restrictgsg{2 IEheckPofife slsialecredimonsyids i diYid dstricted] ONLY for designated groups and individuals | 14



URLF and Application control
enhancements

m Enhanced Filtering Options

(] Check Point

== SOFTWARE TECHNOLOGIES LTD,

= “Lite” HTTPS filtering — filter HTTPS traffic without SSL inspection

m  Enforce Safe Search in Search Engines — filter explicit content in search engines
results

= Filter cached and translated pages in search engines
s Enhanced Reporting
m User detailed activity report
= Browse Time — show time spent in web browsing in logs, events and reports

= Allow non-admin access to reports with dedicated permission

Support for more protocols

I} r
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SOFTWARE TECHNOLOGIES LTD,

URLF/APCL - User Detailed Activity

File View Actions Que Window  Help
& [Ele s
& Overview @ Evenls | ) Tmelnes | % Chats | @ Maps [ & Repotts Q Polcy

. . . s .
Application and URL User Activity - John Smith (@] Check Point
November 13, 2011 12:00 AM - January 12, 2012 11:59 PM R
. .
Detailed User Activity (1 outof2) &

Start Time Application / Site Risk Category Action Traffic

28-Mar-2012 04:32:15 PM MAPI Protocol i very Low Network Protocols @ Alow 208

28-Mar-2012 04:32:14 PM http:/fiwww.ynet.co.ilthome/0,7340,L-8,00.html = Unknown Web Browsing 4] Allow 1.2KB B

28-Mar-2012 04:32:13 PM miRC (4] High Instant Messaging @ Block 0B

28-Mar-2012 04:32:13 PM YouTube Low Media Sharing 4] Allow 4.4KB 3

28-Mar-2012 04:32:12 PM DNS Protocol 1] Very Low Network Protocols @ Allow 154B

28-Mar-2012 04:32:11 PM Paypal a Very Low Business Applications @ Allow 3828 i

28-Mar-2012 04:32:11 PM Gmail B Medium Email @ Allow 5.5KB

28-Mar-2012 04:32:10 PM DNS Protocol 6 very Low Network Protocols @ Alow 1238

28-Mar-2012 04:32:10 PM mIRC @3 High Instant Messaging & Block 0B

28-Mar-2012 04:32:10 PM PPTP Protocol B High Network Protocols @ Block 0B

28-Mar-2012 04:32:10 PM Kerberos Protocol B High Network Protocols & Block 0B

28-Mar-2012 04:32:09 PM DCE-RPC Protocol B Low Network Protocols (] Allow 848B

28-Mar-2012 04:32:09 PM YouTube Biow Media Sharing @ Allow 3.9KB

28-Mar-2012 04:32:06 PM Paypal (1] Very Low Business Applications 4] Allow 920B

28-Mar-2012 04:32:01 PM DNS Protocol (1] Very Low Network Protocols (4] Allow 1528

28-Mar-2012 04:31:57 PM PPTP Protocol @ High Network Protocols & Block 0B

28-Mar-2012 04:31:56 PM Telnet Protocol B3 High Network Protocols & Block 0B

28-Mar-2012 04:31:55 PM DNS Protocol 3 very Low Network Protocols @ Allow 1208

28-Mar-2012 04:31:48 PM YouTube B Low Media Sharing (4] Allow 24 5KB

28-Mar-2012 04:31:48 PM Windows Update (1] Very Low Business Applications 4] Allow 7.1KB

28-Mar-2012 04:31:47 PM Telnet Protocol B High Network Protocols & Block 0B

28-Mar-2012 04:31:45 PM mIRC B High Instant Messaging & Block 08

28-Mar-2012 04:31:45 PM Windows Update 3 very Low Business Applications @D Allow 4.1KB

28-Mar-2012 04:31:40 PM Paypal B veryLow Business Applications @ Alow 1208

28-Mar-2012 04:31:37 PM Gmail B Medium Email @ Alow 9.9KB

28-Mar-2012 04:31:30 PM DNS Protocol 2 very Low Network Protocols @ Alow 1208

28-Mar-2012 04:31:21 PM http:/mww.cplusplus.comforum/general/ = Unknown Web Browsing 4] Allow 1.9KB

28-Mar-2012 04:31:16 PM DNS Protocol 2 very Low Network Protocols D Alow 1208

28-Mar-2012 04:31:13 PM DNS Protocol & very Low Network Protocols @ Alow 1208

28-Mar-2012 04:31:08 PM mIRC B High Instant Messaging @ Block 08

I r
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URLF - Browse Time

= Browse Time — show time spent in web browsing in logs, events and
reports

&) Web Browsing: & Alow [ElcopyDetais - 88 Actons - @ GowPoley. G ) opae [ uRis

Site G vollnwd net [Search Engines # Portals) Source 10.1.1.55
Action & tlow Destination TH1194.29.3643
Additional Actions (29 Below traffic fimit Source Poit
| Matched Category Seaich Ergines / Pottals Service tcp/8080
| All Categories Seatch Engines / Poitals Direction B3 Other
g | Browse Time 00:0301 (hh:mm:ss) | Transferred Data 1,82 MB (1022 KB sent, 837 KB received)
I8 Ticketing
| State @ Open Stait Time 14:00:50 08 Jul 2012
2 Event Owner End Time Mot complated
g Event Comment Active Not completed
| : 17216471
| Detected By epmaduls (172.23.3.174)
| Event Name ‘web Browsing
| Product $ Check Point URL Fiing Software Blode Lk
. Accepled connections
Severity ﬂ Infarmational ° i
H Blocked connections ] i
Category Application & URL Fitering i
i Peak connections 18
D ENOOO00007 |
I Total connections 450 E
WEB Client Type Microsolt IE 8.0

Previcus @ @ Mext

A

I"' . softwareblades-  —[Restrictgsg{2l8heck@ofie SEiimaiacretimiorsyRE BtédiYid i Stricted] ONLY for designated groups and individuals | 17
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SOFTWARE TECHNOLOGIES LT

Various Software Blades enhancements:=

UserCheck
= UserCheck client single sign on.
= Improved performance and usability.

n Identity Awareness

= New, rich login logs (similar to Remote Access login logs)
s Anti-Bot and Anti-Virus

= Improved scanning and recognition of bots and viruses.

= User Check support

= Support for URLs in rulebase exceptions
= VPN

= AES performance enhancements for high end appliances - 12400, 12600 & 21000 series:
Increased Site to Site VPN , Remote Access and HTTPS Inspection throughput.

= HTTPS Inspection blacklist automatic updates
= Increased session rate for Identity Awareness Captive Portal.

= IPS
= Aggregation of logs of the IPS Non Compliant HTTP and Non Compliant DNS protections.

m  General (Monitoring)
= Netflow services can be used to collect information about network traffic patterns and volume.

I} r
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SOFTWARE TECHNOLOGIES LTD,

Control Business Data

(f\\ Isolate and Encrypt g A
BUSII’IGSS Data Business Data

~ Authentication Required Required
to Access Data

Prevent Usage on
Modified Devices

TJHT Data Expiration and |
Lol Remote Wipe

o
[|-" softwareblades-  —[Restrictgsg{2ishack Fofife Sitiale cretitiorsy @S thddiYid jdstricted] ONLY for designated groups and individuals 1 19
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Mobile Enterprise for iOS

Secure
Access

B 92% b

will Cellcom 7 11:17

iPod = 14:13 will Cellcom & R 92% E=b

=13

I'ﬂ[‘;bi’ig Lock fﬂw’)l:\,ilig Edit =1 Check Point Mobile [Z] Check Point Mobile
Enter your passcode Inbox o ok Oponge From: Fred Bloggs
IL Exchange Dear Mr. Davidson 7

... Calendar To:  johndavidson@somedomain.

2 || Exchange Fred Bloggs & 1114 locall
3 Job Opening >
Check Point Wiki peariin bavigson Job Opening
# Check Point Wiki - 09/08/11
Fred Bloggs 11:14 )
@ Job Opening > Dear Mr. Davidson,
Dear Mr. Davidson
: I am seeking a position.

Fred Bloggs & 1113 Sincerely,Fred Bloggs
Job Opening >
Dear Mr. Davidson

Fred Bloggs & 111
Job Opening >
Dear Mr. Davidson

C Updated 09/08/11 11:17

| | Secure access to 1 || All attached 1
Elreotaect I?c%c;ieosr? éo Web portal, Email Native and easy documents are
- pgsscode y and Calendar to use mail client opened in the
P items secure sandbox

|] ] —— —[Restricted] ONLY for designated groups and
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== SOFTWARE TECHNOLOGIES LTD,

Secure Mail Architecture

-EWS
(Exchange
Web Services)

59
lllllllllllllllllll

e,
v,
T
a

—Exchange Server

—MIP Security Gateway

= Two-factor authentication (usr/pass and certificates)
= Robust performance

®= Online and Offline modes

= jOS support Jan/13 , Android Q2/13

I} r
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Mobile Profiles

Mobile Profile Policy Default Profile

L E g e |5pefﬂ£ea.-'r:-‘:l

Check Point Mobile for Smartphones

(] Check Point

SOFTWARE TECHNOLOGIES LTD,

] | Passcode contains at least 4 characters.

Mo. Users Mobi Activate Passcode lock:
1 é‘& HR_Fartners HR_ Passcode profile: |‘;} Momal IEI [ Edit ...
2 é“@ All Users Dref: Allow storing user credentials on the dewice for single sign-on

Report jailbroken devices
Block access from jail-broken devices

Access Settings

Show the following tems:
Mail

Calendar

Contacts

Mobile Secure Mail

Allow meeting reminders using phone notifications. Show the following fields:

Subject Start and End time Location

Alow copy paste of mail content

Allow opening mail attachments using estemal applications

Offline

Allow offiine contert | Mail, Calendar, Cortacts - |

|
Il-” . softwareblades-  —[Restrictgsd{2l8heck@ofie SEimiacretimorsyRE Btd1diYid i Stricted] ONLY for designated groups and individuals | 23
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== SOFTWARE TECHNOLOGIES LTD,

Mobile Access Enhancements

m New SmartDashboard GUI for internal certificate
management

= Easier searching
= Batch generation of keys for groups, OUs

m Mass distribution of clients to users with
UserCheck Email templates

= Unified, rich remote access login logs

s Mobile Access Wizard allows easy connection to
Exchange server

I} r
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Email Distribution Templates

(] Check Point

SOFTWARE TECHNOLOGIES LT

I

UserCheck Interaction

Mail Template

Mame: CP Mobile - London GW

Comment:

English | Dutch

Color: [l Black -

Languages =

;
:
4 |:

B 7 u k@

Inzert Field Inzert QR Code

-
Insert QR Code M

b

Hello User Name |

Select the type of QR-Code you want to add:
To access your mail and web applications frol | = pownioad Check Point Mobile from AppStore

(") Download Check Point Mobile from Android Market

@ Corfigure ste and cerificate

Site: == Mobile_Access_London IE'

(7 Custom URL:

To connect to the London office, scan this co [ oK ] [ Cancel
| i
[ ok || Cancel |

||r
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Batch deployment &4 Check Point

Hello John Smith,

To access vour mail and web applications from vour iPhone or iPad, install Mobile' from the App Store by scanning this code:

For questions or assistance please contact IT helpdesk at +972-3-467890.

i
[ i softwareblades - ©2012'CheckPoint Saitware Technotogies Etd.Y! Y 'Y Hestricted] ONLY for designated groups and individuals | 26



Unified, rich remote access login logs

= __ﬁ
fegr el L T PYPYTI1IY

() Previous () Mext [[Z] copy Details

8 Mobile Access: @ Login

John Smith (johns) logged in using Check Point Mobile on Oct 21, 2012 at 16:59:22

Action '@ Login Authentication Password
Source 199.203.71.159 Re-authenticate 2 hours
B John Smith (johns) every
'  Data Protocol SSL
.
: Session ID {FFOE2870-0DCA-5084-CT7CB-
Model iPod4,1 4T45FEFF1313}
Hardware iPod Touch 4G Related Logs Show session logs
0s iPhone 05 5.0.1 ' '
,p 19920371 155 dentty
User Groups ad_user_John_Smith
Hame YPM's iPod
User DN CHN=John Smith,CN=Users,
MAC Address 18:e7.f4.47:60:0f DC=somedomain,DC=local
ID aach15d170fd68a .
86dSe0aeeedfi7113 More
'  Service hitps (443)
Client Information
Cilentinformation | % tep
Hame Check Point Mobile
: Origin £9.71.203.199
Version 1.3.0
Humber 2792
Build Number am
Type Log
Time Oct 21, 2012 at 16:59:22

(] Check Point

SOFTWARE TECHNOLOGIES LTD,

Mil
i

softwareblades- ©2012 Check PorRofiNass
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SOFTWARE TECHNOLOGIES LTD,

Unified, rich remote access login logs

Follow session trail:

26A98519-519B-5089-C7CB-4745FEFF5413

*‘;- € > 0, 26A98519-519B-5089-C7CB-4745FEFF5413

Found 11 results (20 ms)

Query Top Results < Time B.. A.. Origin User Application Source Service Description
o S 25/0ct/2012 17:50:08 X{ 'ﬁ 69.71.203.199 John Smith (joh... 91.90.139.94 John Smith (johns) logged out on 25/0ct/2012 at 1
» Top Sources
° 25/0ct/2012 16:50:07 X $ £9.71.203.199 johns owa 91.90.139.94 TCP/443
+ Top Destinations 25/0ct/2012 16:50:07 X @ 69.71.203.199 johns owa 91.90.139.94 TCP/443
. 25/0ct/2012 16:50:07 Bf $ 69.71.203.199 johns owa 91.90.139.94 TCP/443
+ Top Services
25/0ct/2012 16:50:07 3 $ 69.71.203.199 johns owa 91.90.139.94 TCP/443
¢ Top Actions 25/0ct/2012 16:50:07 X{ @ 69.71.203.199 johns owa 91.90.139.04 TCP/443
» Top Blades 25/0ct/2012 16:50:06 3E $ 69.71.203.199 johns owa 01.90.130.94 TCR/443
25/0ct/2012 16:50:06 Xf & 69.71.203.198 johns 91.90.139.94 TCR/443
b e ETEE 25/0ct/2012 1650:06 %{ & 6971303199  johns 91.90.130.94 TCP/443
+ Top Firewall Rules 25/0ct/2012 16:50:06 Xf @ 69.71.203.199 johns owa 91.90.139.94 TCP/443
25/0ct/2012 16:50:03 3 l'[i 69.71.203.199 John Smith (joh.. 01.90.139.94 TCR/443 John Smith (johns) logged in using Maobile Access |
¢ Top Users
+ Top Applications

| 1M —— —[Restricted] ONLY for designated groups and
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(4 Check Point

Zero-day Threat Discovery

Introducing Check Point
Threat Emulation Software Blade

Instant protection against
unknown threats

.
l' [ i softwareblades™ ©2012 Check Point Software Technologies Ltd. 29
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=% SOFTWARE TECHNOLOGIES LTD.

Threat Emulation —
Malicious Attachment Example

B FDF . [ XLS |
& ;ﬂm H\
— -
1= |z

W
¥ X
,

Extracting attachments

Email with malicious Intercepted by Threat
attachment Emulation Software Blade

We know what should happen when opening a legitimate document (‘White List’)

Any document which causes abnormal behavior can be safely consider as malicious
©2012 Check Point Software Technologies Ltd. 30
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Real Detection of the Syrian Attack,
Fed to the Threat Emulation

. » - ' - = | = g

3 &

;":. D Reports x " B E E . - -
C [} filey///C/tmp/new%20screenshot/SMEReportinglS/SMEReportinglS/ThreatEmulationReport.html 0 =

E@ qAPerformance NS..  [@] hako {0 Search {0 Cross Reference: ffi..

Check Point

SOFTWARE TECHNOLOGIES LTD.

Malware Report

Emulated On: Windows XP

Document Details

Type p df

Sender

Recipient

vare

: Contact CnC
1p direc

Executes thc malware

3 Affected Affected C1C] Attempted
Files Registry | | Network
Keys Connectio
9 Files Created 3 Entries Set I
28 Files Modified 0 Entries Deleted
1 File Deleted
b
Created Files Created processe. Altered registry keys Accessed network locatio 1s
Ch\SConvertToNonresident Documents and HKCU sureshreddyl.dns05.com
. ettings\admin'Local
;}Eocu\mdent_s :Ed | Settings\ Temp'\explorer.exe HKCU\Centrol Panel\Desktop
ingsiadmin'Loca
Settings\Temp\l.dat HKCW\Software\Microsoft\Windows\C I
caD propm— urrentVersion'\ExplorerAdvanced
A\Documents an . -
L Settings\admin' Local HKCU'\Software\ Microsoft\Windows\C
Settings\Ternp\964.PDF urrentVersion'\Internet Settings
Ch\Documents and
Settingshadmin'Local |
Settings\Temp'explorer.exe
Other (33)
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- — 2Ly - -4 - . . - I =N e
1/ D REPDI’tS X \ — — - — ——e ——— - - S -
C Y filey//C/tmp/new%20screenshot/SMEReportinglS/SMEReportinglS/ThreatEmulationReport.html {‘3 j_} =

Ed QA Performance MS..  [®] hako {0 Search {0 Cross Reference: ffi...

Malware Report 8| Check Point

Lessesd SOFTWARE TECHNOLOGEES LTD.

Unexpected Activities By Time (1 out of 22) QO =

Elapsed Time | Type | What
00:00:16 File Write CA\Program Files\Adeobe\Reader 9.0\Reader\ AcroRd32.exe Wrote To C:\Documents and Settings\admin'Local Settings\Temp'l.dat
00:00:16 File Write E:\F‘_rngram Files\Adobe\Reader 3.0\Reader AcroRd32.exe Wrote To Ch\Documents and SettingsadmintLecal

ettings\ Temmerolorer exe
00:00:16 Process creation C:\Erogram Files\Adobe\Reader 9.0\Reader AcroRdal.exe Created Lo Documents and Settingstadmin'Local

Settings Templexplorer.exe
00:00:20 File Write C\Program Files\Adche\Reader 3.0\Reader\AcroRd32.exe Wrote To C\SConvertToMNonresident
00:00:20 Registry Open ChDocuments and Settingshadmin'Local Settings\Temp'\explorer.exe Opened HKLWASYSTEMA\ Control5et001\ Control\Terminal Server
00:00:35 Registry Query Ch\Documents and SettingshadmintLocal Settings\ Temphexplorer.exe Queried HELM\SYSTEMY Contrel5etD01\ Control\ Terminal

Server\ TSAppCompat
00:00:25 Registry Close C\Documents and SettingshadmintLocal Settings\Temphexplorer.exe Closed HKLM\SYSTEMY Control5et01Y Control\ Terminal Server
00:00:25 Registry Open ChDeocuments and SettingshadmintLocal Settings\ Temphexplorer.exe Opened HEKLWMNSYSTEMY Control5et001' Control\SafeB oot Option
00:00:25 File Create ChDocuments and SettingshadminiLocal Settings\Termphexplorer.exe Created CAVWINDOWSPrefetch\EXPLORER.EXE-16D85B60 . pf
00:00:25 File Open C\Documents and SettingshadmintLocal Settings\ Temphexplorer.exe Opened Chte files
00:00:25 File Write Ch\Program Files\Adcbe\Reader 3.0\Reader\AcroRd32.exe Wrote To C\SConvertToMonresident
00:00:25 File Madify ChDocuments and SettingshadmintLocal Settings\Ternphexplorer.exe Read From CADOCUME-~-1\admin\ LOCALS~1\Temp\explorer.exe
00:00:25 File Write C\Program Files\Adcbe\Reader 3.0\Reader\AcroRd32.exe Wrote To C\SConvertToMNenresident
00:00:25 File Write Ch\Program Files\Adcbe\Reader 9.0'Reader AcroRd32. exe Wrote To Ch\Documents and Settings\admintLecal Settings' Temp'964.PDF
00:00:25 File Madify C\Documents and Settings\admin'\Local Settings\Temp'explorer.exe Read From C:\SDirectory

- I ] M 3 nanmy, 3 .

W softwareblades” parties ©2012 Check Point Software Technologies Ltd. 32
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Flexible Deployment Options
g

- ——

Threat Emulation Configuration
e ———— —

{8 Threat Emulation

@ Select Emulation Location

@ ThreatCloud
w¥ Send files to ThreatCloud for analysis
Learn More about ThreatCloud

() This Security Gateway
Analyze files locally

BB © Other Security Gateway
L - Send files for analysis to another Security Gateway

() Check Point

SOFTWARE TECHNOLOGIES LTD.

ThreatCloud

No performance impact on the
Security Gateway

Always up to date with the latest
protections

Requires bandwith to upload files

I I

softwareblades” o parties

—[Rec<trictedl ONI Y for de<ianated arotins and individuale
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Architecture

ThreatCloud

Virtual Machines

e '

Open and Execute

multiple files in multiple
machines

() Check Point

SOFTWARE TECHNOLOGIES LTD.

* Run Emulation and
check for bad behavior

* Gathers forensics
information (shared to
Threat Cloud)

Emulation Module

?:I:l

W W SecureXL
(Multi-Core)

-

Compose and reassembly
documents received

Signature Scan by Threat
prevention blades

softwareblades-

—[Rec<trictedl ONI Y for de<ianated arotins and individuale
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Boosting Collaboration Power
of ThreatCloud

CHECK POINT

THREATCIOUD"

>
-
=1
]
w
=)
s

Dynamic Signatures Updated by Network of
Threat Emulation Servers in Threat Cloud

©2012 Check Point Software Technologies Ltd. 35
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(7 Check Point

Document Security

Protect data at rest, in motion, in use and in the
cloud by classifying and encrypting documents

"
” ‘W softwareblades~  —[Restricted] ONLY for designated groups and individuals  @2012 Check Point Software Technologies Ltd. 36
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What Is Document Security?

A new, simple way to
protect and share business documents

Set Access Rights

 < n Restricted '

Classify

|
“ ' softwareblades~  —[Restricted] ONLY for designated groups and individuals @012 Check Point Software Technologies Ltd. 37
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Document Security Example

8 L

File Share
Dana,
Co-worker
Tammy,
Purchasing Manager
e Read Only
o ASHING PLANS Web Mail
John,
Business Partner

Cloud Based 0

Web App Suzan,
Not in this project

b
Il I softwareblades~  —[Restricted] ONLY for designated groups and individuals @212 Check Point Software Technologies Ltd. 38



() Check Point

=% SOFTWARE TECHNOLOGIES LTD.

Document Security Example

o N
\

v Control who can internally
| access data —>

File Share
Co-worker
. Tammy,
v’ Assure proper document usage =)
~e.g. prevent forwarding to others — a Read Only
l 2012-2014 — wep wviartl ~
John,
Business Partner
N .
v’ Protect data stored on = { )
untrusted services and devices “
L UToUuu ..mcu—J
Web App Suzan,

Not in this project

11
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We Secure the Internet.

(3 Check Point ' '

Check Point’s New
Compliance Blade

Mati Ram

Head of GRC Business
January 2013

©2012 Check Point Software Technologies Ltd.
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SOFTWARE TECHNOLOGIES LTD.

Compliance Blade — Main Features

New Management Blade
Fully integrated into Check Point's architecture

wo)

Real Time Compliance Monitoring
More than 250 Security Checks across Check Point's Blades

aouel|

Continuous Policy Optimization Process
Provides practical guidance on how to improve Security Policy

M - -
MFL softwareblades™ —[Restricted] ONL%;?\;igSg;gnated groups and ©2012 Check Point Software Technologies Ltd. 41
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Overview Screen

View Manage Rules Policy SmartWérkﬂow Search  Window Help

j Hundreds of security checks have been designed by Check Point security

experts and recommended as a baseline level of security configuration

5] OECD Risk Checklist 0% Gateways across LU Blades Botton avorites Configure e
-[2) FFIEC Infomation Security | =

ISF Standard 27 Total Status —— asse BB Firewall 73% (48 checks)
- ISOIEC 272 @& Strong y Urganization o0 Application Control 25% (31 checks)
DISA Secure Remote Compt || (i) pedium £

URL Filtering 96% (34 checks)

[ IRSPub 175

250 Security Checks on

i ACSI 33 @D Weak Data Loss Prevention 9% (26 checks)
FIPS 2 €D Ineffective 64 Gateways across 10 Blades P 1S 67% (13 checks)
6 s = ' More Details

- Action tems
B i | Total Status
@) Strong 44% (110 Checks)

367 Associated regulatory rec

- G Medium 31% (78 Checks) E -
HIPAA (32) ISO 270(

45 Checks
. o @D Weak 18% ) .
@D 1 G2 @D Ineffective 7% (17 Checks) fi%
@D 17 @O N
€D 5 LW More Details =
a0 24% Ll fore oz rom .
Compliant Compliant Compliant Compliant
1 — A 4
) o o H
@ Strong @l Medium @D Weak @1 Ineffective See all regulations Action Items o Compliance Alerts System Messages
ForelpressFl ) ] ) Demo Mode ~ Wirite Mode 1]
View | ISSPIER Act
I} Restricted] ONLY for designated d
- softwareblades™ —[Restricted] or aesignated groups an ©2012 Check Point Software Technologies Ltd. 42
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Security Check Detailed Information

ck Point SmartDashbo

File gew Manage Rules Policy SmartWorkflow Search  Window  Help
g :jo[@)] &= 2l ) BB M ‘@ : : iEBEd
4 Welcome | E58 Firewall | i3 NAT | 8§ Application & URL Filtering | Ty Data Loss Prevention | {1 1PS [ ¥ Anti-Bot & Anti-Virus | E33 Anti-Spam & Mail | X{ Mobile Access | ) Psec vPN | B} Qos | FEJ Desktop & Compliance

@ Overview Security Checks S @ el
S Securty Checks [ Tipe to Search Q -No Grouping- -
‘

Blade D amef
¥ @Psecwen ven111 ] : Mapped
- .. R ' Regulations
v B Frewal FW 140
W Urws PS110
2 Erecwl Fw107

heck #FW107: Check that there is additional log server defined for each Gatew Uster for the storage of Firewall logs

- © Next

Relevant Gateways: 0 of 17 items are effective Relevant Regulatory Requirements

at each Gateway and Active Object Profile Result - Regulation 1d Result
p log server in case IERemobe-S-gw [ Default_Protection @ ) Ineffective 150 27001 010053 () Medium
g server is unreachable [l Mobile_Access_NewYork £} Default_Protection &) Ineffective | 1S0 27001 010067 . Medium
® Recommendation: [ EE Remote-1-gw [ Recommended_Protecton & Ineffective | & 1SO 27001 010069 Qi) Medium
Each Gateway and Cluster should E V4V6_cluster [Z Default_Protection @ ) Ineffective = 1S0O 27001 010131 () Medium
specify an additional log server for the E GX [Z pefault_Protection @ Ineffective | 1SO 27001 010133 () Medium
storage of Firewall Log server [ Remote-4-aw [ Default_Protection @D Ineffective | HIPAA Security 020002 (i) Medium
Due Date [ Remote-5-gw [ Default_Protection @ Ineffective + HIPAA Security 020004 Qi) Medium

11:50 AM

View | ISSPIER Act
" : .
Il ' softwareblades™ —[Restricted] ONLi\r(]gci)vrigl(Jagllgnated groups and 5415 check Point Software Technologies Ltd. 43
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Status By Gateway

mo ¢ 70 — i X
File Edit View Manage Rules Policy SmartWorkflow Search Window  Help
LT EEET LY. IE (LS =i BT
1 Welcome | 5§ Firewall | /55 NAT | 85 Application & URL Filtering| ; Data Loss Prevention | € 1PS | @/ Anti-Bot & Anti-Virus| £30 Anti-Spam & Mail | ¥ Mobile Access | ) 1PSec PN | Bi} Qos | fE Desktop | [ Compliance
o Overview | Overview @@ @ tep
[ securty Checks ‘ Compliance blade helps you optimize your security settings and compliance with regulatory requirements. Learn More
& lﬁl GateWays = =
E}ﬁ Regulatory Requirements Top Blades
NIST ]
B PCIDSS 12 250 Security Checks on ﬂﬂ'lllll
- OECD Risk Checklist 64 Gateways across 10 Blades Status by Blade
[ FFIEC Information Security )
ISF Standard 27 Total Status Firewall 73% (48 checks)
- ISOIEC 272 @D Strong TUP EHIEWE_PS : Application Control 25% (31 checks)
‘ I[:?;f:??': Remote Compt| | @EED)  Medium URL Filtering 96% (34 checks)
pizt o @D Weak 'm Selected Gateways Data Loss Prevention 9% (26 checks)
-5 FIPS2 & Ineffective R B 1PS 13 check
, AL @ Top5 @ Bottom5 () Favorites  Configure GIRROe
- More Details
- ° Action tems -
4Gk Settings Regulatory Compliance in My Org ﬁ] Ccrpnrate oW bl 929
-
367 Associated regulatory re |__|E| EU Gate'Way GEEEEEEEE B7% o
=
HIPAA (32) 0270 [ US Gateway G 81% .
19 %
@G 4 D ¢ N R -
emote 1 GW el
@ 1 & [ 78% i
= |
il &0 1 [ Remote 6 Gw GEEETD 72% '
€D 5 €D ¢
«@o 24% @ | More Details
Compliant (¢
L] u o
See which Gateways are configured properly e Mege:

according to the Check Point best practices -

View | Plan Act

ll H . softwareblades™ —[Restricted] ONLY for designated groups and
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Status By Blade

=4 Demo Mode - Check Point Sm SAROEL X
File Edit View Manage Rules Policy SmartWorkflow Search Window  Help
iE O ¥ W |ie[EB] 8= 4) BY  |iA M i B H=] |iBF = = B =
1 Welcome | 5§ Firewall | /55 NAT | 85 Application & URL Filtering| ; Data Loss Prevention | € 1PS | @/ Anti-Bot & Anti-Virus| £30 Anti-Spam & Mail | ¥ Mobile Access | ) 1PSec PN | Bi} Qos | fE Desktop | [ Compliance
2 (R [
<) (> 3 Hel
e Overview Overview RC @ elp
[ securty Checks ‘ Compliance blade helps you optimize your security settings and compliance with regulatory requirements. Learn More

& uﬂl GateWays
=) |3 Regulatory Requirements
NIST

i — 250 Security Checks on |l:na Selected Gateways ﬂﬁ'“lll
[ OECD Risk Checklist 64 Gateways across 10 Blades @ Top5 @ Bottom5 @ Favorites  Configure Status by Blade

~[) FFIEC Information Security -

ISF Standard 27 Total Status [W_Corporate GW VI Firewall 73% (48 checks)
[ 1S0IEC 272 @D Strong ’ TopBlédeg Application Control 25% (31 checks)
f:iij:?;: Remote Compt| | i) pedium ! URL Filtering 96% (34 checks)
ACSI 33 @D Weak “I Data Loss Prevention 99% (26 checks)
» I:;ii @10 Ineffective [L "ll Status by BI ade 1PS 67% (13 checks)
More Details
2 ° Action tems X
& s o i 19% 48 ey
—_— HT S Phnis
36T Rasotiied regtitony r] . Application Control 25% (31 checks)
URL Filtering 96% (34 checks)
HIPAA (32) ISO 2700
& 4 oo ¢ & Data Loss Prevention 9% (26 checks) *
- &= 20 s 67% (13 checks) >
€D 5 €D 8 More Details
o 24% @ 7
. : o
See which blades are configured properly o =

vy, ez according to the Check Point best practices

View | Plan Act

Il :ll softwareblades™ —[Restricted] ONLY for designated groups and
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Status By Regulation

File Edit View Manage Rules Policy SmartWorkflow Search Window Help

O ¥ Bm el ez s 8l |iA & B & H=] EEEr. PV Ak
4 Welcome | E5 Firewall | 7] NAT | 85 Application & URL Filtering | ; Data Loss Prevention | 7 1PS | &/ Anti-Bot & Anti-Virus | 31 Anti-Spam & Mail | 35 Mobile Access | @) 1PSec VPN | B} Qos | 3E1 Desktop | [ Compliance
2 , Regulatory Compliance in My Organization

> @ Security Checks
- fffif Gateways

Learn More

=& 9‘;;7;'\' Reguiremerts : 367 Associated regulatory requirements have been tested _
PCIDSS 1.2 o
-[&) OECD Risk Checklist 1 y blade
” FFIEC information Secuiy | HIPAA (32) ISO 27001 (54) PCI DSS (37) ACSI 33 (24) R
() ISF Standard 27 2 o
-[& ISOIEC 272 9 4 ? 6 9 12 ? 8 trol 25% (31 checks)
*E) DISA Secure Remote Compt N G 1 ) 29 G 11 Q) 7 96% (34 checks)
" «ll D 17 @D 11 @D 10 @D 7 9% (26 checks)
~[B FIPS2 e« ‘I) 5 ‘:} 8 G] 4 ‘I) 2 67% (13 checks)
HIFAA More Details
© ctontems _ S an 24% a 73% @ 82% aw 75%
& settings | Regula Compliant Compliant Compliant Compliant I
367 4
HEE @) Strong @) Medium @ [) Weak @ [ ) Ineffective See all regulations | 199 S
G 1 @G0 29 @D 11 @& 7 B Future 9 items
@D 17 @D 11 @D 10 @D 7 B Unscheduled 45 items e
il 5 €D 8 €D 4 €D 2 B Overdue 16 items ‘
0 — 0 —— 00 e 0 16% —

Monitor the status of all your relevant regulations o B
In one single view Sy Messages

For Help, press F1 NUM

View | Plan Act

I
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Status By Regulation

ile View Manage Rules Policy SmartWorkflow Search Window Help

it
Edi Check Point

i = S MR T T E T SmartDashboard?
4 Welcome | &5 Firewall | &5 NAT [ 85 Application & URL Filtering | T; Data Loss Prevention | € 1PS | & Anti-Bot & Anti-Virus | B3 Anti-Spam & Mail | 3£ Mobile Access | @) 1PSec VPN | Bl QoS | I Desktop

& Overview PCI DSS 2.0 kS,)} ? Help
Security Checks

Gateways I?}pe!o Search 0\] ~No Grouping- v

-3 Regulatory Requirements -

Status Name

(220 Strong Limit inbound Internef Mapped Secu rity 2.0 Reference: Requirement 1: Install and main Relevant
@) Strong Do not allow any dire e Internet and the cardholder data environmen

@ Strong Do not allow internal Checks L| PCI DSS 2.0 Reference: Requirement 1: Install Gatew ays

Description

@ Strong Do not allow unautho ent to the Internet [Original PCI DSS 2.0 Refere
@D Strong Implement stateful inspection, also known as backet filtering [Original PCI DSS 2.0 Reference: Requirement 1: Install and maintain a firewall cg
(@i Strong Place system components that store cardhold buch as a database) in an internal network zone, segregated from the DMZ and other untrusted

5 2.0 Regulation Requirement 030011

Previous @ : @ Next

e Description: Relevant Security Checks: 21 out of 42 items are strong

Limit inbound Internet traffic IP addresses D Name Blade Resuit *| Relevant Gateways: 0 out of 11 items are strong
within the DMZ [Original PC1 DSS 2.0 DLP.5.2  Check that the DLP blade is installed =’5x} Data Loss Preven (L) Strong Object Result
Reference: Requirement 1: Install and DLP.12  Check that General Personal Data Records ... 1 Data Loss Preven Strong

) GO STons 1 [ corporate-gw G strong

maintain a firewall configuration to protect  pyp 7 Check that Machine Readable Passport Nu... Z,‘,} Data Loss Preven (.. Strong
cardholder datar13.2] DLP.6.3  Check the occurrence threshold for Machin... z’-’t Data Loss Preven () Strongwj
DLP.5.1  Check that the data type SIM Serial Numbe... T Data Loss Preven (g Strong
DLP.3.1 Check the occurrence threshold for SIM Ser... 5& Data Loss Preven m Strong

DLP.2 Check that GPS Data are logged by the DLP... 3:} Data Loss Preven @ | ) Ineffective =

See all the Security Checks that are mapped
to each regulatory requirement

l_ :ll softwareblades- —[Restricted] ONLY for designated groups and
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Action Items

P ol 3
File  Edit View Manage Rules Policy SmartWorkflow Search Window Help
@O % B m |isElsigb 8y i i =) (B8 = = B PV Ak
| = Welcome | £ Firewall | 7 NAT | 55 Application & URL Filtering | ; Data Loss Prevention | € IPS | ¥ Anti-Bot & Anti-Virus| @ Anti-Spam & Mail | 3§ Mobile Access | @ PSec VPN | B} QoS | fE Desktop | (& Compliance
Ve T @ @ rebp
o EEE - Messages and Action ltems

| ¥ Security Checks | Comp Learn More . ‘
EJ--Iﬂﬂ GateWWays

= [51 Regulatory Requirements

83 Action Items are pending

LB NIST
B PCIDSS12
~[iz) OECD Risk Checklist
[ FFIEC Information Security e s
ISF Standard 27 otal 5 " : 54% 73% (48 checks
-[& ISOIEC 272 [ewn] D Upcommg 13 items 25% (31 checks)
~[2) DISA Secure Remote Compt| | (17 Future 9 items
IRS Pub 175 D . 11% 96% (34 checks)
B ACSIT @D | M Unscheduled 45 items 9% (26 checks)
- FPS2 &0 | [l Overdue 16 items 67% (13 checks)
' HIER: 16% More Details
- ° Action tems
S I N—
367 o 1 ‘ 1
e & o o
HIPAA Action Items Compliance Alerts System Messages | 104
(o] 54%
@D 1 G0 29 G0 11 @G 7 Future 9 items
@D 17 @D 11 @D 10 @D 7 B Unscheduled 45 items e -
€D 5 &€ 8 €D 4 €D 2 B Overdue 16 items
3 16% —
@o 24% @ 73% @ 82% @ 75% -
Compliant Compliant Compliant Compliant
c ®H =~ @ o B
@D Strong @D Medium @D Weak &L Ineffective See all regulations Action Items Compliance Alerts System Messages
Fo I, press F1 ] Demo Mode  Write Mode NUM
view | RSSPIER Act
Il Restricted] ONLY for designated d
"I softwareblades™ —[Restricted] or aesignated groups an ©2012 Check Point Software Technologies Ltd. 48
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Security Check Sample

Ensure that Y .
Firewalls are | Security

configured to
drop idie Control

connections

Security Check 1 out of 8
f Global Properties BeSt &lﬂ

— ot v Practice
- MAT - Network Ade| Defautt Session Timeouts
- Authertication - =
& yEN TCP start timeout: U S seconds Secu rlty
- |dentity Awareness TCP session timeout: 3600 | seconds
- UTM-1 Edge Gate T, — ’ Check
=~ Remaote Access =
- VPN - Authenti UDP vitual session timeout: 40 +| seconds
i WPN - Advancs =
Certfficates ICMP virtual session timeout: 30 + | seconds
Secure Configu Other IP protocols vitual session timeout: 60 + | seconds
551 Metwork E

111
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Compliance Alerts

Real Time Compliance Monitoring

On-screen alerts when configuration changes impact Compliance

@ Compliance Alert

Global Prc

The change you are making could cause a potential
@- Fire violation of the following regulatory requirements:
- NA
- At “The organization must terminate the
- VP @ PCI - connection at the end of the session or after an
- Ide established period of inactivity.”
uT

! @ IS0 27001 - Inactive sessions should be shut down after a

----- period of time”

Please contact your Compliance Manager for more
""" information

oK |
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We Secure the Internet.

Questions?
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