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Threat Environment Evolution to Crimeware
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BOTNETS!

DEFINITIONS

 Bot:
— Software robot
— Allows a system to be controlled remotely without user’s
knowledge
« Zombie
— System controlled by a Bot
e Botnet:

— Network (group) of zombie systems controlled by the Botherder
(Botnet owner)
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Money — Money — Money!

Security companies were founded in a time where
hackers and malware writers released their creations
in the wild to

1. Have fun

2. Show off

3. Highlight Security issues

4. Combat the Evil Commerce aka Microsoft

Now the security industry struggles with organized
cybercriminals who
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Malware for Profit is driving Web Threats

Google pulls malicious sponsored links

By Jors Evers
Teiff Wrikar, CMET Mewe cam
Published: April 27, 2007, 5:42 PM PDT

ChTalkBack EE-mail & Print o delicio.us 7 Digg this
Google has remosved paid links that advertised

copmingly lagitimats Wab < tes but actually
tried to install nefarious programs on PCs,

I The links were dizplayed as "sponsored links"
= after vigtor: enterac spedfic queries into
Googla's cearch cerves. Zlicking the Inks would
ultmatzly ¢o to a legitimate site, but by way of another ske that
attempted a "dve-y installation” of password-stealng sottware
Miscreants placad the links using Gooale’s Adwords service for

advertisers,

A

"Google identifizd and canceled AdWord: accounts displaying ads
that re-directec users th maicious sibes,” a company "epresercative
wrnbe of a corporate blog on Thurscay, . — g M

T

Malicious sponsored links
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Web Threats - Revisited

Uses the Internet to facilitate Cybercrimes

. (Web, E-Mail, Vulnerabilities...)
—
. via Malicious Programs
—
and possible propagation
via the Internet

delivered without users
knowledge or Permission

Note: Cycle 3 has to be present for a web threat
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Key Web Threat Examples :

 Spyware that was installed upon visiting a website
* Bot that receives commands via IRC or thru web pages
 Adware that was installed after downloading a cool program from the Internet

* Trojan that was installed from a JPEG exploit upon visiting a website that was
clicked from an email received

* Virus that was spread from a program downloaded from the internet

 Worm that started blasting copies of itself after disguising itself as a
downloadable widget for golfers

WIKIPEDIA
The Free Encyclopedia

navigation

« Main page

= Community portal

+ Featured content

« cunent sverts

= Recent changes

= Random article

= Help

= Contact Wikipedia

+ Donations

searh

toolkon

® Related changes
= Upload file

= Special pages
= Printable version
= Pemanent link

= Whatlinks here

= Cite this article

2 Sign in / create account

article || discussion wiew source || history |
b
Tatdstuctisify of danstions | FAQ | Fnancial statewents | Live st o domtions
Welcome to Wikipedia, " Ats = History = Saiety
the free encyclopedia that anyone can edit = Biography = Mathematics = Technology
1,572,798 articles in Engiish ® Geography = Science = Allportals

Overview- Editing - Questions - Help

Today's featured article

Operation Auca was an atterpt by five
Evangelical Christian missionaries from the United
States to make contact with the Huaorani people
of the rainforest of Ecuador. The Huaoran, also
known as the Aucas, were an isolated tribe known
for their violence, both against their swn people and autsiders who entered
thair teritory. With the intertion of being the first Pratestants to evangslize
the Huaorani, the missionaries began making regular fights over Huaorani
settlements in September 1955, drapping oifts. After several months of
exchanging gifts, on January 2, 1956, the missionaries established  camp
at "Palm Beach", a sandbar along the Curaray River, a few miles from
Huaorani settlements. Their efiots culminated on January 8, 1955, when all
five—Jir Ellct, Nate Saint, Ed McCully, Peter Fleming, and Rager
Youderian—were attacked and speared by a group of Huaorani wariors.
The news of their deaths was broadcast around the world, and Life

Contents - Categories - Featured content: A-Z index

| In the news

Stanislaw Wielgus resigns his recently-
appointed post as Archbishop of Warsaw
after adrritting he worked with Poland's

Cornrmunist secret police during the Cold

The 110th United States Congress

convenes, electing Nancy Pelosi (pictured) as the first
female Speaker of the House.

Australia defeat England to win the 2006-2007 Ashes
serfes, the first 5-0 whitewash in the Test cricket series
since 1921

Adam Air Flight 574 disappears near the Indonesian
island of Sulawesi vith 102 people an board.

Romania and Bulgaria join the European Union, bringing
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Example: Haxdoor

1. Your boss asks you to develop a corporate travel policy
2. You begin with a Google search on travel policy

First result is
a .gov site

Second result

looks like a
good choice
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2 travelpolicy - Googlie Search - Microsoft internet Explorer

File  Edit Wiew Favorites Toels Help ar

o
=

@back - © - (%) B & O search Soravones @3- @ - L EH @Y 3
Bdeess Mh@ e google. comfsearch?h! enfik=8rs=GOLG%20G6LG%3A2006-08% 2CGGLGY e 3Aen g = I:ra'u'el;:u ~ - Go  Loks T
Google | (Gl bevelpaicr | Go wa® BF ~ 1% Bookmarks= |E= Popups okay| %7 Check = & Autolink ~ 3 Seftings™

Sign in'®

Google e [
Search for Resufts 1+ 10
e

CHd yvou mean; gravel policy Sponsoied Links
Z5A - Travel Management "
The shortcut to this page is wanw gsa gowitravelpolicy Last Reviewed mick
BAE2A2006. Printer Friendly format. CONTACTS: Additional Contacts For . Software that manage your policies,
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W mwhisee argfregiilekcamimestingsiprasent Erdvelf.lcllcy ml - Simelar psges
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Example: Haxdoor

1. You click on the second search

result
-.--.r. '1’ e..----»_-h-.; Manual - Microseft Internet Explorer 5 __
Do - O M @ Pseah Frrmones @ 25 w - UL OW S
. . -~ = Elgo ke
2. You wait...the site appears to ol T T e e T
be downloading images and ﬂ ! :
content...you wait...and you 2 C
. = =
walit...
3. Finally you close the browser
window...you'll find another site
il 3 My Computer
f®) TREND
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Example: Haxdoor

Unbeknownst to you...

1. The IFRAME at the top of the page leads you to an
iIndex.html file

2. This file includes a script that exploits the MS Internet
Explorer (MDAC) Remote Code Execution Exploit
(MS06-014)

— The original exploit code has been modified to try to bypass AV
scanners that detect the original exploit

3. An executable file (win.exe) is downloaded to your
system and executed

4. You now have a backdoor with rootkit features—a
variant of the notorious family of backdoor rootkits known
as Haxdoor !
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The Major Threat Vectors are Business Critical

EXTERNAL THREATS BNS
Viruses & Worms ‘
Spyware & Adware Mail _
Spam & Phishing Server End Point

HACKING ATTACKS

=

BOTNET

&A‘

Servers
PHISHING Applications
e Storage
A‘t\ A Off Network
SPYWARE INTERNAL THREATS

Information Leaks
Compliance

Vulnerabilities
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Threat landscape is shifting to Web-borne attacks
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Total Web Threat Protection:
A multi-layered, multi-threat solution

C i
: i

| SPYWARE  BOTNET : Internet
I
\

©® 0

tivirus Anti-Phishirg  Web Filter ng

In-the-Cloud
(Web Reputation)

Erndpoint

Off Network
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Total Web Threat Protection:
Web reputation is unique!

I Trend Core Technology Trend Global DNS Network

2 Billion Hits/Day
99.999% Availability

Domain
Reputation
Database

URL Filtering
Security Rating

Email Reputation
Database

Content of the Reputation Database:
- Domain reputation
URL Filtering

Spam correlation

D |

l _— —_— _— —_— —_— —_— _— —_— —_— —_— _— _— 1

"\r I

I

> I

- Malware URL blocking (includes scanner feedback!) |

R |
o/

: |

The most comprehensive reputation database
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Total Web Threat Protection:
Web reputation is unique!

Domain
Reputation
Database

URL Filtering
Security Rating

Email Reputation
Database

I Trend Core Technology

Trend Global DNS Network

2 Billion Hits/Day
99.999% Availability

= High Availability servers

D |

Real-Time access to database:
-2 Web Reputation is accessible “in-the-cloud”

2 Threat information always updated!

\

L

4

No more risks due to missed updates!

515
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.........

Why Different from URL Filtering Alone?

« URL filtering as a Web security
solution is like capturing criminals
by sending out “WANTED” posters

* Not always up to date

* Only known offenders with previous
convictions are listed

 NoO way to recognize potential
new offenders
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Web Reputation is the 21 st Century Solution

Exhaustive databases with full profiles on:
— Known offenders

— Suspected offenders

— Possible future offenders

» Constantly updated with input from all over the world
* Instantly accessible by any special agent (Trend product)

* Protect unknown malware and sequential attacks through in-the-
cloud Web security rating service

 Web Reputation comprised of 50-plus web site characteristics
— Static characteristics
— Historic characteristics
— Community characteristics
— Geographic characteristics
— Web Pages/contents characteristics
— IP characteristics
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OfficeScan 8: End-point Web Protection :
Mobile Computers On and Off the Network

Web Reputation
Query

Web Threat Protection

Web Threat Off
Portal Network
(Policy Customer A) 2= ™™ " "™ e oo
(Policy Customer B) on
v Network

\‘\‘ OfficeScan
Gateway i

“ y Internet h = e

Web Threat Protection

SPYWARE
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OfficeScan 8: Adjustable Sensitivity Level

 Administrators are allowed to set the protection level based on the
guery results from Web Reputation

* Actions can be taken upon violation
— Block, pass but report

; ‘Web Security Rating
¢ Web ReDUtatlon Weab Security Raiglng agaregates a trustworthiness zcore baszed on web site bahavior and allow
H - - ot blocks the web site when acceszsed,
overrides URL filtering -
policies

Emable Wweb Security Rating

Wireb Security Rating sensitivity level:

High:Blocks web sites tha1_: ar,é unrated, suspicious and
e Hil_:lh' dangerous; may misidentify and block good reputation Web
3 sites

- Medium Mediurn: Blocks Web sites that are unrated, suspicious and
highly probable to be dangerous; rmay also misidentify and
bBlock good reputation Web zites

- Medium-low ,
Mediurn-low: Blocks Web sites that are highly probable or known

to be malicious

- Lowe
Low: Blocks extremely dangerous Web sites anly; may not block
same ralicious Web sites
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OfficeScan 8: What the IT Admin Sees

Web Reputation Policies

External Computers .| Internal € ters

Surnrmary

+ Metworked Computers

Client Management

[W¥ Enable Web Reputation palicy

Security Level

Global Client Settings

Web Reputation

Computer Location

Policies

Firewall

Policies

Profiles

Client Installation

Browser-bazed

 High: Blocks Web sites that are unrated, a Web threat, very likely to be a2 Web threat, or likely to be a Web threat
*  Medium: Blocks Web sites that are unrated, a Web threat, or very likely to be a Web threat

" Medium-low: Blacks Wab sites that are a Web threat or very likely to be a Web thraat
o

Low: Blacks only Web sites that are a Web threat

Approved URL List

Rernote
Connection Verification Enter=ppraved IRL:
Outhreak Prevention | heepis _IAdd‘?}' “Approved URL Coverage
b Updates % Approve all subsites http /i www trendmicro, com 2l subsites @
b Logs ' Approve this page only http:// kb trendricro. com All subsites i
¥ Cisco NAC http:/fwindowsupdate.microsoft. corm All subsites @
¥ Motifications hitp i/ wustat windows, cormn/ wutrack. bin?* This page only m
F Administration hitp:/fdownload.windowsupdate, comn All subsites @
¥ Toals http:/f office. micrasoft. com All subsites ﬁ
hitp:ffc microsoft. com All subsites @
Add-on Services hitp:/fdownload. microsoft. corn All subsites m
http:/fservicecenter, antivirus. com All subsites @
http:/fuk.trendmicro-europe. com All zubsites ﬁ
http:ffhousecall, antivirus, com Al subsites @
Client Log
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OfficeScan 8: What the End-user Sees ;

Browser:

Trend Micro Channel Confidential

@ URL Blocked - Windows Intemet Explorer

@O - |g, http:/www.travelpolicy.com/

Ve < | @ URLBlocked

~ | 42 [ x || Live Search 2 -

»

| v B v # v Rege v G Tooks v

Trend Micro OfficeScan Event

URL Blocked

The URL that you are attempting to access is a potential security risk. Trend Micro OfficeScan
has blocked this URL in keeping with network security palicy.

URL: hitp:fhwww travelpolicy com/

Solution: Repart the URL to your OfficeScan administrator if you think it is safe to access.

Trend Micro OfficeScan 8.0

Done OfficeScan Metification Message

~TREND MICRO" OfficeScan™

QfficeScan detected a'Web security policy wiolation and blocked the URLz] izted below,

Cllent pOpUp Mumber of instances: 1

Date/Time | URL |
B.3.200311:03:34 http: £ fvavaw travelpolicy. com/
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Real-time stats on web reputation

Threats

Web threats are any threat that uses
the Wb to do bad and unwanted
things. Web Threats are increasing
dramatically—540% increase

since 2006,

Malicious Websites

Internet Pollution Ticker

Tracking the prevalence of threats on the Web
Based on Trend Micro’s Web threat protection technology

gﬂ Monitored

Every day, Trend Micro checks over 3
billion URLs for malicious code

-La st Month -

URL requests scanned

And, through its Web threat protection
technology, Trend Micro breaks 8-10
million infections daily

LastMonth -

Malicious URLs blocked

http://www.am-i-ok.com

Prevented ﬁ

Malicious Websites

Trend Micre Web threat protection

22 ' Gn.";l allows user's to veiw the page conteni
o — 10105090611 2283488008 blocking malicious content
of URL Requests Learn More >
............................................................................................................................................................ s
Spam E-Mail scanned Spam blokied Tri::un.:.ﬁicn:- e-mail reputation
91 20‘{ scanning blocks e-mail witl ious
Bl 7625012658186 6954034641616 iy o stastils ankt itncin i
of Email Requests Learn More ==
Malware File scanned Malware Files blocked Malware
Trend Micro mullti-tiered protection
6.2"1’(0* scans files for malware in the cloud, at
| 8872112074526 550070928833 the gateway, and on the PC
of File Transfars Learn More ==
: : | f®, TREN
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Total Web Threat Protection - Summary

E Trend Micro Channel Confidential

f

—4¢ —> Malware writers are motivated by profit not fame

AN

\_
-

—

- New malware is:
— Constantly changing
— Aimed to be undetectable

— Intended to reap information for profit (botnets)

—

-—> Pattern matching is less and less viable:
— Constantly changing malware signatures

— High volume of patterns leading to HUGE pattern

files

— Rate of pattern updates required is untenable

-\

e

You need total web threat protection from Trend Mic

' 'Mar-2008 | 23  Copyright 2008 - Trend Micro Inc:



Total web threat protection :

Instant Multi-layer,

dynamic, A¥?e”r?g|§/litgrg” multi-threat
solution

Customers

Always
up-to-date
protection
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