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JUNIPER TODAY

2012 Revenue: $4.4 Billion
Global Presence: Offices In 47 Countries

+9000 Employees

#2 In Core

{3} #41n Ethemet Switching {} | | #1 In High-end
'\ #3 In Edge Routing N Eg’lcwg?k gepcljrci)tl;/ ting, l\ Firewall

Doing Business With 100% Of Fortune 100

Powering 6 Of The World’s 7 Largest Stock Exchanges
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Mission: Build the BEST
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COMMITTED TO INNOVATION AND INVESTMENT

$1B

global
revenue

Serving customers in 47 countries, with a

Remote Access worldwide community of over
SSL VPN 1000 Reseller Partners
High-End

Firewalls Juniper R&D is 23% of revenues —

a figure no one else in the industry comes close

to on a percentage basis

New in 2012: WebApp Secure - A differentiated
Network approach to security with our Intrusion Deception
Security capabilities

New in 2013: Juniper DDoS Secure to prevent

volumetric and “low and slow” DDoS attacks
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3 NETWORKS



@ Introduction
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| Securing Web Applications in the Datacenter
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@ NGFW Use Cases
B

Securing Web Applications in the Datacenter

o Datacenter

(2 ) Campus/Branch

el
Q
5=
2
{5
e
o
c
o
=
[$)
>
©
o
[o N
Q
o
—
o
=
o
=
>
=
=
L
(@]
|
s
=
c
()
e
=
c
o
O
o3
=
©
=
2
—
Q.
e
o
—
[9)
2
c
>
=




@ Protecting Campus/Branch
e g R e e e

Securing Web Applications in the Datacenter

Datacenter

Campus/Branch

Vv Skype
® Skype FS

v FB

® FB Chat
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@ Egress vs. Ingress

Securing Web Applications in the Datacenter

Datacenter (Ingress) @
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Datacenter

NGFW —Yes for Campus/Branch (Egress) @

o @or da'i'o.ce@

R2 Vv Skype

% (¥ Skyre F3
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‘—& ® FB Chat
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@ DDoS & AppDoS

Securing Web Applications in the Datacenter

’ DDoS/AppDo3

o o Bank of The
West
/

Diversionary DDo3

@ J900K

Web App Security Datacenter (Ingress)

¢

DDo3 Secl °

Datacenter

Certainty NGFW — Yes tor Campus/Branch (Egress) Specificity

@or do:i'o.ce@

Vv Skype

% @Sk\neFS
1)

® FB Chat
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@ Web App Security
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Web App Security

Brown Printing
“Up n 20 min.

-/ mo. — 210 ncidents €
5 real-time attacks

Securing Web Applications in the Datacenter

Datacenter (Ingress)
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Certainty
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Web App Security

Brown Printing
“Up n 20 min.
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Securing Web Applications in the Datacenter

Datacenter (Ingress)

DDo3 Secl

Datacenter
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Web App Security
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Securing Web Applications in the Datacenter
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@ Spotlight & Next Steps
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Web App Security
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Securing Web Applications in the Datacenter
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THE SMARTEST WAY TO PROTECT
WEBSITES AND WEB APPS
FROM ATTACKS

Junos WebApp Secure
Junos Spotlight Secure




THE JUNOS WEBAPP SECURE ADVANTAGE
DECEPTION-BASED SECURITY

@

“Tar Traps” detect Track IPs, browsers, Understand Adaptive responses,
threats without false software and scripts. attacker’s capabilities including block,
positives. and intents. warn and deceive.

Copyright © 2013 Juniper Networks, Inc.  www.juniper.net J U ﬂ | pe r
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DETECTION BY DECEPTION

Network
Perimeter

Client Firewall

Tar Traps

Query String Parameters

/genericelectronics/?action=listing&id=28&debug=false

Hidden Input Fields

<form action="?action=si

0
<input type="hidden" wvalue="0" name="authcrized">| “-JUI IOS“

[# <div class="register_header">
B <div class="login line">

<div class="login label">Email Address:</div>

Server Configuration

<files "recoverPassword.aspx">

AuthUserFile /usr/local/www/public_html/.htpasswd

AuthType Basic
AuthName "Administration Only"
require valid-user

</files>

WebApp Secure

4

Copyright © 2013 Juniper Networks, Inc.  www.juniper.net
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FINGERPRINT OF AN ATTACKER

Browser version

Timezone

X

\

~— Fonts

ko

Browser add-ons

=

IP Address

Copyright © 2013 Juniper Networks, Inc.  www.juniper.net
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200+

attributes used to
create the fingerprint.

~ Real Time

availability of
fingerprints

False Positives

nearly zero

Juniper
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SMART PROFILE OF ATTACKER

name
(on machine)

(in Spotlight)

w14xNiPfqj7q4nfh4p8g

Attacker wy— =
th reat |eve| v 52 minutes, 24 seconds ago
1 hour, 19 minutes ago

Incidents (14) Responses (7) Sessions (1) Locations (1) Environments (1)

§a8 o0 1-140f14

First Time & Last Time ~

Password Cracked 4+ High 1 53 minutes, 26 seconds ago 53 minutes, 26 seconds ago
Protected Resource Requested ¢ Low 1 53 minutes, 39 seconds ago 53 minutes, 39 seconds ago
Apache Password File Requested J & Low 1 57 minutes, 44 seconds ago 57 minutes, 44 seconds ago
Apache Configuration Requested | & Low 1 58 minutes, 20 seconds ago 58 minutes, 20 seconds ago
Hidden Parameter Manipulation & Medium 1 59 minutes, 38 seconds ago 59 minutes, 38 seconds ago

Incident history

Query Parameter Manipulation Low 1 1 hour, 3 minutes ago 1 hour, 3 minutes ago

Low 1 1 hour, 3 minutes ago 1 hour, 3 minutes ago

Query Parameter Manipulation

Query Parameter Manipulation Low 1 1 hour, 3 minutes ago 1 hour, 3 minutes ago

Query Parameter Manipulation Low 1 1 hour, 3 minutes ago 1 hour, 3 minutes ago

Low 1 1 hour, 3 minutes ago 1 hour, 3 minutes ago

Query Parameter Manipulation

CHECAECEV AR CRY A CRE A CRY CRE )

e | @ e | 6| e | @

Ouory Daramaetor Maninglation

Low 1 1 hour, 3 minutes ago 1 hour, 3 minutes ago




JUNOS SPOTLIGHT SECURE

Junos Spotlight Secure
Global Attacker Intelligence Service

Attacker \‘\‘
fingerprint
uploaded
Attacker fingerprint
A ’ . available for all sites
oo JUﬂOS protected by Junos
e WenappS S WebApp Secure
v Junos WebApp Secure ‘l’

protected site in UK

Attacker from San
Francisco

Detect Anywhere, Stop Everywhere
Copyright © 2013 Juniper Networks, Inc.  www.juniper.net JU m | per
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RESPOND AND DECEIVE JUNos

Scripts
Junos WebApp Secure Targeted &Tools
Responses Botnet Scan Exploits
=2 I I I I

FoecAPTORA | e | - | | ]
soweoeetin | | || ]
simuats brosnappteaton ||+ | | ]
Fooogout | | | |

All responses are available for any type of threat. Highlighted responses are most appropriate for each type of threat.

Copyright © 2013 Juniper Networks, Inc.  www.juniper.net J U n I pe r
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UNIFIED PROTECTION ACROSS PLATFORMS

¥
JUNOS

WebApp Secure

¥
Virtualized JLVJDDQS

[
" NS y 4
J Unos = %ngrvi?e'g“

Cloud

Copyright © 2013 Juniper Networks, Inc.  www.juniper.net
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INTRODUCTION
TO JUNOS DDOS SECURE

Advanced DDoS Mitigation Technology




DDOS SECURE

Prevents volumetric and “low and slow” DDoS attacks

| Internet Traffic 0o al Internet Traffic

)oS Attack Traffic @ Resources
Normal Internet Tr:

Junos DDoS Secure
Heuristic Analysis

DDoS Attack
Traffic

Management PC

Comprehensive DDoS prevention What’s unique?

+ |dentifies and deters DDoS attacks,
including those targeting specific apps

* Ensures availability for legitimate users
while blocking malicious traffic, even
under the most extreme attack conditions

99.999% effective after 6-12 hours
Dynamic Heuristic Technology

80% effective 10 minutes after installation

Delivered in 1Gb to 40Gb HA appliances
Multi tenanted and fully IPv6 compliant

Copyright © 2013 Juniper Networks, Inc.  www.juniper.net J U ﬂ | per
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JUNOS DDoS SECURE VARIANTS
Variants

1U 100M/1G/3G/10G

10U 40G

Standalone

Fail-safe Card
Fiber (1G SX/LX 10G SR/LR)
Copper (10M/100M/1G)

Active — Standby
Active — Active (Asymmetric Routing)

VMware Instance

Copyright © 2013 Juniper Networks, Inc. ~ www.juniper.net J U m | per
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everywhere




