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Internet Applications in the Work Place & Check Point

Internet Applications IT staff lack

an integral part of strong visibility into
today’s business... this activity
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The Problem with Internet Applications &

Vialware
Threats

Zlob Malware Hijacks

YouTube

Attackers are using a fake video link on YouTube

Oct 28, 2009 1:16 PM PDT

Bank Trojan botnet targets
Facebook users

by Elinor Mils

June 24, 2009 4:59 PM PDT .
VC’s automated 1 W1tter
Feed spreads malware

by Elinor Mils

Bandwidth
Hogging

YouTube and Facebook
eating company bandwidth

Popular apps and bandwidth hogs, finds survey
by John E. Dunn | TechWorld
Published: 13:47 GMT, 30 November 09

Check Point

== SOFTWARE TECHNOLOGIES LTD,

British departments had
disciplined 100s of employees
for using Facebook

UK Freedom of Information Act

Corp. Employees Productivity
is killed by 12.5% in surfing
sites

ASSOCHAM survey 12/2009
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3 Check Point
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Introducing

Check Point Application Control
Software Blade

AppWiki—Industry’s largest library

with over 50,000 applications

Educate users on corporate policies
Available on EVERY gateway
"
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Introducing Check Point AppWiKi La Check Point

Unparalleled

~ Application Control @IV, 4,500 applications

Check Point AppWiki

e Over 50,000 social-network widgets

Grouped in over 150 categories

(including Web 2.0, IM, P2P, Voice & Video, File Share)

R B o o B R
< »

http://appwiki.checkpoint.com

World’s largest
Application Classification Library
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Granular Application Categorization = Check Point

M
Web conferencing
» Gaming....

ll_
vV Yy

Share files
High bandwidth
» Use stealth techniques...

vV Yy

» Measures the potential risk

I
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User and Machine Awareness

Corporate Active Directory

[#-142] New VU
4y Users

#-1] 11
g Lab
[#{g] Lab-OtherPlaces
() Roomd21-521
() Room421-523
FAkRoom421-526
- () Finerts
w1 () Music

ﬂ angel bocanegraz  User
ﬂ Angel Bocanegra3  User
£’ & Powel

ﬂ bob jones
ﬂ Brandon Lee
€2 Brian Miller

= v5-0069
=wis-0070
= yis-0071
= wis-0072
= uks-0073
18 5-0074

= yis-0075

User
User
User
User

Computer
Computer
Computer
Computer
Computer
Computer
Computer

Q Check Point
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Security Gateway

" ‘ _Q ¢ £

User- and group-aware

-

Machine-aware

User identification with both agent-based and
seamless, agentless Active Directory integration
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Application Detection and

3 Check Point
Usage Controls

v SOFTWARE TEGHNOLOGIES LT,

Application Detection
and Usage Controls

Source Destination | Action |

Any (_;3' Internet e Block,

[#] Any 75 Internet BY social Metworking C2 Inform (once
h a mankh)

Suppart Arry =1 Skype Q Al

Enable access for
support team

ldentify, allow, block or limit usage of
applications at user or group level
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3 Check Point
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Reality of Standard Application Control

N

Policies don’t match real usage

IT resorts to monitor only

Source Destination Application Action

Aty 3 Internet %] Any

Skype blocked?
[52] SUpport T Incerner b oo o

No real control!
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3 Check Point
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Check Point UserCheck Technology

Understand usage needs, while

Ask enforcing policy

i&! Check Point

RE TECHNOLOGIES LTD.

/
A cation Action

Application Usage Alert -
(D Ask

.
i

A

You are trying to use Skype.
m eck Point
! TCHWOLO043LTD

Corporate ¢

- use of Sky; SKype Access Makes application
Pictres If you requi | hoed Skype access in order to: control more practical
click Explai _
— S Contact customers v
3 Getting Started > =r Cmac. CUSlorners
I| 2 Control Panel Cwacl CO'COQUOS .
e Mozilla Firefosx P Corporate |voice Telephony Asks users to ex P lain
B oo | [Flo Tranier | reasons for application
(% Snipping Tool Filp and Support o u S ag e

._ﬂ Notepad »

=< i XPS Viewer

»  AllPrograms
l  Corporate Proper Use Policy

| Search programs and files ol

i
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Check Point UserCheck Technology

Understand usage needs, while
enforcing policy

[PAGneck ot

Application Usage Alert

You are trying to access YouTube.

&« > C Mt w2 nt

et

Corporate application use policy limits YouTube
access to business use only in order to save Makes app”cation

bandwidth. .
control more practical

Please select and confirm your use-case:

. Asks users to confirm
Personal , Business , or Cancel

application usage in
real-time

oK
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Check Point UserCheck Technology & Check Point
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Inform Inform and educate, while allowing application
usage

&« - C M % nttp://www.facebook.com

| ACMZ

John,
You are surfing to Facebook — a Social Networking [nternet application.

Alerts users in
real-time

Reasonable usage of Internet resource for personal use is allowed by ACME IT policy.

Please notice that sharing information relating to company activity, customers or
employees should be avoided.

Educates users on risk
and usage policies

We wish you safe surfing,
ACME IT Department.

o Help
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Check Point UserCheck Technology & Check Point
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_ Use to preserve resources (bandwidth) or
Limit LINII control acceptable use

1 s De atio Bpp atio i 1

— T — A 85 Facebook Games . @Limit (12:30-14:00,
'@ Check Point 1930830
12 vimeo () Limit (1 Mbps)
YouTube
ke Picasa

Application Usage Alert

You are trying to access Facebook Games.

Corporate application use policy allows access to
non-business related activities such as Facebook
Games only during these times:

12:30-14:00
19:30-8:30

Corporate Proper Use Policy

oK
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Practical Implementation

Involve end-users using multiple policy actions

Traditional security policies are suitable for
clear-cut cases

Inform Allow but inform the user about the risks

Learn usage patterns to create better policies

Use to preserve resources (bandwidth) or
control acceptable use

Limit
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Fully Integrated Into 4 Bk B
Software Blade Architecture s ZNSCKCM

Centralized
Management

Available on All
Security Gateways

New Software Blade

I
I softwareblades” ©2010 Check Point Software Technologies Ltd. | [Unrestricted] For everyone | 15



3 Check Point
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Easy Deployment

Available on All Network Secuity | Management
Security Gateways Firewal Advanced Networking Application Control
IPSec VPN QoS Identify and control usage of
Policy Server Dynamic Routing @ thousands of applications based on
SSL VPN nnectControl ©@ user and machine identity.

Application Control LO
mms s [ AntiVirus & [ Fiewall1 GX
TR - W Anti-Malware UsetAuthority Server
[¥] Anti-Spam & [[] UserAuthority WebAccess
Email Security
Dala. Lc.|ss Prevention More Info o
Monitoring EE—

One-click activation on any Check Point
security gateway
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Central Policy and Event Management

(-] Check Point
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Centralized TopEvents
Management

TopUsers

4 Pootsi2ig)
y dlfBias L | " Ewvent Name J = Severity
* 8405 YouTube [9) Low
* 2586  Facebook ST Medium
*= 2104 FaceBook Chat @ Low
= 1191 Twvitter (o) Low
* 508 Flickr (o] Low
= 141 YouTube == Medium
* 139 Facebook LS Medium
@ 132 addthis @ Low
= 108 Livelournal @ Low
@ 98 PCInlE @ High
&= 65 Digg (o] Low
= 40 Viddler (o) Low
* 19 Tor @R Critical

Manage application policies, users and events
from a single console

w
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3 Check Point
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Summary

Check Point Application Control
Software Blade

AppWiki—Industry’s largest library

with over 50,000 applications

Educate users on corporate policies
Available on EVERY gateway
"
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Wé Secure the Internet.

(3 Check Point ' I

Thank You!
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