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100%	  of	  the	  
top	  10	  automo/ve	  

companies.	  

96%	  of	  the	  top	  
50	  global	  

corpora/ons.	  

100%	  of	  the	  
top	  10	  telecom	  
companies.	  

80%	  of	  the	  top	  
10	  banks.	  

90%	  of	  the	  top	  
10	  oil	  companies.	  

Global	  Threat	  Intelligence	  
-‐	  1,200+	  experts	  worldwide	  

New	  malware	  every	  ½	  second	  
	  

	  

	  

	  

	  

	  

	  

	  

	  

	  

CEO	  
Founded	  

Headquarters	  
Employees	  

Offices	  
2013	  Sales	  

Eva	  Chen	  
1988,	  United	  States	  
Tokyo,	  Japan	  
5,217	  
36	  
$1.1B	  USD	  

A	  world	  safe	  for	  exchanging	  	  
digital	  informa4on	  
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CENTRALIZED	  VISIBILITY	  &	  CONTROL	  



COLLECTS	  VIA	  GLOBAL	  SENSORNET	  	  
•  Honeypots,	  customers,	  threat	  researchers,	  community…	  
•  Over	  300M	  nodes;	  8.6B	  threat	  events	  daily	  
•  URLs,	  vulnerabili/es,	  files,	  domains,	  network	  traffic,	  threat	  actors,	  
mobile	  apps,	  IP	  addresses,	  exploit	  kits	  

BIG	  DATA	  ANALYTICS	  
•  Iden/fies	  using	  data	  mining,	  machine	  
learning,	  modeling	  and	  correla/on	  

•  100	  TB	  data;	  500K	  unique	  threats	  
iden/fied	  daily	  

GLOBAL	  THREAT	  INTELLIGENCE	  
•  250M	  threats	  blocked	  daily	  
•  Email	  reputa/on,	  file	  reputa/on,	  web	  reputa/on,	  
network	  traffic	  rules,	  mobile	  app	  reputa/on,	  known	  
vulnerabili/es/exploits,	  threat	  actor	  research,	  C&C…	  
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Deep	  Discovery	  	  
	  	  Advanced	  Threat	  Protec/on	  Plaeorm	  

Defends	  against	  targeted	  afacks	  
invisible	  to	  standard	  security	  products	  

• Advanced	  malware	  
• Command	  &	  Control	  communica/on	  
• Afacker	  ac/vity	  and	  lateral	  movement	  
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Detect,	  Analyze	  &	  Respond	  	  
To	  Targeted	  Afacks	  

Deploy	  protec4on	  where	  it	  
ma7ers	  most	  to	  your	  organiza4on	  



Deep	  Discovery	  Products	  
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Deploy	  protec4on	  where	  it	  ma7ers	  most	  to	  your	  organiza4on	  

Inspector	  
Detect	  and	  analyze	  targeted	  a7acks	  
anywhere	  on	  your	  network	  

Network-‐wide	  
afack	  detec/on	  

Analyzer	  

Improve	  the	  threat	  protec4on	  of	  your	  
exis4ng	  security	  investments	  

Integrated	  
sandboxing	  

Email	  Inspector	  

Stop	  the	  targeted	  a7acks	  that	  can	  	  
lead	  to	  a	  data	  breach	  	  

Email	  afack	  
protec/on	  

Endpoint	  Sensor	  

Inves4gate	  &	  respond	  to	  a7acks	  with	  
network	  detec4on	  +	  endpoint	  intelligence	  	  

Endpoint	  
Inves/ga/on	  



Key	  Technologies	  
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Custom	  sandbox	  images	  precisely	  match	  your	  system	  configura/ons	  
to	  accurately	  detect	  the	  threats	  targe/ng	  your	  organiza/on	  	  	  

Virtual	  
Analyzer	  

Integrated	  portal	  delivers	  Smart	  Protec/on	  Network	  &	  research	  intel	  
relevant	  to	  your	  afack	  –	  malware	  profiles,	  C&C	  networks,	  and	  more	  

Threat	  Connect	  
Portal	  

Real-‐/me	  cloud	  intelligence	  &	  research	  powers	  detec/on	  accuracy	  
and	  con/nuously	  updates	  engines	  and	  rule	  sets	  (SPN)	  

Global	  Threat	  
Intelligence	  

Shared	  IOC	  data	  from	  new	  sandbox	  detec/ons	  updates	  Trend	  Micro	  and	  
3rd	  party	  products	  to	  create	  a	  real-‐/me	  custom	  defense	  

Custom	  Defense	  
Integra/on	  

Mul/ple	  detec/on	  engines	  and	  correla/on	  rules	  analyze	  a	  wide	  
range	  of	  traffic	  to	  detect	  all	  afack	  aspects	  –	  not	  just	  malware	  

Specialized	  	  
Detec/on	  Engines	  

7	  
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Top	  Score	  in	  Breach	  Detec/on	  
2014	  NSS	  Labs	  Breach	  Detec/on	  Tests	  

!Trend	  Micro	  



Deep	  Discovery	  Inspector	  
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Deep	  Discovery	  Inspector	  

Copyright	  2014	  TrendMicro	  Inc.	  

 – Network-‐Wide	  Afack	  Detec/on	  

Advanced Malware 
C&C Communication 
Attacker Activity 

•  Web, Email, 80+ Protocols & Apps 
•  Inbound – Outbound – Internal Traffic 
•  Integrated Custom Defense solution 

Moves	  laterally	  across	  network	  
seeking	  valuable	  data	  

Gathers	  intelligence	  about	  
organiza/on	  and	  individuals	  

Targets	  malware	  
using	  social	  engineering	  

Employees	  

Establishes	  link	  to	  Command	  
&	  Control	  server	  

Afacke
rs	  

Extracts	  data	  of	  interest	  –	  can	  go	  
undetected	  for	  months!	  

$$$$	  



Deep	  Discovery	  Inspector	  	  

§  Single	  appliance	  
§  Detec/on	  across	  all	  network	  traffic	  

•  Malware,	  C&C,	  afacker	  ac/vity	  across	  	  
80+	  protocols	  and	  all	  ports	  

§  Custom	  sandboxing	  analysis	  	  
provides	  more	  accurate	  detec/on	  

§  Global	  threat	  intelligence	  drives	  rapid	  assessment	  and	  response	  

§  Handles	  BYOD	  and	  other	  complex	  environments	  
•  Detec/on	  beyond	  Windows:	  mobile,	  Mac,	  Android,	  legacy	  systems	  and	  specialty	  devices…	  

	  	  Network-‐Wide	  Afack	  Detec/on	  

11	  



Deep	  Discovery	  Technologies	  
More	  than	  	  
80	  protocols	  analyzed	  

Network	  Content	  	  
Inspec/on	  Engine	  

Advanced	  Threat	  
Security	  Engine	  

IP	  &	  URL	  reputa/on	  

Virtual	  Analyzer	  

Network	  Content	  	  
Correla/on	  Engine	  

DNS	  

SQL P2P 

HTTP SMTP 

CIFS 

FTP 

-‐-‐-‐-‐-‐	  

	  Embedded	  doc	  exploits	  
	  Drive-‐by	  downloads	  
	  Dropper	  
	  Unknown	  Malware	  
	  C&C	  access	  
	  Data	  stealing	  
	  Worms/Propaga4on	  
	  Backdoor	  ac4vi4es	  
	  Data	  exfiltra4on…	  

	  	  360°Approach	  

•  Content Inspection 
•  Document Emulation 

•  Payload Download 

•  Behavior Tracing 

•  Exploit Detection 

•  Network Monitoring 

Lateral	  Movement	  
Exfiltra4on	  

Entry	  point	  



The	  Need	  for	  360	  Degree	  Detec/on	  

A7ackers	  use	  a	  changing	  
variety	  of	  protocols,	  
applica4ons,	  ports,	  C&C	  
addresses	  to	  evade	  detec4on	  

EvilGrab	  Malware	  

Poison	  Ivy	  

IXESHE	  Malware	  



•  Zero-‐day	  &	  known	  malware	  
•  Emails containing embedded 

document exploits 
•  Drive-by  downloads 

•  C&C communication for all 
malware: bots, downloaders,   
data stealing, worms, blended… 

•  Backdoor activity by attacker 
 

•  Attacker  activity:  scan, brute 
force, tool download , … 

•  Data exfiltration  
•  Malware	  ac/vity:	  propaga/on,	  
downloading,	  spamming,	  …	  

Attack Detection 
•  Decode & decompress embedded files 
•  Custom sandbox simulation  
•  Browser exploit kit detection 
•  Malware scan (Signature & Heuristic) 

•  Destination analysis (URL, IP, domain, 
email, IRC channel, …)  via dynamic 
blacklisting, white listing 

•  Smart Protection Network reputation  
of all requested and embedded URLs 

•  Communication fingerprinting rules  
•  Rule-based heuristic analysis 
•  Extended event correlation and anomaly 

detection techniques 
•  Behavior fingerprinting rules 

Detection Methods 

How Deep Discovery Detection Works 

14 Monitoring	  80+	  protocols	  and	  applica2ons	  across	  all	  network	  ports	  



Responding	  to	  an	  Afack	  

Custom	  Defense	  	  
IOC	  Sharing	   Threat	  Connect	  

Portal	   Deep	  Discovery	  
Endpoint	  Sensor	  

	  	  Adapt	  Security,	  Analyze	  Threat,	  Fully	  Assess	  &	  Remediate	  



Custom	  Defense	  IOC	  Sharing	  

Local	  Blacklist:	  

• New	  C&C	  addresses	  
• Malware	  hash	  id	  
• Addi/onal	  (planned)	  New	  IOC	  intelligence	  

from	  analysis	  

Updates	  Trend	  Micro	  and	  3rd	  party	  security	  
products	  to	  prevent	  further	  afack.	  	  

	  
	  
	  Trend	  Products	  

3rd	  Party	  Products	  

Deep	  Discovery	  
Sandboxing	  	  

Control	  Manager	  
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Threat	  profile:	  What	  are	  the	  
characteris/cs,	  origins	  and	  variants	  
of	  this	  malware.	  	  
 

Related	  IPs/Domains:	  What	  are	  the	  
known	  C&C	  comms	  	  for	  this	  afack.	  
 

ALack	  Group/Campaign:	  Who	  and	  
what	  is	  behind	  this	  threat.	  
 

Containment	  and	  remedia4on:	  
What	  to	  look	  for,	  how	  to	  eradicate.	  
	  
	  
	  

Threat	  Connect	  Portal	  

Accessed	  directly	  from	  
Deep	  Discovery	  Console	  



Deep	  Discovery	  Analyzer	  
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Deep	  Discovery	  Analyzer	  	  
	  	  –	  Integrated	  Sandboxing	  Analysis	  

19	  

An	  open	  sandboxing	  analysis	  server	  to	  
enhance	  the	  targeted	  afack	  protec/on	  of	  
Trend	  Micro	  and	  3rd	  party	  security	  products	  

•  Detec/on	  of	  advanced	  malware	  
•  Detailed	  analysis	  &	  repor/ng	  
•  Open	  Web	  Services	  API	  	  
•  Custom	  Defense	  IOC	  intelligence	  sharing	  

	  
Ø  Enhance	  the	  threat	  protec2on	  of	  your	  

exis2ng	  security	  investments	  



Deep	  Discovery	  Analyzer	  

Key	  Features	  
•  Custom	  sandbox	  images	  
• Mul/ple	  detec/on	  engines	  
•  Broad	  file	  analysis	  range	  
•  Document	  exploit	  detec/on	  
•  URL	  analysis	  
•  Trend	  Micro	  product	  integra/on,	  open	  API,	  manual	  submission	  
•  Detailed	  Repor/ng	  and	  Custom	  Defense	  IOC	  sharing	  

	  	  Scalable	  sandboxing	  server	  

20	  



Analyzer:	  Sandboxing	  &	  Intelligence	  Sharing	  

	  	  	  	  	  	  	  Files	  
	  	  	  Docs	  
exe	  

Suspicious	  	  
Objects	  

	  
	  
	  

Deep	  Discovery	  
Analyzer	  

Scalable	  Custom	  
Sandboxing	  

Open	  Web	  Services	  API	  

InterScan	  
Messaging	  Security	  

InterScan	  
Web	  Security	  

ScanMail	  
Email	  Security	  

3rd	  Party	  or	  	  
Manual	  Samples	  

Results	   C	  &	  C	  
IOC	  Data	  

Control	  Manager	  

Centralized	  
Repor/ng	  &	  

Trend	  Updates	  



	  
	  
	  

Deep	  Discovery:	  Inspector	  +	  Analyzer	  

22	  

•  Addi/onal	  custom	  sandbox	  images	  
•  Extended	  sandboxing	  capacity	  
•  Sandboxing	  for	  Inspector	  virtual	  appliances	  
•  Central	  repor/ng	  &	  analysis	  of	  malware	  
•  Sharable	  resource	  with	  Trend/other	  products	  

Deep	  Discovery	  
Analyzer	  

Deep	  Discovery	  
Inspectors	  

Scalable	  Custom	  
Sandboxing	  	  	  	  	  	  	  	  Files	  

	  	  	  Docs	  
exe	  

Suspicious	  	  
Objects	  



Why	  Custom	  Sandboxing	  Is	  Essen/al	  
	  	  	  	  Accurate	  detec/on	  of	  your	  afackers	  
• Iden/fy	  custom	  malware	  targe/ng	  your	  organiza/on	  

–  E.g.,	  Your	  Windows	  license,	  language,	  applica/ons	  
–  Handle	  differing	  desktop	  environments	  across	  departments	  

• Triage	  malware	  that	  does	  not	  affect	  your	  organiza/on	  
–  E.g.,	  older/other	  versions	  &	  patches	  of	  Windows	  or	  key	  applica/ons	  

• Thwart	  evasion	  techniques	  based	  on	  configura/on	  checks	  	  
–  E.g.,	  Generic	  Windows	  license,	  English	  language,	  limited/standard	  apps	  

Browsers & Adobe 

Custom/Specific	  Apps	  

MS	  Windows	  &	  Office	  	  	  

License	  &	  Language 

Sales	  &	  Execu/ves	  

Browsers & Adobe 

Custom/Specific	  Apps	  

MS	  Windows	  &	  Office	  	  	  

License	  &	  Language 

Customer	  Support	  

Specific	  Config 

Custom/Specific	  Apps	  

Windows	  XP	  

License	  &	  Language 

Specialized	  Devices	  
…	  
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Risk  
Rating�

Trend	  Micro	  Email	  Gateway	  /	  Mail	  Server	  

Suspicious 
quarantine�

Safe email �

Signature	  and	  policy-‐
based	  analysis	  

1	  

3	  

2	  

• Win	  7	  
• Office10	  
• Custom	  

• Win	  XP	  
• Office07	  
• Custom	  

Virtual Analysis 

• Custom	  
• ….	  
• …..	  

Deliver?	  
(Risk	  +	  policy)	  

1	  min	  

Targeted	  Email	  Afack	  Protec/on	  
Deep	  Discovery	  Analyzer	  	  

	  

•  Real-‐/me	  email	  blocking	  
•  Detailed	  analysis	  &	  repor/ng	  
•  Single-‐console	  policy	  management	  



Trend	  Micro	  -‐	  Analyzer	  Integra/on

07/11/14 

InterScan Email GW 
InterScan Web GW 

ScanMail for Exchange 

ScanMail for Domino 

Web Service 

Manual Submission 

OfficeScan 
Hosted Email Security 
Office365 Security 

3rd	  Party	  Products	  



Deep	  Discovery	  Email	  Inspector	  
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Deep	  Discovery	  Email	  Inspector	  	  
	  	  Targeted	  Email	  Afack	  Protec/on	  

A	  dedicated	  email	  appliance	  that	  detects	  
and	  blocks	  emails	  containing	  malicious	  
content	  or	  URL	  references	  	  

•  Custom	  sandboxing	  and	  detec/on	  engines	  	  
analyze	  email	  afachments	  

•  Full	  analyzes	  embedded	  URL	  des/na/ons	  
•  Derives	  passwords	  for	  protected	  files	  
•  Co-‐exists	  with	  other	  email	  security	  products	  
Ø  Stop	  targeted	  emails	  that	  lead	  to	  	  	  

data	  breach	  	  	  	  



Email	  Inspector	  –	  At	  a	  Glance	  

•  Afachments:	  Analyzed	  with	  detec/on	  engines	  &	  sandboxing	  
•  Passwords:	  Intelligently	  derived	  using	  heuris/cs	  &	  lists	  
•  URLs:	  Reputa/on,	  scanning	  &	  sandboxing	  for	  malware	  &	  exploits	  

•  Custom	  Sandboxing:	  Configured	  to	  precisely	  match	  your	  systems	  

•  Policy	  Controls:	  Make	  it	  simple	  to	  customize	  security	  policies	  

•  Threat	  Analysis:	  Tools	  &	  intelligence	  to	  assess	  the	  nature	  of	  the	  afack	  

Email	  GW	  

Email	  Server	  

Deep	  
Discovery	  

X	  

Advanced	  Threat	  Protec4on	  blocks	  targeted	  email	  a7acks	  



Afachment	  Analysis	  
•  Afachments	  are	  unpacked,	  decompressed,	  and	  unlocked	  
using	  heuris/c	  rules	  and	  customer-‐supplied	  keywords	  

•  Detec/on	  engines	  and	  custom	  sandboxing	  analysis	  iden/fy	  
advanced	  malware	  and	  document	  exploits	  

•  Analyzes	  a	  wide	  range	  of	  file	  types	  and	  content	  including:	  
Windows	  executables,	  Microsov	  Office,	  PDF,	  Zip,	  Java	  

URL	  Analysis	  
•  URLs	  are	  reputa/on-‐checked	  via	  Smart	  Protec/on	  Network	  
•  Page	  content	  is	  scanned	  and	  sandboxed	  to	  discover	  redirects,	  
advanced	  malware,	  and	  exploits	  used	  in	  drive-‐by	  downloads	  

Email	  Inspector	  –	  Befer	  Detec/on	  
	  

29	  

29 

Deep	  Discovery	  	  
Email	  Inspector	  

Detec/on	  Engines,	  Custom	  Sandboxing,	  Global	  Intelligence	  

Same	  technology!!	  



Email	  Inspector	  –	  How	  It	  Works	  
	  	  Beyond	  Detec/on	  
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Content	  examina/on,	  heuris/cs,	  and	  customer-‐defined	  keywords	  aid	  	  
the	  analysis	  of	  password-‐protected	  files	  and	  Zip	  files	  	  

Integrated	  portal	  delivers	  global	  intelligence	  relevant	  to	  your	  afack	  	  
–	  malware	  profiles,	  C&C	  networks,	  afack	  group,	  and	  more	  

Quaran/ne,	  dele/on,	  forward-‐with-‐tag	  are	  configurable	  by	  detec/on	  
severity.	  Sandbox	  analysis	  can	  be	  controlled	  by	  afachment	  type	  	  

Password-‐protected	  Afachments	  

Policy	  Management	  

Threat	  Connect	  Portal	  



Deep	  Discovery	  Endpoint	  Sensor	  
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Deep	  Discovery	  Endpoint	  Sensor	  
	  	  Endpoint	  &	  Server	  Afack	  Detec/on	  

32	  

Endpoint	  &	  Servers	  
On-‐premise,	  Remote,	  Cloud-‐based	  

A	  context-‐aware	  endpoint	  security	  monitor	  
designed	  to	  speed	  the	  discovery,	  inves/ga/on	  
and	  response	  to	  security	  incidents:	  
	  

•  Records	  detailed	  system	  ac/vi/es	  
•  Performs	  mul/-‐level	  search	  across	  endpoints	  	  
•  Uses	  rich	  search	  criteria	  including:	  

•  OpenIOC,	  Yara,	  Deep	  Discovery	  results	  
•  Compa/ble	  with	  any	  AV	  security	  solu/on	  

	  
Ø  Detect	  and	  assess	  the	  nature	  and	  extent	  

of	  targeted	  aAacks	  	  



General	  Search	  Capabili/es	  
Mul/-‐level	  search	  based	  on:	  
•  Communica/ons	  

–  IP,	  Port,	  URL,	  Domain,	  DNS	  

•  Malware	  or	  any	  file	  
–  Sha1	  hash	  

•  Registry	  ac/vity	  
•  Running	  processes	  
•  User	  account	  ac/vity	  
Input:	  Individual	  parameters,	  	  
YARA	  and	  OpenIOC	  files	  
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Available	  standalone	  &	  	  
in	  Control	  Manager	  console	  

How	  can	  I…?	  
•  Confirm	  an	  alert	  indica/ng	  an	  endpoint	  may	  have	  been	  infiltrated?	  
•  Analyze	  actual	  malware	  behavior	  &	  result?	  
•  See	  which	  endpoints	  have	  ac/ve	  C&C	  communica/ons	  ?	  	  
•  Discovery	  which	  endpoints	  are	  infected	  by	  specific	  malware?	  
•  Understand	  the	  extent	  to	  which	  an	  afack	  has	  spread	  across	  my	  network?	  



Search	  Results	  
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•  Search	  summary	  
•  Individual	  endpoint	  flow	  &	  drilldown	  
•  Context	  and	  network	  aware	  



Use	  Case:	  Public/Custom	  OpenIOC	  or	  YARA	  files	  
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OpenIOC/YARA	  

1.  Customer	  obtains	  IOC	  informa/on	  or	  YARA	  signature	  
2.  Target	  file	  imported	  directly	  into	  Endpoint	  Sensor	  search	  
3.  Endpoint	  Sensor	  search	  results	  used	  to:	  	  	  

•  Scan	  endpoints	  for	  specific	  IOC	  profile	  
•  Map	  /meline/progression	  
•  Plan	  containment	  &	  remedia/on	  

Import	  

Endpoint	  &	  Servers	  
On-‐premise,	  Remote,	  Cloud-‐based	  

	  
	  
	  

	  
	  
	  

Endpoint	  Sensor	  
Interface	  

Control	  
Manager	  
Console	  



	  
	  
	  

Deep	  Discovery:	  Inves/ga/on	  &	  Response	  
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1.  Deep	  Discovery	  iden/fies	  malware	  sent	  to	  an	  	  
endpoint	  or	  ac/vity	  origina/ng	  at	  an	  endpoint	  	  

2.  Deep	  Discovery	  Indicators	  of	  Compromise	  (IOC)	  
intelligence	  used	  as	  search	  criteria	  

3.  Endpoint	  Sensor	  mul/-‐level	  inves/ga/ons:	  

Ø  Validate	  &	  inves/gate	  infiltra/ons	  	  
Ø  Scan	  endpoints	  for	  similar	  IOCs	  
Ø  Map	  /meline/progression	  
Ø  Plan	  containment	  &	  remedia/on	  

IOC	  
	  
	  
	  

Endpoint	  Sensor	  
Interface	  

Endpoint	  &	  Servers	  
On-‐premise,	  Remote,	  Cloud-‐based	  

Control	  
Manager	  
Console	  

1	  

3	  

2	  
Deep	  Discovery	  



Deep	  Discovery	  Summary	  
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Deep	  Discovery	  Products	  
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Deploy	  protec4on	  where	  it	  ma7ers	  most	  to	  your	  organiza4on	  

Inspector	  
Detect	  and	  analyze	  targeted	  a7acks	  
anywhere	  on	  your	  network	  

Network-‐wide	  
afack	  detec/on	  

Analyzer	  

Improve	  the	  threat	  protec4on	  of	  your	  
exis4ng	  security	  investments	  

Integrated	  
sandboxing	  

Email	  Inspector	  

Stop	  the	  targeted	  a7acks	  that	  can	  	  
lead	  to	  a	  data	  breach	  	  

Email	  afack	  
protec/on	  

Endpoint	  Sensor	  

Inves4gate	  &	  respond	  to	  a7acks	  with	  
network	  detec4on	  +	  endpoint	  intelligence	  	  

Endpoint	  
Inves/ga/on	  
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CENTRALIZED	  VISIBILITY	  &	  CONTROL	  



Thank	  you!	  
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