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Date Time IP              Geo 
Location 
Country

Geo Location City Bank last 4 
digits

Device Tag

Dec 15 12:52 83.109.219.9    Norway Oslo      A 4007 2422269847
Dec 15 12:53 65.75.83.176    Bahamas Nassau    A 4007 4651221873

Dec 15 15:45 201.242.122.167 Venezuela Caracas   A 4007 4661520821

Dec 15 15:48 201.242.122.167 Venezuela Caracas   E 7558 4661520821

Dec 15 15:49 201.242.122.167 Venezuela Caracas   E 7702 4661520821

Dec 15 15:49 201.242.122.167 Venezuela Caracas   A 6002 4661520821

Dec 15 15:48 201.242.122.167 Venezuela Caracas   A 5014 4661520821

Dec 15 17:50 64.34.161.110  USA San Diego CA A 5014 5037759982

Dec 15 17:52 68.79.126.132  USA Southfield MI A 5014 4669176774

Dec 15 17:29 219.93.197.82  Malaysia Petaling A 5014 2949133748

Dec 13 21:03 64.34.161.110  USA San Diego CA B 0939 3515042360

Dec 13 21:04 64.34.161.110  USA San Diego CA C 1088 3515042360

Dec 15 19:25 194.247.248.144 UK London C 1088 443966926

Dec 16 09:01 83.109.219.9   Norway Oslo D 0064 5938667822

Dec 16 09:15 82.79.189.204   Romania Constanta D 0064 4764049660

Dec 16 09:46 201.230.73.95   Peru Lurigancho D 0064 5938667822

Dec 16 10:05 204.15.76.234  USA Canyon Country CA D 0064 4801917727

Dec 16 14:52 66.134.121.204 USA Los angeles CA D 6666 4801917727

E

7758
7702

82.79.189.204   
201.230.73.95   
�����������	�
 4764049660

4801917727
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3515042360
443966926

194.247.248.144

5938667822

Device ID
In EFN

66.134.121.204
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Post login; 
Attempt Bill Pay
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� If you are expecting this
call  press the # Key

� To confirm: Bill Payment 
� For the amount of: $900
� Account ending with: 1876
� Please enter the confirmation code

that currently appears on your screen

Few Trx are Risky; 
Require Extra Auth
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Continue Trx
As Usual
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