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Threat Trends 2010 e L M7
The Year of the Toolkit \

« 2010 was distinguished by the full and proper
emergence of toolkits as a means to
perpetrate cybercrime

Poisoning search engine results - Blackhat
search engine optimization- BH SEO

— XRumer or uMaxSoft Doorway Generator.

Compromising sites

Exploiting systems
— Eleonore or Phoenix

Malware itself
— FakeAV or a banking trojan.
— Zeus, SpyEye or Ares

e Social networks — e

—
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Threat Trends 2010

The Year of the Toolkit

,It's hard to underestimate the impact that toolkits
have on online criminal activity. There used to be
something of a barrier to entry, as technical
knowledge and expertise were both necessary to
enter the world of cybercrime. Today, with
cybercrime toolkits in full production, very little, if
any, technical knowhow is needed to profit*
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Threat Trends 2010
Spam Trends

e Spam volume continued to rise when viewed
on a year over year basis.

e Phishing emaill gradually started to target not
only banks but also popular social networking
sites like Facebook, Twitter, MySpace.

* Fewer global outbreaks, instead localized and
targeted attacks.

Spam Volume 2010
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Threat Trends 2010

Web- Based Threats

* Web has become the preferred choice by
which cybercriminals reach their victims

* Notable Site Compromises
— Lenovo support page
— Several Blogger pages
— Several WordPress blogs
— Social Networking sites

Growth in Malicious URLs
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Threat Trends 2010
File- Based Threats

« DOWNAD (aka Conficker) continued to be the
most prevalent malware.

 Most affected sectors were education and
government.

« STUXNET attacks SCADA systems

« Zeus Development 8 HoDDisgrostic
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Threat Trends 2010
Vulnerability Landscape

e The number of vulnerabilities went down but
popular applications and OSs were still
affected.

 Windows, IE, Java, Adobe Acrobat, Adobe
Reader, and Adobe Flash Player were all hit
by new vulnerabilities throughout 2010.

» Total of 4651 vulnerabillities Vulnerabilities
were assigned designations T
In the CVE database.

Figure 25. Top 10 vendors in terms of CVEs issued
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Malware development

Web Threats

Intelligent
Botnets

Crimeware

¢ [nformation
Spyware Stealing
* Botnet Enabled

e Multi-Vector

Spam * Multi-
Mass Mailers Component
* Web
Polymorphic
Vulnerabilities + Rapid Variants
Worm Outbreaks « Single Target

Complexity

* Regional
Attacks

» Silent, Hidden
e Hard to Clean

I
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A Typical Cyber Crime Process

exploits

7. Misuse infected websites for
Creation Phase BH SEO links
1. Code Malware 8. Send out social engineered
2. QA the Malware Spam
3. Rent & Install 10-20 Servers
4. Register 1K-10K domains
5. Setup domains & a dropzone

Implementation Phase

Attack Phase

9. Redirect Google victims

10. Infect victim via drive-by
download

11. Convince users to click

12. Steal data & transfer to
dropzone

13. Sell the data

6. Infiltrate innocent websites via



In a Professional World

Creation Phase

Toolkits, Encryption, Different per
1. Code Malware month

VirusTotal like services
2. QA the Malware

3. Rent & Install 10-20 Servers —> Bulletproof Hosters, Images,
preconfigured, lasts 5 min

4. Register 1K-10K domains ——> Free or extremely cheap hosters,
many hundred domains on one server

5. Setup domains & a dropzone—> Can be a hacked personal homepage



In a Professional World

Implementation Phase

6.

7.

8. Use Spam campaigns

Infiltrate innocent websites —

Misuse infected websitess ————

Find servers that are vulnerable,
execute script to exploit (can
infect 1K’s of sites
simultaneously) with single
keystroke

Use obfuscated scripts to
dynamically reference any site
hacker wants to promote
(BHSEO)

Clever social engineering
convinces users to download a
Video Codec or to read the latest
news



In a Professional World

Attack Phase

9. Redirect Google victims Compromised sites get promoted
to top of search results

10. Infect victim via drive-by download—> Up to 10k victims per day
11. Victims download and executes — > Users are easy to convince

12. Steal data & transfer to dropzone — Undetected up to 3 years

13. Sell the data Charge pennies to thousands for
stolen data within underground
communities



Selling Stolen Data?

It‘'s more than just bank & credit card data

» Creditcard data

* Online Banking Accounts

« Email accounts

» Social network accounts (FB, Flickr, Twitter, ...)
« Commercial accounts (Amazon, Ebay, ...)

» Data found on your hard disk like copies of
your passport

» Space on your hard disk (used to store child
pornografic stuff)

* Your network bandwith (DDoS)



Underground Economy
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Malware 1S on a rise

New unigue samples added to AV-Test's malware repos  itory (2000-2010)
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Traditional security

Signature file growing
Need for more memory
Decreased performance
More bandwidth
Unpredictable growth

Signature updates too slow
Critical vulnerabilities
Long Time To Protect

26,598




Smart Protection Network

Query CRC/URL

1 ’ Immediate response

Query CRC/URL
0110010000110010010110101101010

Immediate response 0110011000011001001011010110104¢

Local Smart Protection
Network Server



Smart Protection Network
Innovative Cloud-Client Infrastructure
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Partner product integration
« 5 billion threats blocked daily
» Automated Smart Feedback
e #1 in NSS Labs Rankings

 All data collected, analyzed,
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Real-time threat sourcing, analysis

and protection deployment
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Individual Layer Results

33% 53% 19%
65 /200 72 /135 12/ 65
200 threats 135 threats 65 threats 51 threats
10
average of all enterprise products *0012 #3$$-

Threats prevented at each layer (of total threats that reached that layer)
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AV-Test Oct 2010 Report —
Time To Protect Results

Time To Protect Improvement Percentage
% of previously unknown threats blocked at T=60minu tes
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Security That Fits

Trend Micro’s real-world protection validated by th ird-party test labs

Corporate Corporate Consumer Consumer Corporate SMB Consumer
products products products products products products products
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/ Trend | Symantec McAfee Kaspersky () ESET
Micro
. ) *1 http://www.trendmicro.co.jp/protection
Note: If multiple products from one vendor were *2_ http://www.nsslabs.com/research/endpoint-security/a __nti-malware/q3-2009-endpoint-protection-group-test- __report-socially-engineered-malware.html
evaluated, then vendor's best performance is listed . «3 hyp:/www.dennistechnologylabs.com/reports/s/a-m/t___rendmicro/PCVP2010-TM.pdf

*4 http://www.nsslabs.com/research/endpoint-security/a nti-malware/consumer-anti-malware-products:-group-t est-report-q3-2010.html




Threat Tracker

http://us.trendmicro.com/us/trendwatch/current-
threat-activity/threat-tracker/index.html




Trend Micro Deep Security



Deep Security

Advanced security solution that provides
protection for systems in the dynamic
datacenter - from virtual desktops to physical,
virtual or cloud servers.



Deep Security — 5 independent modules

Detects and blocks zero-day
attacks against known

Protection agains web
application vulnerabilities

Minimize attack surface
and DoS prevention

Identifies important events
from logs

( :
Deep Packet Inspection
IDS / IPS
Web Application Protection
Application Control
\. J
( \( )
Firewall Integrity
Monitoring
. J L y
( \( )
< Log Anti-Virus
Inspection
- J L y

vulnerabilities.
Virtual Patching

Provides control over application

behaviour

Discovers unauthorized
changes in catalogues, files,
registry and more...
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—  Detects and blocks malware




