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Security challenges in Virtual Environment 

ÅDatacenter trends

ÅSecuring VMs

ïTraditional approach

ïProblems
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Trends in the Datacenter
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Physical

Virtualized

Cloud 

Servers under pressure 

Servers virtual and in motion 

Servers in the open
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Securing Virtual Servers the Traditional Way
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ÅAnti-virus: Local, agent-based protection 

in the VM

ÅIDS / IPS: Network-based device or 

software solution
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Virtual Machines Need Specialized Protection

Same threats in virtualized servers 

as physical.

New challenges:

1. Dormant VMs

2. Resource contention

3. VM Sprawl

4. Inter-VM traffic

5. vMotion
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Problem 1: 

Dormant VMs are unprotected

Dormant VMs includes VM templates and backups:

ÅCannot run scan agents yet still can get infected 

ÅStale AV signatures
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ESX Server
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Dormant VMs Active VMs
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Problem 2:

Full System Scans

ESX Server

OS

AppAV
Typical AV 

Console

3:00am Scan

Resource Contention with Full System Scans

ÅExisting AV solutions are not VM aware

ÅSimultaneous full AV scans on same host 

causes severe performance degradation

ÅNo isolation between malware and anti-malware
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Problem 3:

VM Sprawl

ESX Server

Managing VM Sprawl 

ÅSecurity weaknesses replicate quickly

ÅSecurity provisioning creates bottlenecks

ÅLack of visibility into, or integration with, virtualization 

console increases management complexity

App

OS

AppAV

Dormant Active New
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Problem 4:

Inter-VM Traffic

Inter-VM traffic

ÅNIDS / NIPS blind to intra-VM traffic

ÅFirst-generation security VMs require intrusive vSwitch 

changes
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Problem 5:

VM Mobility

vMotion & vCloud:

ÅReconfiguration required: cumbersome

ÅVMs of different sensitivities on same server

ÅVMs in public clouds (IaaS) are unprotected
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The Solution

ÅVMware VMsafe

ÅThe Trend Micro approach
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Introducing VMsafe

App

OS

ESX Server

App

OS

App

OS

VMsafe APIs

Security VM
Firewall

IDS / IPS

Anti-Virus

Integrity       

Monitoring

ïProtect the VM by inspection of virtual components

ïUnprecedented security for the app & data inside the VM

ïComplete integration with, and awareness of, vMotion, 

Storage VMotion, HA, etc.
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VMsafeÊ APIs

CPU/Memory Inspection
ÅInspection of specific memory pages 

ÅKnowledge of the CPU state

ÅPolicy enforcement through resource allocation

Networking
ÅView all IO traffic on the host

ÅIntercept, view, modify and replicate IO traffic

ÅProvide inline or passive protection

Storage
ÅMount and read virtual disks (VMDK)

ÅInspect IO read/writes to the storage devices

ÅTransparent to device & inline with ESX Storage stack
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- Firewall

- IDS / IPS

- Anti-Malware

- Integrity       

Monitoring

- Log Inspection

The Trend Micro Approach

ESX Server

Security VMDormant

Comprehensive, coordinated protection for all VMs

ÅLocal, agent-based protection in the VM

ÅSecurity VM that secures VMs from the outside

ÅMultiple protection capabilities

ÅIntegrates with VMware vCenter and VMsafe

VMsafe APIs
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The Solution 1

ÅTrend Micro 

Core Protection for 

Virtual Machines
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Anti-Malware Scanning VM - TM Core Protection for VMs

VMsafe APIs

ÅAnti-malware scanning for target VMs from outside

ÅIntegrates VMsafe VDDK APIs to mount VM disk files

ÅFull scans of dormant & active VMs from scanning VM

ÅImmunizes the protection agent from disruptive activities

Scanning

VMs

VMsafe APIsVMsafe APIs
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Trend Micro Core Protection for Virtual Machines

More Protection

ÅFirst virtualization-aware anti-malware product in the market

ÅSecures dormant and active VMs efficiently

Å New VMs auto-scanned on creation and auto-assigned to a 

scanning VM 

ÅSupports VI3 and vSphere 4 (needs vCenter)

Less Complexity

Å Flexible Management: Through standalone web console, as a plugin to 

Trend Micro OfficeScan or through VMware vCenter

Å Flexible Configuration: Can be configured with multiple scanning VMs 

on any ESX/ESXi (or physical) server 

Å Flexible Deployment: CPVM can be setup to co-exist with OSCE or 

competitive products if necessary (not ideal*) 
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Core Protection for Virtual Machines
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CPVM System Requirements
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Core Protection for Virtual Machines

Å While server virtualization increases efficiency in the data center, it also 

challenges the security of the IT environment. Traditional security imported 

from the physical world cannot fully protect virtual environments which are 

particularly vulnerable when virtual machines are dormant or offline as they 

are unable to protect themselves with a virus scan agent and signature 

updates. Also, resource-intensive security operations such as scheduled full 

system scans can significantly degrade the performance of the host and 

render the security ineffective, especially when initiated concurrently on 

multiple virtual machines. To fully realize the cost and productivity 

advantages of virtualization, enterprises need content security that is 

architected specifically to secure todayôs highly virtualized datacenter.

Å Trend MicroÊ Core Protection for Virtual Machines enables enterprises to 

maximize the economic benefits of virtualization without compromising the 

security of their datacenter. Specifically designed for VMware ESX/ESXi 

environments, this virtualization-aware solution leverages the VMsafe APIs 

from VMware to secure both active and dormant virtual machines. Layered 

protection uses dedicated scanning virtual machines coordinated with real-

time agents within each virtual machine.
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The Solution 2

ÅTrend Micro 

Deep Security
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Intrusion

Defense

Intrusion

Defense

Intrusion Defense VM - TM Deep Security

VMsafe APIs

Intrusion

Defense

ÅIntrusion Defense provides IDS/IPS & firewall protection

ÅIntegrates VMsafe-NET APIs (firewall & IDS/IPS)

ÅEnforces security policy

ÅNewly emerging VMs are automatically protected

VMsafe APIsVMsafe APIs
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Trend Micro Deep Security Modules

Deep Packet Inspection

Log InspectionIntegrity Monitoring

Firewall

ÅCentralized management of server 

firewall policy

ÅPre-defined templates for common 

enterprise server types

ÅFine-grained filtering: IP & MAC 

addresses, Ports

ÅCoverage of all IP-based protocols: 

TCP, UDP, ICMP, IGMP é

Enables IDS / IPS, Web App Protection, 

Application Control, Virtual Patching

Examines incoming & outgoing traffic for:

ÅProtocol deviations

ÅContent that signals an attack

ÅPolicy violations. 

ÅCollects & analyzes operating system  

and application logs for security 

events. 

ÅRules optimize the identification of 

important security events buried in 

multiple log entries. 

ÅMonitors critical files, systems and   

registry for changes

ÅCritical OS and application files (files,  

directories, registry keys and values)

ÅFlexible, practical monitoring                                       

through includes/excludes 

ÅAuditable reports
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Firewall

Decreases the attack surface of physical and virtual servers

Å Centralized management of server firewall policy

Å Pre-defined templates for common enterprise server types

Å Virtual machine isolation 

Å Fine-grained filtering 

ï IP & MAC addresses, Ports

Å Coverage of all IP-based protocols 

ïTCP, UDP, ICMP, é

Å Coverage of all frame types (IP, ARP, é)

Å Prevents Denial of Service (DoS) attacks

Å Design policies per network interface 

Å Detection of reconnaissance scans 
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Deep Packet Inspection

IDS/IPS

ï Vulnerability rules: shield known 

vulnerabilities from unknown attacks 

(virtual patching)

ï Exploit rules: stop known attacks

ï Smart rules: Zero-day protection from 

unknown exploits against an unknown 

vulnerability

ï Microsoft Tuesday protection is 

delivered in synch with public 

vulnerability announcements

ï On the host/server (HIPS)

Web Application Protection 

ïEnables compliance with PCI DSS 6.6 

ïShield vulnerabilities in custom web 

applications, until code fixes can be 

completed

ïShield legacy applications that cannot be 

fixed

ïPrevent SQL injection, cross-site scripting 

(XSS)

Application Control

ï Detect suspicious inbound/outbound traffic 

such as allowed protocols over non-

standard ports

ï Restrict which applications are allowed 

network access

ï Detect and block malicious software from 

network access
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Integrity Monitoring

Monitors files, systems and registry for changes

Å Critical OS and application files (files, directories,  registry keys 

and values, etc.) 

Å On-change, on-demand or scheduled detection 

Å Extensive file property checking, 

including attributes  (PCI 10.5.5)

Å Monitor specific directories 

Å Flexible, practical monitoring                                       through 

includes/excludes 

Å Auditable reports

Useful for:

ïMeeting PCI compliance

ï Alerting on errors that could 

signal an attack

ï Alerting on critical system changes
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Log Inspection

Getting visibility into important security events buried 

in log files

ïCollects & analyzes operating system 

and application logs for security events 

ï Rules optimize the identification of 

important security events buried 

in multiple log entries 

ï Events are forwarded to a SIEM 

or centralized logging server for 

correlation, reporting and archiving 

Useful for:

ï Suspicious behavior detection

ï Collection of security-related administrative 

actions 

ïOptimized collection of security events across your 

datacenter 

ï Advanced rule creation using OSSEC rule syntax
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Deep Security: Platforms protected

28

Å Windows 2000, Windows 7

Å Windows XP, 2003 (32 & 64 bit)

Å Vista (32 & 64 bit)

Å Windows Server 2008 (32 & 64 bit)

Å HyperV (Guest VM)

Å 8, 9, 10 on SPARC

Å 10 on x86 (64 bit)

Å Solaris 10 partitions

Å Red Hat 3

Å Red Hat 4, 5 (32 & 64 bit)

Å SuSE 9, 10

Å VMware ESX Server (Guest VM)

Å Virtual Center integration

Å XenServer Guest VM

Å HP-UX 11i v2

Å AIX 5.3
Integrity Monitoring

& Log Inspection

modules
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