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The Dynamic Datacenter

Physical Virtualised Cloud computing

8 million servers N 3-80% of datacenters are nBy 2012, 40
shipped in 2008, now running critical hardware
~ 50 million applications- on ViMmsastracture
servers deployed VMware spending will be as a
- IDC Al in 4 wor k| oadss erewilcoey.ead 1| n
2008 to X86 server was to a - Gartner
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Software Vulnerabilities are being Targete

Gas refineries at Defcon 1 as SCADA Critical Windows vulnerability under
exploit goes wild attack, Microsoft warns
September 8, 2008: Gasoline refineries, May 28, 2009 Microsoft has warned of a
manufacturing plants and other critical critical security bug in older versions of its
facilities that rely on computerized control Windows operating system that is already
systems just became more vulnerable to being exploited in the wild to remotely
tampering or sabotage with the release of execute malware on vulnerable machines.
attack code that exploits a security flaw in
a widely used piece of software. //_
"-.____\
\ﬂ?gen SQL injection opens server

door: 1in 10 sites naked

April 2, 2009 A vulnerability estimated to affect
more than 1 in 10 websites could go lethal
with the finding that it can be used to reliably
take complete control of the site's underlying

server.
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High profile breaches

-‘-
Payraent o.atems (L
May-2008: Security breach cost $12.6

million so far, including legal costs and

fines from MasterCard and Visa. More
>>

% RBS WorldPay

Dec-2008: PIl of 1.5M customers
& 1.1M Social Security Numbers.
More >>

X

Aug-2007: Hackers placed software on
the companyads

fiserv.

Dec-2008: DNS hijacking puts 5,000,000
check processing accounts at risk.
More >>
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Mar-2009: Hackers hijack PII for 45,000
employees & retirees. More >>

University of California
Berkeley

May-2009: Hackers broke into 2 databases

net wor k ,oveaanednomsth perdold, addSexphlsed the

credit card #0s. Cost31atesaﬁ]36000®+cstw$eﬁt§ﬁ/lor®/l>>
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http://www.wired.com/threatlevel/2009/05/heartland-breach-cost-company-126-million-so-far/
http://www.wired.com/threatlevel/2009/05/heartland-breach-cost-company-126-million-so-far/
http://www.scmagazineus.com/15-million-individuals-affected-in-RBS-WorldPay-breach/article/123386/
http://www.boston.com/business/globe/articles/2007/08/15/cost_of_data_breach_at_tjx_soars_to_256m/
http://www.ecommerce-journal.com/news/11649_checkfree_lost_control_of_its_domains_due_to_attack_from_eastern_europe
http://www.healthcareitnews.com/news/uc-berkeley-alerts-students-health-data-breach
http://blogs.zdnet.com/security/?p=2803

Threat Environment

AMore profitable
A$100 billion: Estimated profits from global cybercrime
-- Chicago Tribune, 2008

ANN)

VULNERABILITIES

AMore sophisticated, malicious & stealthy

AR95% of 285 million records st ol
| !” resul t of highly skillful attack

WEB THREATS AABreaches go undiscovered and unco
weeks or months in 75% of cases.
-- Verizon Breach Report, 2009

AMore frequent
A"Harvard and Harvard Medical School are attacked
DATA STEALING
MALWARE every 7 seconds, 24 hours a day,
-- John Halamka, CIO

1 AMore targeted
AM27% of respondents had reported t

-- 2008 CSI Computer Crime & Security Survey
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Compliance Imperative

More standards:
APCI. SAS70, HIPAA, ISO 27001, FISMA /NIST800-53 ., MI TSé

More specific security requirements
AVirtualization, Web applications, EHR, Pl1é

More penalties & fines
A HITECH, Breach notifications, civil litigation

IN'DMZ consolidation using virtualizat
auditors, given the greater risk of misconfiguration and lower
visibility of DMZ policy violation. Through year-end 2011,
auditors will challenge virtualized deployments in the DMZ
more than nonvirtualized DMZ solutions.
Neil MacDonald, Gartner, June 2009(‘)
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Perimeter defences alone are no longer sufficient

Physical Virtualized Cloud
Servers Servers Computing
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Servers in the open

Servers under pressure Servers in motion . . :
: AYour perimeter provides no protection.
AEncrypted attacks AHosting workloads of ACloud i q
AWireless networks different sensitivities ou .compu 'ng Veh ors .
Alnsider attacks AvMotion challenges provi d_ e basi \C A
AWeb app attacks AVMs introduced quickly denominatoro secu

undermines your compliance
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Perimeter is cracking

¢ Internet
& erne
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ADMi |l itarized Zoneo ( DMZ)‘EncryptedattaCkS
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NIPS Firewall
NIPS

Cloud
computing

Business
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Cloud security is a recognised concern

Q: Rate the challenges/issues ascribed to the 'cloud’/on-demand model
(1=not significant, 5=very significant)

Security 74.0L% :
New approaches will
Performance
be needed to secure
Availability

cloud-based IT
services

Hard to integrate with in-house IT

Not enough ability to customize
Gartner

A Cl oBased Computing
Will Enable New Security
Services and Endanger
Ol d OnJeare 2008

Worried on-demand will cost more
Bringing back in-house may be difficult

Regulatory requirements prohibit cloud

Not enough major suppliers yet

0% 10% 20% 30% 40% 50% 60% 70% 80%

% responding 4 or 5
Source: IDC Enterprise Panel, August 2008 n=244
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Security Challenges

Challenges

Virtualisation | In Cloud

Dynamic virtual machines:
VM Sprawl

Vulnerability exploits &
patch management

Web application threats

System & data integrity:
compromise via co-location

Policy & compliance

NI

Rogue corporate resources

Service provider security
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Dynamic Virtual Machines

Dynamic: Security challenges

verted I Achieve and maintain
consistent security

I Propagation of

aused

started L

| 9 vulnerabilities and
one configuration errors
oved

I Maintaining an
auditable record of
the security state
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