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Why do we need a new approach against
malware?

Because Cybercrime is
mainstream now!

A malware industry has
been established!

Cybercrime is bigger than the drug trade today?
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Collaboration in the Underground

Botnhet
Vendors
and Hackers

Carders

Independent Spammers
Businessman Blackmailers

Anti-
Detection
Vendors
ToolKkit
Vendors

Malware
Vendors
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Increase in unique malware samples

1988: 1738 unique malware samples

1998: 177615 unigue malware samples

2008 Jan-May: 2753587 unique malware samples*

Data source: AV-Test.Org, June 2008
* = January - May 2008
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Increase in unique malware samples -

AV-Test.org's Sample Collection Growth
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Data source: AV-Test.Org, June 2008

Note: Samples include malware variants
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Incoming Threat Samples Per Hour

Trend Micro processes 1500 samples
per hour in year 2009

Problems in the pattern deployment in the future?
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