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Introducing Check Point 3D 
Security

Jani Ekman

Security Engineer

http://www.stallion.ee/info.html
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Boundaries are disappearing

Work from AnywhereShare DataUse Different DevicesUse Internet Tools
Users Have Different 

Needs

Boundaries 
are disappearing



33©2010 Check Point Software Technologies Ltd.     |    [Confidential] For Check Point users and approved third parties    |

New environment, new challenges

To secure this new environment,
IT needs to do more
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More Securityé.

éwith Less:

Less Resources

Less Time
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Check Point Introduces 3D Security

Combine Policy, People and Enforcement
for Better Security

Define the 
right policies

Support user 
needs

Easily enforce 
security

Enforcement

Policy

People

Check Point 

R75
Check Point 

R75
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Whatôs New in R75

Enhanced 

Functionality

Ʒ Integrated DLP Software Blade

Ʒ Endpoint Security VPN R75 support

Ʒ IPS Signatures - NSS Report

Ʒ Multi-Domain Security Management

Ʒ Support for SG80

New Blades
Ʒ Identity Awareness

Ʒ Application Control

Ʒ Mobile Access Software Blade

Additional 

info
Ʒ Introduced in Q4/2010
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John, 

Letôs review the corporate strategy in 

our morning meeting.

Green World Strategy Plan 2010

John.Stevens@yahoo.com

Corporate Strategy

Data Loss Prevention Alert

An email that you have just sent has been 

quarantined.

Reason: attached document contains 

confidential internal data

The message is being held until further 

action.

Send , Discard , or Review Issue

Introducing Check Point 
Data Loss Prevention

Educate

Users on corporate 
data policies

Enforce

Data loss 
business processes

Prevent

Move from detection 
to prevention

Check Point Combines Technology and 
Processes to Make DLP Work
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Identity Awareness 
Software blade
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Identity Awareness Software Blade

Granular Security Policy per 

User, Machine and Location
softwareblades
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Example of Identity Awareness

Corporate

Network

Internet

HR Server

Finance Server

Internal

Firewall

Perimeter 

Firewall

AD /Directory

Web Server Pool

DMZ

Data CenterManaged 

Assets

Guest

Contractor

Corporate

Laptop

PDA / SmartPhones

IP: 10.122.115.8

User: John Morgan / 

Finance_Group

Machine: John_XP

IP: 192.168.0.99

Guest Name: Anna Smith

IP: 10.222.1.100

User: Frank Gore / 

Marketing_Group

Application: FaceBook


